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NRF5340 features

Features:
e 1.7Vt05.5V supply voltage range

e  Package variants

e aQFN94 package, 7x7 mm
e WLCSP95 package, 4.4 x 4.0 mm
Application core

® ® ®
e Arm Cortex -M33 with TrustZone technology

. 128 MHz or 64 MHz operation

e 514 EEMBC CoreMark score running from flash, 4.0 CoreMark per MHz
*  Single-precision floating-point unit (FPU)

e Digital signal processing (DSP) instructions

e  Data watchpoint and trace (DWT), embedded trace macrocell (ETM),

instrumentation trace macrocell (ITM), and cross trigger interface (CTl)
e Serial wire debug (SWD)

e  Trace port interface unit (TPIU)

e 4-bit parallel trace of ITM and ETM trace data
e  Serial wire output (SWO) trace of ITM data
e 1 MB flash and 512 kB low leakage RAM

e Arm TrustZone CryptoCell -312 security subsystem

e NIST 800-90B, AIS-31, and FIPS 140-2 compliant random number generator

e  AES-128 and 256: ECB, CBC, CMAC/CBC-MAC, CTR, CCM/CCM*, GCM
e SHA-1, SHA-2 up to 256 bits
e  Keyed-hash message authentication code (HMAC)
*  RSA public key cryptography with max key size 3072 bits
. ECC support for most used curves
e  Application key management using derived key model
e Two-way set associative cache towards flash and QSPI XIP code regions

e QSPI peripheral for communicating with an external flash memory device

e Execute in place with optional on-the-fly encryption and decryption

e Near field communication (NFC-A) tag with wake-on field and touch-to-pair

. Up to 5x SPI master/slave with EasyDMA

e Upto4x 1’ compatible two-wire master/slave with EasyDMA

e Up to 4x UART (CTS/RTS) with EasyDMA

e Audio peripherals - 1’s compatible, digital microphone interface (PDM)

*  Four pulse width modulator (PWM) units with EasyDMA

e 12-bit, 200 ksps ADC with EasyDMA - eight configurable channels with
programmable gain

e Three 32-bit timers with counter mode

e Two 24-bit real-time counters (RTC)

e Two Quadrature decoders (QDEC)

e  Distributed programmable peripheral interconnect (DPPI)

e Inter-processor communication (IPC)

e Mutually exclusive peripheral (MUTEX)

e USB 2.0 full speed (12 Mbps) controller
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e Single 32 MHz crystal operation

e 1.8Vto 3.3V regulated supply for external components
. Operating temperature from -40°C to 105°C

e 48 general purpose I/0 pins

Network core

e Arm Cortex-M33

. 64 MHz operation

e 244 EEMBC CoreMark score running from flash memory, 101
CoreMark per mA

e  Cross trigger interface (CTI)
e Serial wire debug (SWD)
e  SWO trace port
e 256 kB flash and 64 kB low leakage RAM

. BIuetooth® 5.2, IEEE 802.15.4-2006, 2.4 GHz enabled transceiver

e  -98 dBm sensitivity in 1 Mbps Bluetooth Low Energy mode

e  -104 dBm sensitivity in 125 kbps Bluetooth Low Energy mode
(long range)

e -101 dBm sensitivity in IEEE 802.15.4

e  -40 dBm to +3 dBm configurable TX power

e On-air compatible with nRF52, nRF51, nRF24L, and nRF24AP

series devices

e  Supported data rates:

e  Bluetooth 5.2 - 2 Mbps, 1 Mbps, 500 kbps, and 125 kbps
. IEEE 802.15.4-2006 - 250 kbps
e  Proprietary 2.4 GHz - 2 Mbps, 1 Mbps

e Angle of Arrival (AoA) and Angle of Departure (AoD) direction
finding using Bluetooth Low Energy

¢  Single-ended antenna output (on-chip balun)

e  128-bit AES/ECB/CCM/AAR co-processor (on-the-fly packet

encryption)

e 3.2mArun current in TX (0 dBm)

. 2.6 mA run current in RX

e RSSI(1dB resolution)
e SPI master/slave with EasyDMA
. I compatible two-wire master/slave with EasyDMA
e UART (CTS/RTS) with EasyDMA
e Three 32-bit timers with counter mode
e Two real-time counters (RTC)
e  Temperature sensor
e  Distributed programmable peripheral interconnect (DPPI)
e Inter-processor communication (IPC)

e Mutually exclusive peripheral (MUTEX)
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nRF5340 features

e Advanced computer peripherals and I/O devices e Internet of things (loT)
e Multi-touch trackpad e Smart home sensors and controllers
e Advanced wearables e Industrial loT sensors and controllers

e Health/fitness sensor and monitor devices * Interactive entertainment devices

e Wireless payment enabled devices e Remote controls

e Wireless audio devices *  Gaming controllers

. e Professional lighting
e  Bluetooth Low Energy Audio

e True wireless earbuds e Wireless connected luminaire

e Headphones, microphones, and speakers
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About this document

This document is organized into chapters that are based on the modules and peripherals available in the
IC.

2.1 Document status

The document status reflects the level of maturity of the document.

Document name Description

Objective Product Specification (OPS) Applies to document versions up to 1.0.

This document contains target specifications for
product development.

Product Specification (PS) Applies to document versions 1.0 and higher.

This document contains final product
specifications. Nordic Semiconductor ASA reserves
the right to make changes at any time without
notice in order to improve design and supply the
best possible product.

Table 1: Defined document names

2.2 Peripheral chapters

Every peripheral has a unique capitalized name or an abbreviation of its name, e.g. TIMER, used for
identification and reference. This name is used in chapter headings and references, and it will appear in
the Arm Cortex Microcontroller Software Interface Standard (CMSIS) hardware abstraction layer to identify
the peripheral.

The peripheral instance name, which is different from the peripheral name, is constructed using the
peripheral name followed by a numbered postfix, starting with 0, for example, TIMERO. A postfix is
normally only used if a peripheral can be instantiated more than once. The peripheral instance name is
also used in the CMSIS to identify the peripheral instance.

The chapters describing peripherals may include the following information:

¢ A detailed functional description of the peripheral
e Register configuration for the peripheral

¢ Electrical specification tables, containing performance data which apply for the operating conditions
described in Recommended operating conditions on page 821.

2.3 Register tables

Individual registers are described using register tables. These tables are built up of two sections. The first
three colored rows describe the position and size of the different fields in the register. The following rows
describe the fields in more detail.
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About this document

2.3.1 Fields and values

The Id (Field Id) row specifies the bits that belong to the different fields in the register. If a field has
enumerated values, then every value will be identified with a unique value id in the Value Id column.

A blank space means that the field is reserved and read as undefined, and it also must be written as 0

to secure forward compatibility. If a register is divided into more than one field, a unique field name is
specified for each field in the Field column. The Value Id may be omitted in the single-bit bit fields when
values can be substituted with a Boolean type enumerator range, e.g. true/false, disable(d)/enable(d), on/
off, and so on.

Values are usually provided as decimal or hexadecimal. Hexadecimal values have a 0x prefix, decimal
values have no prefix.

The Value column can be populated in the following ways:

¢ Individual enumerated values, for example 1, 3, 9.
¢ Range of values, e.g. [0..4], indicating all values from and including 0 and 4.

¢ Implicit values. If no values are indicated in the Value column, all bit combinations are supported, or
alternatively the field's translation and limitations are described in the text instead.

If two or more fields are closely related, the Value Id, Value, and Description may be omitted for all but
the first field. Subsequent fields will indicate inheritance with '..".

A feature marked Deprecated should not be used for new designs.

2.3.2 Permissions

Different fields in a register might have different access permissions enforced by hardware.

The access permission for each register field is documented in the Access column in the following ways:

Access Description Hardware behavior

RO Read-only Field can only be read. A write will be ignored.

\\Ye] Write-only Field can only be written. A read will return an undefined value.

RW Read-write Field can be read and written multiple times.

w1 Write-once Field can only be written once per reset. Any subsequent write will be ignored. A read will return an undefined value.
RW1 Read-write-once Field can be read multiple times, but only written once per reset. Any subsequent write will be ignored.

Table 2: Register field permission schemes

2.4 Registers

Register Offset Security Description

DUMMY 0x514 Example of a register controlling a dummy feature

Table 3: Register overview

2.4.1 DUMMY

Address offset: 0x514

Example of a register controlling a dummy feature
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About this document

R/W  Field Value ID Description
A RW  FIELD_A Example of a read-write field with several enumerated
values
Disabled 0 The example feature is disabled
NormalMode 1 The example feature is enabled in normal mode
ExtendedMode 2 The example feature is enabled along with extra

functionality
B RW  FIELD_B Example of a deprecated read-write field Deprecated
Disabled 0 The override feature is disabled
Enabled 1 The override feature is enabled
C RW  FIELD_C Example of a read-write field with a valid range of values
ValidRange [2..7] Example of allowed values for this field
D RW  FIELD_D Example of a read-write field with no restriction on the

values

4406_640v1.3 17 .
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3

Product overview

nNRF5340 is a wireless, ultra-low power multicore System on Chip (SoC), integrating two fully
programmable Arm Cortex-M33 processors, advanced security features, a range of peripherals, and
a multiprotocol 2.4 GHz transceiver. The transceiver supports Bluetooth Low Energy, ANTTM, and IEEE
802.15.4 for Thread and Zigbee protocols. It also allows the implementation of proprietary 2.4 GHz
protocols.

The two Arm Cortex-M33 processors share the power, clock, and peripheral architecture with Nordic
Semiconductor nRF51, nRF52, and nRF91 Series of SoCs, ensuring minimal porting efforts. The application
core is a full-featured Arm Cortex-M33 processor including DSP instructions and FPU, running at up to 128
MHz with 1 MB of flash and 512 kB of RAM. The option to run the application processor at 64 MHz allows
the CPU to increase energy efficiency. The network core is an Arm Cortex-M33 processor with a reduced
feature set, designed for ultra-low power operation. It runs at a fixed 64 MHz frequency and contains 256
kB of flash and 64 kB of RAM.

The peripheral set offers a variety of analog and digital functionality enabling single-chip implementation
of a wide range of applications. Arm TrustZone technology, Arm CryptoCell-312, and supporting blocks
for system protection and key management are embedded for the advanced security needed for loT
applications.

3.1 Block diagram

The block diagram illustrates the overall system. More detailed diagrams of the two cores, including pins
and EasyDMA connectivity, can be found in Block diagram on page 105 and Block diagram on page
136.
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Debug and trace
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DAPBUS

CTRL-AP
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64/128 MHz
DSP, FPU, TrustZone

AMLI (64/128 MHz AHB)
2-way set
associative
cache Synchronous
bridge

AMLI (64/128 MHz AHB) ASV%‘;?(;;’Q"“S AMLI (64 MHz AHB)

Synchronous Synchronous
bridge bridge
KMU SPU ACL CTRL-AP
NVMC CTRL-AP NVMC CLOCK
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EGU 0.5 RTCO..1 GPIO PO/

P1
QsPI VMC

GPIO PO/ USBD
P1

CryptoCell
312

QDECO..1
SAADC

Figure 1: Simplified block diagram

3.2 Memory

The nRF5340 SoC contains two processor cores, each with flash memory and RAM that can be used for
code and data storage.
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Core RAM Flash
Application core 512 kB, arranged as follows: 1024 kB in 4 kB pages

e 256 kB CPU single-cycle RAM
e 256 kB of additional RAM

Network core 64 kB total 256 kB in 2 kB pages

Table 4: nRF5340 memory configuration

All memory and registers are found in the same address space, as shown in Memory map on page 21.
This includes the two blocks of 256 kB RAM, which are accessible in the memory map as one contiguous
512 kB block of RAM. The first 256 kB block of RAM has single-cycle access time from the CPU, while up to
four CPU cycles additional latency occurs when accessing the additional 256 kB block of RAM.

The application core memory is mapped to the network core memory map. This means that the network
core CPU can access and use the application core memory for shared memory communication. The
application core can restrict network core access through the domain configuration (DCNF) PROTECT
registers, see DCNF — Domain configuration on page 201. Access to secure memory or peripherals as
defined by the SPU — System protection unit on page 590 is also prevented when the network core is
marked as non-secure in an application using TrustZone technology.

Note: The EasyDMA masters of the network core peripherals cannot access the application core
RAM. The network core processor cannot execute code directly from the application core flash or
access QSPI XIP memories.
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Legend: Application resource

Application core

OxEOOF FOOO0
OxEOOF EOOO

0xE004 3000
0xE004 2000
OxE004 1000
O0xE004 0000

0xEO00 EO00
OxE000 2000
0xEO00 1000
0xEOO0 0000

0x5000 0000

0x4100 0000

0x4000 0000

0x2100 0000

0x2000 0000

0x1000 0000

0x0100 0000

0x0000 0000

Memory map

Reserved

TPIU
SCS

ITM

[ Reserved |
L TPIU______ |
[ sG]
M

Peripherals
(secure)

Peripherals

(non-secure)

Network core
Memory map

M33 ROM table M33 ROM table
Core ROM table Core ROM table

Peripherals
(secure)

Peripherals

Peripherals
(non-secure)

RAM

3.2.1 RAM — Random access memory

RAM can be read and written an unlimited number of times.

Arm memory model

Private peripheral

bus

~~~~~~~~~~~~~

Each RAM AHB slave within a core is connected to one or more RAM sections that has separate power
control for System ON and System OFF mode operation. For details, see VMC — Volatile memory
controller on page 740.
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3.2.2 Flash — Non-volatile memory

Flash memory can be read an unlimited number of times by the CPU, but is restricted in the number of
times it can be written to or erased. Flash memory is also restricted in how it can be written.

Writing to flash memory is managed by the non-volatile memory controller (NVMC), see NVMC — Non-
volatile memory controller on page 334.

Flash memory is divided in pages, as listed in nRF5340 memory configuration on page 20.

3.2.3 XIP — Execute in place

Execute in Place (XIP) allows the application core to execute program code directly from the external flash
memory device using the Quad serial peripheral interface (QSPI). The external flash memory supports on-
the-fly encryption and decryption.

For details, see QSPI — Quad serial peripheral interface on page 397.

3.2.4 Access latency

When accessing memories or peripherals across bus bridges, additional access latency will occur. An
example of this is when the network core accesses the application core memory or peripherals.
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4 Power and clock management

The power and clock management system in nRF5340 is optimized for ultra-low power applications to
ensure maximum power efficiency.

The core of the power and clock management system is the power management unit (PMU) shown in the
following figure.

SoC
VDDH
_>[ |_>
External Internal P _
power sources VDD voltage < =
regulators .
—» — -—» Application core
PMU
32 MHz crystal
Internal | o > - Network core
oscillators
Optional
32 kHz crystal

Figure 3: Power management unit

The PMU automatically tracks the power and clock resources required by the different components in
the system at any given time. To achieve the lowest power consumption possible, the PMU optimizes the
system by evaluating power and clock requests, automatically starting and stopping clock sources, and
choosing regulator operation modes.

The nRF5340 start-up sequence after reset is described in RESET — Reset control on page 65.

4.1 System ON mode

System ON is the default operation mode after power-on reset.

In System ON, all functional blocks, such as the CPU and peripherals, can be in an IDLE or RUN state
depending on the configuration set by the software and the state of the executing application. The
network core's CPU and peripherals can be in IDLE state, RUN state, or Force-OFF mode (see Force-OFF
mode on page 25).

The PMU can switch the appropriate internal power sources on and off, depending on power
requirements. A peripheral's power requirement is directly related to its activity level, which increases and
decreases when specific tasks are triggered or events are generated.

Voltage and frequency scaling
nRF5340 automatically adjusts the internal voltages to optimize power efficiency.

Some configuration options request a higher internal voltage, which is seen as an increase in power
consumption. These configurations are the following:

e Setting the frequency of the application core's clock to 128 MHz, see Application core frequency scaling
on page 76. Increased power consumption in this mode is also observed when the CPU is sleeping,
such as after executing the WFI (wait for interrupt) or WFE (wait for event) instructions.
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Power consumption during System ON with CPU and peripherals in IDLE state sleep is reduced by
configuring the application core's clock to 64 MHz before entering CPU sleep.

¢ Using QSPI with 96 MHz clock frequency

e Using the USB peripheral

¢ When debugging

* Requesting additional voltage on the VREGRADIO supply using VREQCTRL — Voltage request control on
page 63

4.1.1 Power submodes

In System ON mode, when the CPU and all peripherals are in IDLE state, the system can reside in one of
two power submodes.

The power submodes are:

¢ Constant latency
e Low-power

In Constant latency mode, the CPU wakeup latency and the PPI task response will be constant and kept
at a minimum. This is secured by a set of resources that are always enabled. Compared to Low-power
mode, the advantage of having a constant and predictable latency comes at a cost of increased power
consumption. Constant latency mode is selected by triggering the CONSTLAT task.

In Low-power mode, the most power efficient supply option is chosen by the automatic power
management system. Achieving the lowest power possible is at the expense of variations in CPU wakeup
latency and PPI task response. Low-power mode is selected by triggering the LOWPWR task.

When the system enters System ON, it is by default in the Low-power submode.

4.2 System OFF mode

System OFF is the deepest power-saving mode the system can enter. In this mode, the system's core
functionality is powered down and all ongoing tasks are terminated.

The device is put into System OFF mode using the register SYSTEMOFF on page 54 . The following
initiate a wakeup from System OFF:

e The DETECT signal, generated by the GPIO peripheral

¢ The ANADETECT signal, generated by the LPCOMP peripheral

¢ The SENSE signal, generated by the NFCT peripheral to wake-on-field
¢ Avalid USB voltage on the VBUS pin is detected

¢ A debug session is started

e Apinreset

When the device wakes up from System OFF, a system reset is performed. For more details, see
Application core reset behavior on page 67.

One or more RAM sections can be retained in System OFF depending on the RAM retention settings in the
peripheral VMC — Volatile memory controller on page 740.

Before entering System OFF, the EasyDMA enabled peripheral must not active when entering System OFF.
It is also recommended that the network core is in IDLE state, meaning peripherals are stopped and the
CPU isidle.

4.2.1 Emulated System OFF mode

When the device is in Debug Interface mode, System OFF is emulated to ensure that all resources required
for debugging are available during System OFF.
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Resources required for debugging include the following key components:

¢ Debug Interface mode on page 756

e CLOCK — Clock control on page 73

e POWER — Power control on page 46

e OSCILLATORS — Oscillator control on page 98

e REGULATORS — Regulator control on page 51

e RESET — Reset control on page 65

e NVMC — Non-volatile memory controller on page 334

e CPU
¢ Flash memory
e RAM

Because the CPU is kept on in an emulated System OFF mode, it is recommended to add an infinite loop
directly after entering System OFF. This prevents the CPU from executing code that normally should not be
executed. For more information, see Debug and trace on page 751.

4.3 Force-OFF mode

Force-OFF mode is only applicable for the network core.

The register interface RESET — Reset control on page 65 is used by the application core to force the
network core to Force-OFF mode. In this mode, the network core is stopped in order to achieve the lowest
power consumption possible. When the network core is in Force-OFF mode, only the application core can
release the mode, causing the network core to wake up and start the CPU again.

Before the application core sets the network core to Force-OFF mode, it is recommended that the network
core is in IDLE state, as defined by the following:

e All peripherals are stopped

¢ Additional voltage on the VREGRADIO supply is canceled using VREQCTRL — Voltage request control on
page 63

e The CPU is in IDLE state, meaning it is running the WFI or WFE instruction

When the network core wakes up from Force-OFF mode, it is reset. For more details, see Network core
reset behavior on page 68.

Several RAM sections can be retained in Force-OFF mode depending on the RAM retention settings in the
peripheral VMC — Volatile memory controller on page 740.

4.3.1 Emulated Force-OFF mode

If the device is in Debug Interface mode, Force-OFF mode will be emulated to secure the required
resources needed for debugging.

When Force-OFF mode is emulated, the CPU and all peripherals are reset. The CPU is prevented from
running during debug access to a core's resources, including writing to RAM, flash, and/or peripherals. See
Debug and trace on page 751 for more information.

4.4 Current consumption

Because the Power Management Unit (PMU) is constantly adjusting the different power and clock sources,
estimating an application's current consumption can be challenging when the measurements cannot be
performed directly on the hardware. To facilitate the estimation process, a set of current consumption
scenarios is provided to show the typical current drawn from the VDD or VDDH supply.
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Each scenario specifies a set of operations and conditions applying to the given scenario. All scenarios
are listed in Electrical specification on page 28. The following table shows a set of common conditions
used in all scenarios, unless otherwise stated in the description of a given scenario.
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and VREGH (when used)

Condition Value Note
Supply 3V on VDD/VDDH (normal voltage
mode)
Temperature 25°C
CPU WFI (wait for interrupt)/WFE (wait
for event) sleep
Peripherals Allidle
Clock HFCLK=HFINT running at 64 MHz
LFCLK=Not running
Regulator DC/DC on VREGMAIN, VREGRADIO,

Application core RAM 8 kB In System ON, RAM value refers to
the amount of RAM that is switched
on. The remainder of RAM is non
retained. In System OFF, RAM value
refers to amount of RAM that is
retained.

Network core RAM 0 kB

Cache enabled Yes Only applies when the CPU is
running from flash memory.

Network core forced off Yes

32 MHz crystal SMD 2016 Only applies when the high

39 MHz Trequer.my crystal'oscHIator (HFXO)
is running. HFXO is used when the
fio= £30 ppm radio is running.
C|_=8 pF
Rs<50 Q
DLS].OO uw
32 kHz crystal SMD 2012 Only applies when the low frequency
32,768 kHz crystal oscillator (LFXO) is running.
fio= 220 ppm
C=9 pF
Co=1.3 pF
R|_=70 kQ
D;<1.0 pW
Inductors SMD 1608
L=10 uH
Tol = 20%
lsat 2 90 MA

4406_640 v1.3
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Roc<1.20 ‘
Compiler version GCC version 7.3.1 20180622 (arm-none-eabi-gcc)
Compiler flags -mcpu=cortex-m33 -mthumb -mcmse -mfloat-abi=hard -

mfpu=fpv5-sp-dl6 -fno-delete-null-pointer-checks
-fmax-errors=1 -funroll-all-loops -ffunction-
sections -falign-functions=16 -fno-strict-aliasing
-03

Table 5: Current consumption scenarios, common conditions

4.4.1 Electrical specification

4.4.1.1 Sleep

lon_IpLEL System ON, 0 kB application RAM, wake on any event 1.3 uA

lon_IDLEL,LDO System ON, Ok application RAM, wake on any event, 3.3 UA

regulator = LDO

lon_ipLe2 System ON, wake on any event 1.3 uA

loN_IDLE2,LDO System ON, wake on any event, regulator = LDO 3.4 uA

lon_ipLE3 System ON, wake on any event, power-fail comparator 1.3 uA
enabled

lON_IDLE3, 128MHz System ON, wake on any event, power-fail comparator 785 UA

enabled, clock=HFINT128M

lon_iDLE4 System ON, wake on GPIOTE input (event mode, 48 UA
LATENCY=LowLatency)

lon_iDLE4_LP System ON, wake on GPIOTE input (event mode, 13 UuA

LATENCY=LowPower)
lon_IDLES System ON, wake on GPIOTE PORT event 1.3 UuA

lon_IDLes System ON, 0 kB application RAM, wake on RTC (running 1.5 uA
from LFXO clock)

lon_ipLE7 System ON, wake on RTC (running from LFXO clock) 15 UA
lon_ipLEs System ON, 0 kB application RAM, wake on RTC (running 1.7 UuA

from LFXO clock), 5 V supply on VDDH, VREGH output = 3.3
Vv

lon_iDLE7 System ON, 0 kB network RAM, wake on network RTC 1.5 UA

(running from LFXO clock)
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Symbol

lon_IDLES

lon_IDLE9

lon_IDLE10

lon_IDLE10_VREQH

lorro

lofro,L00

lorr1

lorr2

loFr3

lofrs,LD0

lorra

4406_640 v1.3

Description
System ON, 64 kB network RAM, wake on network RTC
(running from LFXO clock)

System ON, 0 kB application RAM, wake on RTC (running
from LFRC clock)

Both cores in System ON, wake on any event.

VREQH=Disabled.

Both cores in System ON, wake on any event.

VREQH=Enabled.

System OFF, 0 kB application RAM, wake on reset

System OFF, 0 kB application RAM, wake on reset; regulator
=LDO

System OFF, 0 kB application RAM, wake on LPCOMP

System OFF, wake on reset

System OFF, 0 kB application RAM, wake on reset, 5V
supply on VDDH, VREGH output = 3.3V

System OFF, 0 kB application RAM, wake on reset, 5V
supply on VDDH, VREGH output = 3.3V, regulator = LDO

System OFF, 512 kB application RAM + 64 kB network RAM,

wake on reset

29

Min.

Typ.

a7/

21

13

14

1.0

1.4

0.9

0.9

11

1.4

2.4

Units

uA

uA

uA

uA

uA

uA

uA

uA

uA

uA

uA
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Figure 4: System OFF, 0 kB application RAM, wake on reset (typical values)
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Figure 5: System ON, wake on any event, power-fail comparator enabled (typical values)

4.4.1.2 Application CPU running

The application CPU running parameters are obtained using the following compiler version:

Compiler: Arm version 6.14 (armclang)

4406_640v1.3 30 >
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Compiler flags:

-std=c99 --target=arm-arm-none-eabi -mcpu=cortex-m33 -mfpu=fpv5-sp-dl6 -mfloat-abi=hard -

fno-rtti -flto -funsigned-char -mcmse -Omax -ffunction-sections
Linker flags:

—Omax

20 kB of RAM in application core switched on and retained in execute-from-flash cases, and 44 kB in
execute-from-RAM cases.

Symbol Description Min. Typ. Max. Units
lapPCPUO CPU running CoreMark from flash, regulator = LDO, clock = 15.5 mA
HFINT128M
IapPCPU2 CPU running CoreMark from flash, clock = HFX0128M 8.0 mA
IappcPU3 CPU running CoreMark from flash, clock = HFXO64M 3.6 mA
lappcPU4 CPU running CoreMark from flash, clock = HFINT128M 7.8 mA
IapPCPUS CPU running CoreMark from flash 3.3 mA
IappcPUS CPU running CoreMark from RAM, clock = HFINT128M 7.9 mA
IapPCPUY CPU running CoreMark from RAM 3.4 mA
lapPCPUL0 CPU running CoreMark from RAM, clock = HFX0128M 8.2 mA
IapPcPULL CPU running CoreMark from RAM, clock = HFXO64M 3.6 mA

4.4.1.3 Network CPU running
The network CPU running parameters are obtained using the following compiler version:

Compiler: Arm version 6.14 (armclang)

Compiler flags: -std=c99 --target=arm-arm-none-eabi -mcpu=cortex-m33+nodsp -mfpu=none -

mfloat-abi=soft -fno-rtti -flto -funsigned-char -Omax -ffunction-sections

Linker flags:

—-Omax
20 kB of RAM in network core switched on and retained in execute-from-flash cases, and 40 kB in execute-
from-RAM cases.

Clock and regulator settings only apply to network core. The settings in the application core are the same
as the common conditions.
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INETCPUO CPU running CoreMark from flash, regulator = LDO 5.1 mA
INETCPUL CPU running CoreMark from flash 2.4 mA
INETCPU2 CPU running CoreMark from flash, clock = HFXO64M 2.6 mA
INETCPU3 CPU running CoreMark from RAM, regulator = LDO 4.3 mA
INETCPUS CPU running CoreMark from RAM 2.0 mA
INETCPUS CPU running CoreMark from RAM, clock = HFXO64M 2.2 mA

4.4.1.4 COMP active

IcompLp COMP enabled, Low-power mode 60 uA
lcomp,NORM COMP enabled, normal mode 62 uA
lcompHs COMP enabled, High-speed mode 68 UA

4.4.1.512S active

li2s0 12S transferring data @ 2 x 16 bit x 16 kHz 2000 UA
(CONFIG.MCKFREQ = 32MDIV63, CONFIG.RATIO = 32X),
clock = HFXO64M

li2s1 12S transferring data @ 2 x 16 bit x 16 kHz 2170 UuA
(CONFIG.MCKFREQ = 510000, CONFIG.RATIO = 32X), clock =
HFXO ACLK @ 12.288 MHz

li2s2 12S transferring data @ 2 x 16 bit x 48 kHz 2310 UA
(CONFIG.MCKFREQ = 505286656, CONFIG.RATIO = 32X),
clock = HFXO ACLK @ 12.288 MHz

4.4.1.6 LPCOMP active

ILpcompen LPCOMP enabled 45 A
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4.4.1.7 NFCT active

IsENSE System ON, current in SENSE STATE (this current does not 1.3 uA

apply when in NFC field)

|ACTIVATED System ON, current in ACTIVATED STATE, clock = HFXO64M 1080 uA

4.4.1.8 PDM active

IpoM,RUN PDM receiving and processing data @ 1 MHz (RATIO = 655 uA
64, PDMCLKCTRL = 135274496), stereo mode, clock =
HFX064M

IpPDM,RUN, ACLK PDM receiving and processing data @ 1 MHz (RATIO = 64, 1045 uA

PDMCLKCTRL = 343597056), stereo mode, HFXO ACLK =
12.288 MHz

4.4.1.9 PWM active

Ipwm,RUNO PWM running at 125 kHz, top = 10, duty = 50% 560 uA

Ipwim,RUNT PWM running at 16 MHz, top = 10, duty = 50% o "

IpwM,RUN1,LDO PWM running at 16 MHz, top = 10, duty = 50%; regulator = 1035 A
LDO

Ipwm,RUN2 PWM running at 125 kHz, top = 10, duty = 50%, clock = 750 uA
HFX064M

Ipwim,RUN3 PWM running at 16 MHz, top = 10, duty = 50%, clock = 755 A
HFX064M

4.4.1.10 QDEC active

lapec,RUN QDEC running 480 UA
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4.4.1.11 QSPI active

Symbol

laspl,IpLE

laspi,AcTIVE

laspi,pATA

Description

QSPI idle (enabled, but not activated)

QSPI active (activated, but not transferring data)

QSPI transferring data (activated, and transferring data to/

from external flash memory), SCKFREQ = 96 MHz, quad
mode, clock = HFX0192M

4.4.1.12 RADIO transmitting/receiving

64 kB of network core RAM switched on and retained.

Min. Typ.
45

1790

4430

Units

UuA

uA

uA

Clock and regulator settings only apply to network core. The settings in the application core are the same
as the common conditions.

Symbol

IraDIO_TXO

IrRADIO_TX1

IrADIO_TX2

IrADIO_TX3

IrADIO_TxX4

IrADIO_TXS

IrADIO_TX6

IraDIO_TX7

IraADIO_TX8

IrADIO_RX0

4406_640v1.3

Description
Radio transmitting @ +3 dBm output power, 1 Mbps

Bluetooth low energy (BLE) mode, clock = HFXO64M

Radio transmitting @ 0 dBm output power, 1 Mbps
Bluetooth low energy (BLE) mode, clock = HFXO64M

Radio transmitting @ -40 dBm output power, 1 Mbps
Bluetooth low energy (BLE) mode, clock = HFXO64M

Radio transmitting @ 0 dBm output power, 1 Mbps
Bluetooth low energy (BLE) mode, clock = HFXO64M;

regulator = LDO

Radio transmitting @ -40 dBm output power, 1 Mbps
Bluetooth low energy (BLE) mode, clock = HFXO64M;

regulator = LDO

Radio transmitting @ 0 dBm output power, 2 Mbps
Bluetooth low energy (BLE) mode, clock = HFXO64M

Radio transmitting @ 0 dBm output power, 500 kbps
Bluetooth low energy (BLE) long-range (LR) mode, clock =
HFX064M

Radio transmitting @ 0 dBm output power, 125 kbps
Bluetooth low energy (BLE) long-range (LR) mode, clock =

HFX064M

Radio transmitting @ 0 dBm output power, 250 kbps IEEE
802.15.4-2006 mode, clock = HFXO64M

Radio receiving @ 1 Mbps Bluetooth low energy (BLE)

mode, clock = HFXO64M

34

Min. Typ.
5.3

4.1

2.6

9.7

5.0

4.2

4.1

4.1

4.1

3.7

Units

mA
mA
mA

mA
mA

mA

mA
mA

mA
mA
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IrRADIO_RX1

IrRADIO_RX2

IrRADIO_RX3

IRADIO_RX4

IrADIO_RXS

Current consumption [mA]

Radio receiving @ 1 Mbps Bluetooth low energy (BLE)
mode, clock = HFXO64M; regulator = LDO

Radio receiving @ 2 Mbps Bluetooth low energy (BLE)
mode, clock = HFX064M

Radio receiving @ 500 kbps Bluetooth low energy (BLE)
long-range (LR) mode, clock = HFXO64M

Radio receiving @ 125 kbps Bluetooth low energy (BLE)
long-range (LR) mode, clock = HFXO64M

Radio receiving @ 250 kbps IEEE 802.15.4-2006 mode, clock
= HFX064M

8.0

4.1

3.6

3.6

3.9

93 ! ! ! !

1.6 1.8 2 22 24

Supply voltage [V]

-40°C

25°C

mA

mA

mA

mA

mA

Figure 6: Radio transmitting at 3 dBm output power, 1 Mbps Bluetooth LE mode (typical values)
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Current consumption [mA]

35 | | | | | | | | |

1.6 1.8 2 2.2 24 2.6 2.8 3 3.2 34 3.6
Supply voltage [V]

-40°C

25°C

105°C

Figure 7: Radio transmitting at 0 dBm output power, 1 Mbps Bluetooth LE mode (typical values)

4.4.1.13 RNG active

IrRnGO RNG running, 64 kB network RAM 270 uA

4.4.1.14 SAADC active

IsAADC,RUN SAADC sampling @ 16 ksps, acquisition time = 20 us, clock 980 UA
= HFX064M
IsaaDCTASK SAADC sampling @ 1 kHz from RTC in task mode, 160 UA

acquisition time = 20 us, clock = HFINT64M and LFXO

4.4.1.15 TEMP active

lrempo TEMP started, 64 kB network RAM 615 uA

4.4.1.16 TIMER running

ITimero One TIMER running @ 1 MHz 475 UA

4406_640v1.3 36 .
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ITIMERL One TIMER running @ 1 MHz, clock = HFXO64M 670 UA
ITimMER2 One TIMER running @ 16 MHz 560 UuA
ITiMER2,LDO One TIMER running @ 16 MHz; regulator = LDO 1040 uA
ITIMER3 One TIMER running @ 16 MHz, clock = HFXO64M 750 UA
ITIMER3,LDO One TIMER running @ 16 MHz, clock = HFXO64M; regulator 1280 uA
LDO
ITIMER4 One TIMER running @ 16 MHz, clock = HFINT128M 750 uA
INETTIMERO One network TIMER running @ 1 MHz 170 uA
INETTIMERL One network TIMER running @ 1 MHz, clock = HFX064M 400 UA
INETTIMER2 One network TIMER running @ 16 MHz 220 uA
INETTIMERS One network TIMER running @ 16 MHz, clock = HFXO64M 445 uA

4.4.1.17 SPIM active

Ispivo SPIM transferring data @ 2 Mbps 935 uA
Ispiv1 SPIM transferring data @ 2 Mbps, clock = HFXO64M 1145 UA
Ispiv2 SPIM transferring data @ 8 Mbps 1705 uA
Ispiv3 SPIM transferring data @ 8 Mbps, clock = HFXO64M 1930 uA
Ispiva SPIM transferring data @ 32 Mbps 2115 UA
Ispims SPIM transferring data @ 32 Mbps, clock = HFXO64M 2345 uA
4.4.1.18 SPIS active
e Beserio e e e ]
Ispiso SPIS configured and idle (enabled, no CSN activity) 145 uA
Ispis1 SPIS transferring data @ 2 Mbps 713 uA
Ispis2 SPIS transferring data @ 2 Mbps, clock = HFXO64M 913 UA
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4.4.1.19 TWIM active

lrwimo TWIM transferring data @ 100 kbps 965 uA
lrwimi TWIM transferring data @ 100 kbps, clock = HFXO64M 1170 uA
lrwimz TWIM transferring data @ 400 kbps 1000 UA
lrwivs TWIM transferring data @ 400 kbps, clock = HFXO64M 1205 uA
lrwiva TWIM transferring data @ 1000 kbps 2050 UA
lrwims TWIM transferring data @ 1000 kbps, clock = HFXO64M 2295 UuA

4.4.1.20 TWIS active

Irwis, iDLE TWIS configured and enabled (IDLE state) 45 uA
lrwiso TWIS transferring data @ 100 kbps 945 uA
lrwisy TWIS transferring data @ 400 kbps 985 uA
lrwis2 TWIS transferring data @ 100 kbps, clock = HFXO64M 1150 UuA
lrwis3 TWIS transferring data @ 400 kbps, clock = HFX064M 1185 uA

4.4.1.21 UARTE active

IUARTE,IDLEO UARTE RX idle (started, waiting for data, no data transfer) 645 uA

|UARTE,IDLEL UARTE RX idle (started, waiting for data, no data transfer), 840 uA
clock = HFXO64M

luaRTED UARTE transferring data @ 1200 bps, clock = HFXO64M 885 UA
lUARTEL UARTE transferring data @ 115200 bps, clock = HFXO64M 890 uA
lUARTE2 UARTE receiving data @ 115200 bps, clock = HFXO64M 890 uA
luARTE3 UARTE transmitting and receiving data @ 115200 bps, clock 895 UA
= HFX064M
4406_640v1.3 38 .
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4.4.1.22 WDT active

Symbol Description Min. Typ. Max. Units
lwoT,APP Application MCU WDT started 2.0 uA
lwoT,APPLDO Application MCU WDT started; regulator = LDO 4.9 UA
lwoT,NET Network MCU WDT started, 64 kB network RAM 3.2 UuA

4.4.1.23 Compounded

These are scenarios where both cores are active. 20 kB of RAM in the application core and 64 kB of RAM in
the network core are switched on and retained.

In scenarios where both cores are active, the clock and regulator settings apply to both.

Symbol Description Min. Typ. Max. Units
Iso Application CPU running CoreMark from flash, radio 7.3 mA
transmitting @ 0 dBm output power, 1 Mbps Bluetooth Low

Energy mode; clock = HFXO64M

Isy Application CPU running CoreMark from flash, radio 6.9 mA
receiving @ 1 Mbps Bluetooth Low Energy mode; clock =
HFX064M

lsy Application CPU running CoreMark from flash, radio 16.9 mA
transmitting @ 0 dBm output power, 1 Mbps Bluetooth Low

Energy mode; clock = HFXO64M, regulator = LDO

ls3 Application CPU running CoreMark from flash, radio 15.6 mA
receiving @ 1 Mbps Bluetooth Low Energy mode; clock =
HFXO64M; regulator = LDO

lsq Application CPU running CoreMark from flash, radio 6.7 mA
transmitting @ 0 dBm output power, 1 Mbps Bluetooth
Low Energy mode; clock = HFXO64M, 5 V supply on VDDH,
VREGH output =3.3V

Iss Application CPU running CoreMark from flash, radio 6.4 mA
receiving @ 1 Mbps Bluetooth Low Energy mode; clock =
HFX064M, 5 V supply on VDDH, VREGH output =3.3 V

Isg Network CPU running CoreMark from flash, radio 5.9 mA
transmitting @ 0 dBm output power, 1 Mbps Bluetooth Low

Energy mode, clock = HFXO64M

ls7 Network CPU running CoreMark from flash, radio receiving 5.4 mA

@ 1 Mbps Bluetooth Low Energy mode, clock = HFXO64M

Isg Application + Network CPU running CoreMark from 9.1 mA
flash, radio transmitting @ 0 dBm output power, 1 Mbps
Bluetooth Low Energy mode; clock = HFXO64M
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Symbol

Is10

Is11

Is12

Is13

Is1a

Is1s

4406_640v1.3

Description

Application + Network CPU running CoreMark from flash,
radio receiving @ 1 Mbps Bluetooth Low Energy mode;
clock = HFXO64M

Application + Network CPU running CoreMark from flash,
radio transmitting @ +3 dBm output power, 1 Mbps

Bluetooth Low Energy mode; clock = HFXO64M

Application + Network CPU running CoreMark from flash,
radio transmitting @ +3 dBm output power, 1 Mbps
Bluetooth Low Energy mode; clock = HFXO64M; regulator =
LDO

Application + Network CPU running CoreMark from

flash, radio transmitting @ 0 dBm output power, 1 Mbps
Bluetooth Low Energy mode; clock = HFXO64M; regulator =
LDO

Application + Network CPU running CoreMark from flash,
radio receiving @ 1 Mbps Bluetooth Low Energy mode;

clock = HFXO64M; regulator = LDO

Network CPU running CoreMark from flash, radio
transmitting @ 0 dBm output power, 1 Mbps Bluetooth Low
Energy mode, clock = HFXO64M; regulator = LDO

Network CPU running CoreMark from flash, radio receiving

@ 1 Mbps Bluetooth Low Energy mode, clock = HFXO64M;

regulator = LDO

40

Min.

Typ.
8.6

9.9

20.2

21.5

12.6

14.0

Units

mA

mA

mA

mA

mA

mA

mA
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4.4.1.24 USBD active

Symbol Description Min. Typ. Max. Units
lusB,ACTIVE,VBUS Current from VBUS supply, USB active 1.2 mA
lUsB,SUSPENDVBUS Current from VBUS supply, USB suspended, CPU sleeping 180 UA
lusB,ACTIVEVDD Current from VDD supply (normal voltage mode), all RAM 3.0 mA

retained, CPU running, USB active

lusg,sUSPEND,VDD Current from VDD supply (normal voltage mode), all RAM 815 uA

retained, CPU sleeping, USB suspended

lyss,suspenpvop,LD0  Current from VDD supply (normal voltage mode), all RAM 135 uA

retained, CPU sleeping, USB suspended, regulator = LDO

lusB,ACTIVE,VDDH Current from VDDH supply (high voltage mode), VDD=3 V 3.2 mA
(VREGH output), all RAM retained, CPU running, USB active

1UsB,SUSPEND,VDDH Current from VDDH supply (high voltage mode), VDD=3 2340 UA
V (VREGH output), all RAM retained, CPU sleeping, USB

suspended

luse,suspenpyooH,Loo Current from VDDH supply (high voltage mode), VDD=3 125 UA
V (VREGH output), all RAM retained, CPU sleeping, USB

suspended, regulator = LDO

lusB, DISABLEDVDD Current from VDD supply, USB disabled, VBUS supply 3 UuA

connected, all RAM retained, CPU sleeping

4.5 Power supply modes and regulators

nRF5340 supports two power supply voltage ranges, each with a dedicated power supply pin. The PMU
automatically activates the correct voltage regulator depending on which power supply pin is used.

The nRF5340 PMU controls three different regulators to support the following power supply modes:

¢ Normal voltage mode on page 42 - Powers the device through the VDD pin
¢ High voltage mode on page 43 - Powers the device through the VDDH pin

In addition, the nRF5340 has a dedicated regulator used only for USB, controlled and operated separately
using USBREG — USB regulator control on page 58.

The following figure shows the regulators and how they are connected to the supply pins.
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. GPIOs )
O--—-0o0!

i '

voD [

L

Internal
power
Radio voltage regulator supply

(VREGRADIO) > Network core

\ 4

High voltage regulator
vDDH [ —m|
L (VREGH) Internal

power

Main voltage regulator supply
(VREGMAIN)

A

Internal Application core
power

USB regulator supply
vaus [ }— (USBREG)

\i

Figure 8: Regulators used in nRF5340

4.5.1 Normal voltage mode

When the device operates in normal voltage mode, only the main voltage regulator (VREGMAIN) and the
radio voltage regulator (VREGRADIO) are used.

GPIOs

Jp——
VDD
External power source . I} Internal
power
Radio voltage regulator supply
(VREGRADIO) Network core
L
o Internal
VDOH power
f suppl
»| Main voltage regulator pply
(VREGMAIN)
Internal Application core
power
USB regulator supply
veus [ —» (USBREG)

Figure 9: Regulator usage in normal voltage mode

The VDD and VDDH pins are connected together. The external power supply is connected to the both pins.
In this case, the VREGH regulator is automatically deactivated.

In normal voltage mode, each regulator can operate in LDO or DC/DC mode. See Normal voltage mode on
page 51 for details about configuration of the regulators in this mode.
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4.5.2 High voltage mode

When the device operates in high voltage mode, the high voltage regulator (VREGH), the main voltage
regulator (VREGMAIN), and the radio voltage regulator (VREGRADIO) are used.

GPIOs

O-———00

f

vDD[

L_f
A

External power source ————— —®| High voltage regulator

VDDH (VREGH)

USB regulator
veus [ 1— (USBREG)

Radio voltage regulator
(VREGRADIO)

Internal
power
supply

Main voltage regulator
(VREGMAIN)

Internal
power
supply

Network core

Internal
power

supply

Application core

Figure 10: Regulator usage in high voltage mode

The external power supply is connected to the VDDH pin. The VREGMAIN and VREGRADIO regulators
power the internal circuitry from the VDD pin. The VREGH regulator supplies the VDD pin.

By default, the high voltage regulator is configured to source external components from the VDD pin. To
save power this feature must be disabled. For details, see High voltage mode on page 52.

In high voltage mode, each of the three regulators can operate in LDO or DC/DC mode. See High voltage

mode on page 52 for details about configuring the regulators in this mode.

4.5.3 Power supply supervisor

Several voltage monitoring devices, enabled through the power management unit (PMU), monitor the

connected power supply.

The following figure illustrates the main components for power supply supervision.
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Brownout detector

j Brownout reset
Vior (BOR)

Enable signal for
—————————— »>
VREGH
voD [ |

Power supply mode
detector

Power-on reset
>
VDDH [ | (POR)

Power-fail comparator (POF)

j POFWARN event
Vpof

POFCON

Figure 11: Power supply supervision in nRF5340

The power supply mode detector determines which supply pin is used when the device is powered up.
It selects the appropriate power supply mode, generates the enable signal that automatically enables
VREGH, and generates a power-on reset (POR) initializing the device. For an overview of the supply
modes, see Power supply modes and regulators on page 41.

The brownout detector monitors the VDD supply (input of the VREGMAIN regulator) to ensure safe
operation. It generates a brownout reset (BOR) when the voltage is too low, holding the device in reset
when the voltage is too low for safe operation. The brownout reset voltage is defined in parameters

Veor,orF and Vgor on-

4.5.3.1 Power-fail comparator
The power-fail comparator (POF) can provide the CPU with an early warning of an impending power
supply failure.

The POF can be used to signal the application when the supply voltage drops below a configured
threshold. The POF will not reset the system, but give the CPU time to prepare for an orderly power-down.
The following figure shows the main elements of the POF.
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POFCON.POF
POFCON.THRESHOLDVDDH (VDDH>VDD)
/
—4.2 V—> VDDH \
: j Application core
: MUX VPOFH
—2.8 V— »  POWER
27 Vp POFWARN
p
:D——H Network core
—2.8 V| VDD
: »  POWER
VPOF j
' MUX {
—2.0 V|
—1.9 V—»
3
POFCON.THRESHOLD POFCON.POF

Figure 12: Power-fail comparator

Using the POF is optional, and must be enabled and configured through the register POFCON (Retained)
on page 55.

Depending on the supply mode (see Power supply modes and regulators on page 41), the thresholds
Vpor and Vpopy must be configured to a suitable level through the POFCON register. When the supply
voltage falls below the defined threshold, the POF generates the event POFWARN that is sent to the
POWER module within both the application and network cores. Software running on both cores uses this
signal to prepare for a power failure. This event is also generated when the supply voltage is below the
threshold at the time the power-fail comparator is enabled, or if the threshold is reconfigured to a level
above the supply voltage.

If the POF is enabled and the supply voltage is below the threshold, the POF prevents the NVMC from
performing write operations to the NVM.

To save power, the power-fail comparator is not active in System OFF or in System ON when HFCLK is not
running.

The POF features a hysteresis of Vpgrnyst, as illustrated in the following figure.
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Veor +Vpormys

Veor

VBOR,ON

\ 4
—+

POFWARN
POFWARN

i

Core

Figure 13: POF hysteresis and POFWARN event (BOR = brownout reset)

The POF hysteresis voltage is defined with the Vporqyst parameter in Electrical specification on page
56.

4.6 POWER — Power control

The POWER peripheral provides an interface for the power and clock subsystem for task, event, and
interrupt related settings.

Each core has its own POWER peripheral that is responsible for requesting resources from the power and
clock subsystem. The power and clock subsystem ensure that the power mode with the proper latency
settings is selected when requested by an instance of the POWER peripheral. This means that for the core,
the Constant latency mode is prioritized over Low-power mode. For an overview of power modes, see
Power submodes on page 24.

The POFWARN event is a system level event that enables each core to react quickly if there is a power
failure. The power-fail comparator must be configured and enabled in order to receive the event, see
Power-fail comparator on page 44 for more information.

Power control of the RAM blocks is controlled by the Volatile memory controller (VMC), see VMC —
Volatile memory controller on page 740.

Note: Registers INTEN on page 50, INTENSET on page 50, and INTENCLR on page 50 are
shared between the POWER and CLOCK peripherals.

4.6.1 Registers

Base address Domain Peripheral Instance Secure mapping DMA security Description Configuration
0x50005000 POWER: S
APPLICATION POWER us NA Power control
0x40005000 POWER : NS
0x41005000 NETWORK  POWER POWER NS NA Power control

Table 6: Instances

Register Offset Security Description

TASKS_CONSTLAT 0x78 Enable Constant Latency mode

TASKS_LOWPWR 0x7C Enable Low-Power mode (variable latency)
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SUBSCRIBE_CONSTLAT OxF8 Subscribe configuration for task CONSTLAT
SUBSCRIBE_LOWPWR OxFC Subscribe configuration for task LOWPWR
EVENTS_POFWARN 0x108 Power failure warning
EVENTS_SLEEPENTER 0x114 CPU entered WFI/WFE sleep
EVENTS_SLEEPEXIT 0x118 CPU exited WFI/WFE sleep
PUBLISH_POFWARN 0x188 Publish configuration for event POFWARN
PUBLISH_SLEEPENTER 0x194 Publish configuration for event SLEEPENTER
PUBLISH_SLEEPEXIT 0x198 Publish configuration for event SLEEPEXIT
INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

GPREGRET[n] 0x51C General purpose retention register Retained

Table 7: Register overview

4.6.1.1 TASKS CONSTLAT
Address offset: 0x78

Enable Constant Latency mode

ID R/W  Field Value ID Description
A w TASKS_CONSTLAT Enable Constant Latency mode
Trigger 1 Trigger task

4.6.1.2 TASKS LOWPWR
Address offset: 0x7C

Enable Low-Power mode (variable latency)

ID R/W  Field Value ID Description
A W TASKS_LOWPWR Enable Low-Power mode (variable latency)
Trigger 1 Trigger task

4.6.1.3 SUBSCRIBE_CONSTLAT
Address offset: OxF8
Subscribe configuration for task CONSTLAT
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ID R/W  Field Value ID Description

A RW  CHIDX [255..0] DPPI channel that task CONSTLAT will subscribe to
B RW  EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.6.1.4 SUBSCRIBE_LOWPWR
Address offset: OxFC
Subscribe configuration for task LOWPWR

ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that task LOWPWR will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.6.1.5 EVENTS_POFWARN
Address offset: 0x108

Power failure warning

ID R/W  Field Value ID Description

A RW  EVENTS_POFWARN Power failure warning
NotGenerated 0 Event not generated
Generated 1 Event generated

4.6.1.6 EVENTS_SLEEPENTER
Address offset: 0x114

ID R/W  Field Value ID Description

A RW EVENTS_SLEEPENTER CPU entered WFI/WFE sleep
NotGenerated 0 Event not generated
Generated 1 Event generated

4.6.1.7 EVENTS_SLEEPEXIT

Address offset: 0x118
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CPU exited WFI/WFE sleep

ID R/W  Field Value ID Description

A RW EVENTS_SLEEPEXIT CPU exited WFI/WFE sleep
NotGenerated 0 Event not generated
Generated 1 Event generated

4.6.1.8 PUBLISH_POFWARN
Address offset: 0x188

Publish configuration for event POFWARN

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that event POFWARN will publish to.
B RW  EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

4.6.1.9 PUBLISH_SLEEPENTER
Address offset: 0x194

Publish configuration for event SLEEPENTER

ID R/W  Field Description
A RW  CHIDX [255..0] DPPI channel that event SLEEPENTER will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

4.6.1.10 PUBLISH_SLEEPEXIT
Address offset: 0x198

Publish configuration for event SLEEPEXIT

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that event SLEEPEXIT will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing
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4.6.1.11 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  POFWARN Enable or disable interrupt for event POFWARN
Disabled 0 Disable
Enabled 1 Enable

B RW  SLEEPENTER Enable or disable interrupt for event SLEEPENTER
Disabled 0 Disable
Enabled 1 Enable

C RW  SLEEPEXIT Enable or disable interrupt for event SLEEPEXIT
Disabled 0 Disable
Enabled 1 Enable

4.6.1.12 INTENSET
Address offset: 0x304

Enable interrupt

Value ID Description
A RW  POFWARN Write '1' to enable interrupt for event POFWARN
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  SLEEPENTER Write '1' to enable interrupt for event SLEEPENTER
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  SLEEPEXIT Write '1' to enable interrupt for event SLEEPEXIT
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

4.6.1.13 INTENCLR
Address offset: 0x308

Disable interrupt

] R/W  Field Value ID Description
A RW  POFWARN Write '1' to disable interrupt for event POFWARN
Clear 1 Disable

NORDIC

SEMICONDUCTOR

4406_640v1.3



Power and clock management

ID R/W  Field Value ID Description
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  SLEEPENTER Write '1' to disable interrupt for event SLEEPENTER
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  SLEEPEXIT Write '1' to disable interrupt for event SLEEPEXIT
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

4.6.1.14 GPREGRET[n] (n=0..1) (Retained)
Address offset: 0x51C + (n x 0x4)
This register is a retained register

General purpose retention register

ID R/W  Field Value ID Description

A RW GPREGRET General purpose retention register

This register is a retained register

4.7 REGULATORS — Regulator control

All system components are powered from the on-chip voltage regulators. These regulators are responsible
for converting the voltage supplied on the VDD or VDDH pins to adequate voltages to be used internally.

The available regulators can be configured in multiple ways to accommodate different input voltage
ranges. Some modes support sourcing power to external circuitry. The voltage modes that are supported
by nRF5340 are listed in the following table.

Normal voltage mode 1.7Vto3.6V -

High voltage mode 25Vto55V 1.8Vto3.3V

Table 8: Supported voltage modes
For an overview on the available regulators, see Power supply modes and regulators on page 41.

4.7.1 Normal voltage mode
Normal voltage mode uses the main regulator (VREGMAIN) and the radio regulator (VREGRADIO).
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The VREGMAIN and VREGRADIO regulators operate in LDO mode by default. DC/DC mode is
enabled independently for each regulator using VREGMAIN.DCDCEN (Retained) on page 55 and
VREGRADIO.DCDCEN (Retained) on page 56 respectively.

When configured as shown in the following figure, nRF5340 enters normal voltage mode. Here both
regulators are in DC/DC mode. An external LC filter is required for each regulator in DC/DC mode. If a
regulator is only to be used in LDO mode, the inductor for this regulator is not needed. In this mode, the
VDDH pin must be connected to VDD, even if the high voltage regulator (VREGH) is not in use.

SoC
VREGH.DCDCEN UICR.VREGHVOUT
VDDH, VDDH
LJ >
High voltage regulator
(VREGH)
DCCH[]
Supply
VDD
L
| cvop
I | VREGMAIN.DCDCEN |
GND *
VDD
- Main regulator
LDCCD (*
AN e (VREGMAIN) -
r
System power
DECD application core
L
| CDECD
Tt | VREGRADIO.DCDCEN |
GND VDD
LDCC (%) - Radio regulator
DCC (VREGRADIO) _
Y Y YN i .
Radio power
DECR network core
L
_ CDECR
b GND
_GND GND

(*) Inductors required only if DC/DC mode is used
Figure 14: Normal voltage mode

Operating a regulator in DC/DC mode reduces the overall power consumption due to higher efficiency
than in LDO mode. Regulator efficiency in DC/DC mode varies depending on the supply voltage and the
current drawn from the regulators.

4.7.2 High voltage mode

High voltage mode uses the main regulator (VREGMAIN), the high voltage regulator (VREGH), and the
radio regulator (VREGRADIO).

All regulators operate in LDO mode by default. DC/DC mode is enabled independently for each regulator
using VREGMAIN.DCDCEN (Retained) on page 55, VREGH.DCDCEN (Retained) on page 56, and
VREGRADIO.DCDCEN (Retained) on page 56.

When configured as shown in the following figure, nRF5340 enters high voltage mode. Here all three
regulators are in DC/DC mode. An external LC filter is required for each of the regulators in DC/DC mode.
The inductor is not needed when the regulator is exclusively in LDO mode.
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Supply
SoC
VDDH
r
= | VREGH.DCDCEN || UICR.VREGHVOUT |
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VDDH
> High voltage
GND
LDCCH (*) DCCH regulator
Y & (VREGH)
Lt
M
LI
| oo VDD
:I: | VREGMAIN.DCDCEN |
GND VDD *
" - Main regulator
LDCCD (*) DCCD (VREGMAIN)
YN 0 o
System power
DECDI application core
Lt
| coeen
- | VREGRADIO.DCDCEN |
“GND VDD
T Radio regulator
*
LDCC (*) DCC (VREGRADIO)
YN 0 >
Radio power
DECR network core
Lt
__CDECR
- GND
_GND_ GND

(*) Inductors required only if DC/DC mode is used
Figure 15: High voltage mode

Operating a regulator in DC/DC mode reduces the overall power consumption due to higher efficiency
than in LDO mode. Regulator efficiency in DC/DC mode varies depending on the supply voltage and the
current drawn from the regulators.

4.7.2.1 External circuitry supply
In high voltage mode, the output from VREGH can be used to supply external circuitry from the VDD pin.

As illustrated in High voltage mode on page 52, external circuitry can be powered from the VDD pin.
The VDD output voltage is programmed in the register UICRVREGHVOUT.

The supported output voltage range depends on the supply voltage provided to the VDDH pin. The
difference between voltage supplied on the VDDH pin and the voltage output on the VDD pin is defined by
the Vreeh,prop Parameter in Regulator specifications, VREGH stage on page 57.

Supplying power to external circuitry is allowed in both System OFF and System ON mode.

Note: The maximum allowed current drawn by external circuitry is dependent on the total
internal current draw. The maximum current that can be drawn externally from REGH is defined in
Regulator specifications, VREGH stage on page 57).

4.7.3 GPIO levels

The GPIO high reference voltage depends on the regulator voltage mode.
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In normal voltage mode, the GPIO high level equals the voltage supplied to the VDD pin. In high voltage
mode, it equals the level specified in the VREGHVOUT register.

4.7.4 Registers

REGULATORS :
0x50004000 S
APPLICATION REGULATORS us NA Regulator configuration
0x40004000 REGULATORS :
NS

Table 9: Instances

MAINREGSTATUS 0x428 Main supply status Retained
SYSTEMOFF 0x500 System OFF register

POFCON 0x510 Power-fail comparator configuration Retained
VREGMAIN.DCDCEN 0x704 DC/DC enable register for VREGMAIN Retained
VREGRADIO.DCDCEN 0x904 DC/DC enable register for VREGRADIO Retained
VREGH.DCDCEN 0xB0OO DC/DC enable register for VREGH Retained

Table 10: Register overview

4.7.4.1 MAINREGSTATUS (Retained)
Address offset: 0x428

This register is a retained register

Main supply status

Note:

R/W  Field Value ID Description
A R VREGH VREGH status
Inactive 0 Normal voltage mode. Voltage supplied on VDD and VDDH.
Active 1 High voltage mode. Voltage supplied on VDDH.

4.7.4.2 SYSTEMOFF
Address offset: 0x500

System OFF register

ID R/W  Field Value ID Description
A % SYSTEMOFF Enable System OFF mode
Enter 1 Enable System OFF mode
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4.7.4.3 POFCON (Retained)
Address offset: 0x510

This register is a retained register

Power-fail comparator configuration

ID R/W  Field Value ID Description

A RW  POF Enable or disable power-fail comparator
Disabled 0 Disable
Enabled 1 Enable

B RW  THRESHOLD Power-fail comparator threshold setting
V19 6 Set threshold to 1.9V
V20 7 Set threshold to 2.0V
V21 8 Set threshold to 2.1V
V22 9 Set threshold to 2.2 V
V23 10 Set threshold to 2.3V
V24 11 Set threshold to 2.4 V
V25 12 Set threshold to 2.5 V
V26 13 Set threshold to 2.6 V
V27 14 Set threshold to 2.7 V
V28 15 Set threshold to 2.8 V

D RW  THRESHOLDVDDH Power-fail comparator threshold setting for voltage supply

on VDDH

V27 0 Set threshold to 2.7 V
V28 1 Set threshold to 2.8 V
V29 2 Set threshold to 2.9 V
V30 3 Set threshold to 3.0 V
V31 4 Set threshold to 3.1V
V32 5 Set threshold to 3.2 V
V33 6 Set threshold to 3.3 V
V34 7 Set threshold to 3.4 V
V35 8 Set threshold to 3.5 V
V36 9 Set threshold to 3.6 V
V37 10 Set threshold to 3.7 V
V38 11 Set threshold to 3.8 V
V39 12 Set threshold to 3.9V
Va0 13 Set threshold to 4.0V
val 14 Set threshold to 4.1V
Va2 15 Set threshold to 4.2 V

4.7.4.4 VREGMAIN.DCDCEN (Retained)
Address offset: 0x704
This register is a retained register

DC/DC enable register for VREGMAIN
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ID R/W  Field Value ID Description

A RW DCDCEN Enable or disable DC/DC converter
Disabled 0 Disable
Enabled 1 Enable

4.7.4.5 VREGRADIO.DCDCEN (Retained)
Address offset: 0x904

This register is a retained register

DC/DC enable register for VREGRADIO

ID R/W  Field Value ID Description

A RW DCDCEN Enable or disable DC/DC converter
Disabled 0 Disable
Enabled 1 Enable

4.7.4.6 VREGH.DCDCEN (Retained)
Address offset: 0xBOO

This register is a retained register

DC/DC enable register for VREGH

ID R/W  Field Value ID Description

A RW DCDCEN Enable or disable DC/DC converter
Disabled 0 Disable
Enabled 1 Enable

4.7.5 Electrical specification

4.7.5.1 Recommended operating conditions

|

Vbp,por VDD supply voltage needed during power-on reset. 1.75
Voo Normal voltage mode operating voltage. 1.7 3.6 Vv
VpoH High voltage mode operating voltage. 25 5.5 \
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4.7.5.2 Regulator specifications, VREGH stage

Vbpout VDD output voltage. 18
VbDOUT,ERR VDD output voltage error (deviation from setting in ). -10
lext,0FF External current draw’ allowed in high voltage mode

(supply on VDDH) during System OFF.

lext,nepe External current draw” allowed in High Voltage mode
(supply on VDDH) when VREGMAIN and VREGRADIO are
in DC/DC mode. Assumes worst-case power consumption
from both coresz, and at the lowest VDD output voltage
setting.

lextL00 External current draw’ allowed in High Voltage mode
(supply on VDDH) when when VREGMAIN and VREGRADIO
are in LDO mode. Assumes worst-case power consumption
from both coresz, and at the lowest VDD output voltage
setting.

VREGH,DROP Required difference between input voltage (VDDH) and
output voltage (VDD, configured in VREGHVOUT on page
130), VDDH > VDD

4.7.5.3 Regulator startup times

33
+5
1

0.3

\"
%
mA

mA

mA

tRISEVREGHOUT VREGH output (VDD) rise time after VDDH reaches
minimum VDDH supply voltage

trisevREGHOUT,10us ~ VDDH rise time 10 ps

trisevREGHOUT,10ms ~ VDDH rise time 10 ms

trisevREGHOUT,50ms ~ VDDH rise time 50 ms 30

1.6

80

ms

ms

1 External current draw is defined as the sum of all GPIO currents and the current being drawn from

VDD.

2 n practice, the maximum external current draw is limited by the maximum output current of VREGH,

subtracting the actual current being drawn from VDD.
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4.7.5.4 Power-fail comparator

Symbol Description Min. Typ. Max. Units

Vpornv Nominal power level warning thresholds (falling supply 1.7 2.8 Vv
voltage) in normal voltage mode (supply on VDD). Levels
are configurable between min. and max. in increments of
100 mV.

Vpor v Nominal power level warning thresholds (falling supply 2.7 4.2 Y
voltage) in high Voltage mode (supply on VDDH). Levels are
configurable between min. and max. in increments of 100
mV.

VportoL Threshold voltage tolerance (applies in both normal voltage -5 +5 %
mode and high voltage mode).

VpOFHYST Threshold voltage hysteresis (applies in both normal voltage 40 50 60 mV
mode and high voltage mode).

VBOR,0FF Brownout reset voltage range System OFF mode. Brownout 1.54 1.64 Vv
only applies to the voltage on VDD.

VBoR,0N Brownout reset voltage range System ON mode. Brownout 1.57 1.63 Vv

only applies to the voltage on VDD.

4.8 USBREG — USB regulator control

The USB peripheral has its own voltage regulator. When using the USB peripheral, a 5 V USB supply needs
to be provided on the VBUS pin.

The USB peripheral has a dedicated internal voltage regulator for converting the VBUS supply to 3.3 V to
be used by the USB signalling interface (D+ and D- lines, and pull-up on D+). The rest of the USB peripheral
(USBD) is supplied through the main supply like other on-chip features. As a consequence, both VBUS and
combinations of VDDH and VDD are required for USB peripheral operation. For details on configuring the
main supplies, see Power supply modes and regulators on page 41.

When VBUS rises into its valid range, the software is notified through the USBDETECTED event. The
USBREMOVED event is sent when VBUS goes below its valid range. Use these events to implement the
USBD startup sequence described in USBD power-up sequence on page 699.

When VBUS rises into its valid range while the device is in System OFF, the device resets and transitions to
System ON mode. The RESETREAS register will have the VBUS bit set to indicate the source of the wakeup.

See VBUS detection specifications on page 63 for the voltage level where events are sent (Vgys petect
and Vgys,remove) or where the system causes a wakeup from System OFF (Vgys petect)-

When the USBD peripheral is enabled through the ENABLE register and VBUS is detected, the regulator
is turned on. A USBPWRRDY event is sent when the regulator's worst case settling time has elapsed,
indicating to the software that it can enable the USB pull-up to signal a USB connection to the host.

The software can read the state of the VBUS detection and regulator output readiness at any time through
the USBREGSTATUS register.
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USB supply
5V USB
supply
VBUS 3.3V USB power
—1 LDO >
CVBUS
— DECUSB |
LJ
T CDECUSB

Figure 16: USB voltage regulator

To ensure stability, the input and output of the USB regulator need to be decoupled with a suitable
decoupling capacitor Cygys. See Reference circuitry on page 801 for the recommended values.

4.8.1 Registers

USBREGULATOR :
0x50037000
APPLICATION USBREG us NA USB regulator control
0x40037000 USBREGULATOR :
NS

Table 11: Instances

EVENTS_USBDETECTED 0x100 Voltage supply detected on VBUS
EVENTS_USBREMOVED 0x104 Voltage supply removed from VBUS
EVENTS_USBPWRRDY 0x108 USB 3.3 V supply ready
PUBLISH_USBDETECTED 0x180 Publish configuration for event USBDETECTED
PUBLISH_USBREMOVED 0x184 Publish configuration for event USBREMOVED
PUBLISH_USBPWRRDY 0x188 Publish configuration for event USBPWRRDY
INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

USBREGSTATUS 0x400 USB supply status

Table 12: Register overview

4.8.1.1 EVENTS_USBDETECTED
Address offset: 0x100
Voltage supply detected on VBUS
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ID R/W  Field Value ID Description

A RW  EVENTS_USBDETECTED Voltage supply detected on VBUS
NotGenerated 0 Event not generated
Generated 1 Event generated

4.8.1.2 EVENTS_USBREMOVED

Address offset: 0x104

Voltage supply removed from VBUS

ID R/W  Field Value ID Description

A RW  EVENTS_USBREMOVED Voltage supply removed from VBUS
NotGenerated 0 Event not generated
Generated 1 Event generated

4.8.1.3 EVENTS_USBPWRRDY
Address offset: 0x108

USB 3.3 V supply ready

ID R/W  Field Description

A RW  EVENTS_USBPWRRDY USB 3.3 V supply ready
NotGenerated 0 Event not generated
Generated 1 Event generated

4.8.1.4 PUBLISH_USBDETECTED
Address offset: 0x180

Publish configuration for event USBDETECTED

ID R/W  Field Description
A RW  CHIDX [255..0] DPPI channel that event USBDETECTED will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

4.8.1.5 PUBLISH_USBREMOVED

Address offset: 0x184
Publish configuration for event USBREMOVED
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Value ID Description
A RW  CHIDX [255..0] DPPI channel that event USBREMOVED will publish to.
B RW  EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

4.8.1.6 PUBLISH_USBPWRRDY
Address offset: 0x188
Publish configuration for event USBPWRRDY

R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that event USBPWRRDY will publish to.
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

4.8.1.7 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  USBDETECTED Enable or disable interrupt for event USBDETECTED
Disabled 0 Disable
Enabled 1 Enable

B RW  USBREMOVED Enable or disable interrupt for event USBREMOVED
Disabled 0 Disable
Enabled 1 Enable

C RW  USBPWRRDY Enable or disable interrupt for event USBPWRRDY
Disabled 0 Disable
Enabled 1 Enable

4.8.1.8 INTENSET
Address offset: 0x304

Enable interrupt

ID R/W  Field Value ID Description
A RW  USBDETECTED Write '1' to enable interrupt for event USBDETECTED
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ID R/W  Field Value ID Description
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  USBREMOVED Write '1' to enable interrupt for event USBREMOVED
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  USBPWRRDY Write '1' to enable interrupt for event USBPWRRDY
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

4.8.1.9 INTENCLR
Address offset: 0x308

Disable interrupt

Value ID Description
A RW  USBDETECTED Write '1' to disable interrupt for event USBDETECTED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  USBREMOVED Write '1' to disable interrupt for event USBREMOVED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  USBPWRRDY Write '1' to disable interrupt for event USBPWRRDY
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

4.8.1.10 USBREGSTATUS
Address offset: 0x400

USB supply status
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Value ID Description

A R VBUSDETECT VBUS input detection status (USBDETECTED and

USBREMOVED events are derived from this information)

NoVbus 0 VBUS voltage below valid threshold
VbusPresent 1 VBUS voltage above valid threshold
B R OUTPUTRDY USB supply output settling time elapsed
NotReady 0 USBREG output settling time not elapsed
Ready 1 USBREG output settling time elapsed (same information as
USBPWRRDY event)

4.8.2 Electrical specification

4.8.2.1 USB operating conditions

Vgus Supply voltage on VBUS pin 4.35 5 5.5 Vv
Vbrom Voltage on D+ and D- lines VSS-0.3 Vusgaz + V
0.3

4.8.2.2 USB regulator specifications

luss,Quies USB regulator quiescent current drawn from VBUS (USBD 170 UA
enabled)

tUSBPWRRDY Time from USB enabled to USBPWRRDY event triggered, 1 ms
Vgus supply provided

Vusg33 On voltage at the USB regulator output (DECUSB pin) 3.0 33 3.6

RsouRcevBUS Maximum source resistance on VBUS, including cable, when 6

VDDH is not connected to VBUS
RsourceveusvopH ~ Maximum source resistance on VBUS, including cable, when 3.8 Q
VDDH is connected to VBUS

Cbecuss Decoupling capacitor on the DECUSB pin 2.35 4.7 55 uF

4.8.2.3 VBUS detection specifications

Vgus,DETECT Voltage at which rising VBUS gets reported by 3.4 4.0 4.3 Vv
USBDETECTED

VBus,REMOVE Voltage at which decreasing VBUS gets reported by 3.0 3.6 3.9 Y
USBREMOVED

4.9 VREQCTRL — Voltage request control

The VREQCTRL can request additional voltage on the VREGRADIO regulated supply to support +3 dBm TX
power on RADIO.
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Setting the VREGRADIO.VREQH register will request high voltage. The request is active until the register
is cleared. Status register VREGRADIO.VREQHREADY indicates when the regulator has changed to high
voltage.

=
©
=
X
D
i}
%]
—+
D
=
%]

0x41004000 NETWORK  VREQCTRL VREQCTRL NS NA Voltage request control

Table 13: Instances

VREGRADIO.VREQH 0x500 Request high voltage on RADIO Retained

After requesting high voltage, the user must wait until VREQHREADY is set to Ready
VREGRADIO.VREQHREADY 0x508 High voltage on RADIO is ready

Table 14: Register overview

4.9.1.1 VREGRADIO.VREQH (Retained)
Address offset: 0x500
This register is a retained register

Request high voltage on RADIO

After requesting high voltage, the user must wait until VREQHREADY is set to Ready

ID R/W  Field Value ID Description

A RW  VREQH Request high voltage
Disabled 0 Disable
Enabled 1 Enable

4.9.1.2 VREGRADIO.VREQHREADY
Address offset: 0x508

High voltage on RADIO is ready

ID R/W  Field Value ID Description

A R READY RADIO is ready to operate on high voltage
NotReady 0 Not ready
Ready 1 Ready
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4.9.2 Electrical specification

4.9.2.1 VREQCTRL electrical specifications

Symbol Description Min. Typ. Max. Units

tVREQH,VREQREADY Time from VREQH requested until VREQREADY. 12 us

4.10 RESET — Reset control

A reset in the system is triggered by either a system-level or core-level reset source.

A system-level reset resets all cores. Power-on reset, brownout reset, and pin reset are examples of a
system-level reset. A core-level reset, such as a soft reset or a lockup, resets either the entire core or only
part of it. The different reset sources in the system are illustrated in the following figure.

Application core

Brownout reset CPU lockup
> Soft reset Cortex-M33

Power-on reset
VDD POR >
WDT reset

BOR

Y

y
AA

A

A

VDD

GPIO

Reset logic
VBUS |
ﬁ Pin reset * * + +

System OFF reset
System OFF

wakeup logic

|
|
|
|
|
|
|
|
|
Soft reset
CTRL-AP
SWD . NETWORK.
I "|  FORCEOFF
|
|
|
|
|
|
|
|
|
|

NFC LPCOMP

RESET

A

-
%

A

Network core

Forceoff

A

Soft reset
CTRL-AP >
. CPU lockup

Reset logic . Soft reset

A

Cortex-M33

WDT reset

Figure 17: Reset sources

After a system-level reset, the application core starts up on its own. The network core is not automatically
started, but can be started by the application core CPU, see Network Force-OFF on page 67.

After a reset occurs, the register RESETREAS on page 70 can be read to determine which source
generated the reset. Each core has its own RESETREAS register. System-level and application core reset
sources are also available in the network core's RESETREAS register, unless otherwise noted.
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4.10.1 Power-on reset

The power-on reset (POR) generator initializes the system when the VDD supply voltage is above the
power-on threshold. This also applies in high voltage mode, where the VDD supply voltage is provided by
the high voltage regulator (VREGH).

The system is held in a reset state until the supply has reached the minimum operating voltage, and the
internal voltage regulators have started. After a power-on reset, the application core is started while the
network core is held in reset, see Network Force-OFF on page 67.

4.10.2 Pin reset

A pin reset is generated when the physical reset pin on the device is asserted.

Similar to a power-on reset, the application core is started after the reset pin is deasserted. The network
core is held in reset, see Network Force-OFF on page 67.

The reset pin has an internal pull-up resistor with the same resistance as GPIO pull-ups, see GPIO —
General purpose input/output on page 224.

4.10.3 Brownout reset

The brownout reset (BOR) generator puts the system in reset state if the VDD supply voltage drops below
the brownout reset threshold. This also applies in high voltage mode, where the VDD supply voltage is
provided by the high voltage regulator (VREGH).

Similar to a power-on reset, the application core is started after BOR is deasserted while the network core
is held in reset, see Network Force-OFF on page 67.

4.10.4 Wakeup from System OFF mode reset

The device is reset when it wakes up from System OFF mode.

Similar to a power-on reset, the application core is started while the network core is held in reset, see
Network Force-OFF on page 67.

If the device is in Debug Interface mode, the debug access port (DAP) is not reset after a wakeup from
System OFF. For more information, see Debug and trace on page 751.

4.10.5 Soft reset

Soft reset is generated when the SYSRESETREQ bit of the application interrupt and reset control register
(AIRCR) in the Arm core is set. For more information, see Arm documentation.

When the application core performs a soft reset, the network core is held in reset, see Network Force-OFF
on page 67. A soft reset in the network core will only cause the network core to reset.

A soft reset can also be generated using the RESET on page 768 register in the associated CTRL-AP.

4.10.6 Watchdog timer reset

A watchdog timer (WDT) reset is generated when the watchdog timer times out.

Each core has its own WDT instance. When the application core gets a WDT reset, the network core is
held in reset, see Network Force-OFF on page 67. A WDT reset in the network core will only cause the
network core to reset. The reset target depends on the core where WDT is instantiated.

Note: Because the network core WDT reset is local for the network core, the application core is not
aware of WDT timing out in the network core. Notifying the application core is possible. One way is
to check the register RESETREAS on page 70 for WDT flags and report the error through inter-
processor communication (IPC).
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For more information about WDT, see WDT — Watchdog timer on page 743. More information about
IPC is available in IPC — Interprocessor communication on page 269.

4.10.7 Network Force-OFF

The application core can force the network core off.

The application core can hold the network core in Force-OFF mode, using register NETWORK.FORCEOFF on
page 71.

Application core resets implicitly result in the network core being held in Force-OFF. The network core will
be held in Force-OFF until the application core releases it using the NETWORK.FORCEOFF register.

For details on how to use this mode, see Force-OFF mode on page 25.

4.10.8 Retained registers

A retained register is one that retains its value in System OFF and/or Force-OFF modes and when reset,
depending on the reset source. See individual peripheral chapters for information about which registers
are retained for the various peripherals.

4.10.9 Application core reset behavior

Application core reset behavior depends on the reset source.

Any reset in the application core will cause a network core Force-OFF, triggering the FORCEOFF reset
source in the network core. For more information, see Network Force-OFF on page 67.

In System OFF mode, the watchdog timer is not running and there is no CPU lockup possible. RAM may be
fully or partially retained, depending on RAM retention settings in VMC — Volatile memory controller on
page 740.

If the device is in Debug Interface mode, the debug components will not be reset. Additionally, CPU lockup
will not generate a reset. See Debug and trace on page 751 for more information about the different
debug components in the system.

Application core reset targets and their reset sources are summarized in the following table.

An 'x' in the table means that the specific module is reset.

Reset target
Reset source CPU Network Debug RAM WDT  RESETREAS
core

CPU lockup X X

Soft reset X X

Wakeup from System OFF X X X 3 X

mode reset

Watchdog timer reset X X X X X

Pin reset X X X X X

Brownout reset X X X X X X
Power-on reset X X X X X X
NETWORK.FORCEOFF X

Table 15: Application core reset targets and their reset sources
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Note: RAM is never reset, but depending on the reset source, its content may be corrupted.

Some retained registers may have a different reset behavior, as shown in the following table.

An 'x' in the table means that the specific module is reset.

X N

CPU lockup X

Soft reset X X e

Wakeup from System OFF X

mode reset

Watchdog timer reset X X X X

Pin reset X X X X

Brownout reset X X X X X
Power-on reset X X X X X

Table 16: Application core reset behavior for retained registers

4.10.10 Network core reset behavior

Network core reset behavior depends on the reset source.

In System OFF mode, or when the network core is held in Force-OFF, the watchdog timer is not running
and there is no CPU lockup possible. RAM may be fully or partially retained, depending on RAM retention
settings in VMC — Volatile memory controller on page 740.

If the device is in Debug Interface mode, the debug components will not be reset. Additionally, CPU lockup
will not generate a reset. See Debug and trace on page 751 for more information about the different
debug components in the system.

Any reset in the application core will cause a network core force off, triggering the network FORCEOFF
reset source in the following table. For more information, see Network Force-OFF on page 67.

3 Depending on RAM retention settings.
4 Except MCUSEL field, the MCUSEL register of the GPIO peripheral is not reset for CPU lockup and Soft

reset.
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An 'x' in the table means that the specific module is reset. Pin reset, brownout reset, and power-on reset
are system level reset sources with the network core and application core having the same behavior, see
Application core reset behavior on page 67.

CPU lockup X
Soft reset X
Network FORCEOFF X N X
Application Watchdog timer reset X X X
Local Watchdog timer reset X X X

Table 17: Network core reset target sources

Note: RAM is never reset, but its content may be corrupted depending on the reset source.

Some retained registers may have a different reset behavior, as shown in following table.

An 'x' in the table means that the specific module is reset. Pin reset, brownout reset, and power-on reset
are system level reset sources with the network core and application core having the same behavior, see
Application core reset behavior on page 67.

CPU lockup X x 6
Soft reset X x &
Network FORCEOFF X

Application Watchdog timer reset X X
Local Watchdog timer reset X X

Table 18: Network core reset behavior for retained registers

> Depending on RAM retention settings.
® MCUSEL settings are kept.
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4.10.11 Registers

Not supported: LSREQ,

0x50005000 RESET : S
APPLICATION RESET us NA Reset control and status LLOCKUP, LDOG, MRST,
0x40005000 RESET : NS
MFORCEOFF, LCTRLAP
0x41005000 NETWORK  RESET RESET NS NA Reset status Not supported:

NETWORK.FORCEOFF
Table 19: Instances

RESETREAS 0x400 Reset reason
NETWORK.FORCEOFF 0x614 Force network core off

Table 20: Register overview
4.10.11.1 RESETREAS

Address offset: 0x400

Reset reason

Unless cleared, the RESETREAS register will be cumulative. A field is cleared by writing 1 to it. Multiple
fields can be cleared at the same time by writing a value with several of the fields set to 1.

Value ID Description

A RW  RESETPIN Reset from pin reset detected
NotDetected 0 Not detected
Detected 1 Detected

B RW  DOGO Reset from application watchdog timer O detected
NotDetected 0 Not detected
Detected 1 Detected

C RW  CTRLAP Reset from application CTRL-AP detected
NotDetected 0 Not detected
Detected 1 Detected

D RW  SREQ Reset from application soft reset detected
NotDetected 0 Not detected
Detected 1 Detected

E RW  LOCKUP Reset from application CPU lockup detected
NotDetected 0 Not detected
Detected 1 Detected

F RW  OFF Reset due to wakeup from System OFF mode when wakeup

is triggered by DETECT signal from GPIO

NotDetected 0 Not detected
Detected 1 Detected
G RW  LPCOMP Reset due to wakeup from System OFF mode when wakeup

is triggered by ANADETECT signal from LPCOMP
NotDetected 0 Not detected

Detected 1 Detected
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Value ID Description

H RW  DIF Reset due to wakeup from System OFF mode when wakeup

is triggered by entering the Debug Interface mode

NotDetected 0 Not detected
Detected 1 Detected
| RW  LSREQ Reset from network soft reset detected

Function present only in network core

NotDetected 0 Not detected
Detected 1 Detected
J RW  LLOCKUP Reset from network CPU lockup detected

Function present only in network core

NotDetected 0 Not detected
Detected 1 Detected
K RW  LDOG Reset from network watchdog timer detected

Function present only in network core

NotDetected 0 Not detected
Detected 1 Detected
M RW  MFORCEOFF Force-OFF reset from application core detected

Function present only in network core

NotDetected 0 Not detected
Detected 1 Detected
N RW  NFC Reset after wakeup from System OFF mode due to NFC

field being detected

NotDetected 0 Not detected
Detected 1 Detected
[0} RW  DOG1 Reset from application watchdog timer 1 detected
NotDetected 0 Not detected
Detected 1 Detected
P RW  VBUS Reset after wakeup from System OFF mode due to VBUS

rising into valid range

NotDetected 0 Not detected
Detected 1 Detected
Q RW  LCTRLAP Reset from network CTRL-AP detected

Function present only in network core
NotDetected 0 Not detected

Detected 1 Detected

4.10.11.2 NETWORK.FORCEOFF
Address offset: 0x614
Force network core off

Function present only in application core
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ID R/W  Field Value ID Description

A RW  FORCEOFF Force network core off

Release 0 Release Force-OFF

Hold 1 Hold Force-OFF

4.10.12 Electrical specification

4.10.12.1 Application core startup times

tpoR Time in power-on reset after supply reaches minimum
operating voltage, depending on supply rise time.
tPoR, 10us VDD rise time 10 ps 0.7 1.0 ms
tpoR,10ms VDD rise time > 10 ms 0 ms
thINR Reset time when using pin reset, depending on pin
capacitance
tpINR,500nF 500 nF capacitance at reset pin 13 40 ms
tpINR, 10uF 10 pF capacitance at reset pin 260 800 ms
troON Time from reset to ON (CPU execute) tpor +
teink
toFF20N,NM Time from OFF to CPU execute when in normal voltage 38 us
mode (supply on VDD)
tOFF20N,LDO,HV Time from OFF to CPU execute when in high voltage mode 38 us
(supply on VDDH) and VREGH using LDO regulator
tOFF20N,DCDC,HV Time from OFF to CPU execute when in high voltage mode 38 us
(supply on VDDH) and VREGH using DC/DC regulator
tipLe2cPU Time from IDLE to CPU execute 23 us
tipLeacpu,constiar  Time from IDLE to CPU execute in constant latency 10 us
submode
tevTseT,CLL Time from HW event to PPl event in Constant Latency 62.5 ns
System ON mode
tevTsET,CLO Time from HW event to PPl event in Low-Power System ON 62.5 ns

mode

4.10.12.2 Network core startup times

NETEVTSET,CLL Time from HW event to PPl event in Constant Latency 62.5 ns
System ON mode

ENETEVTSET,CLO Time from HW event to PPl event in Low-Power System ON 62.5 ns
mode

tNET,IDLE2CPU Time from IDLE to CPU execute 15 ps

tneT iDLE2cPU,CONsTLAT Time from IDLE to CPU execute in constant latency 7 us
submode

tF020N,NET64 Time for network core from OFF to CPU execute after 20 us

4406_640v1.3
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4.11 CLOCK — Clock control

The clock control system can source the system clocks from a range of internal or external high and
low frequency oscillators, and distribute them to peripherals and modules based on their individual
requirements. Clock distribution is automated and grouped independently by module to limit current
consumption in unused branches of the clock tree.

Each core subsystem has its own clock control system that is responsible for requesting resources from the
power and clock subsystem.

System oscillators Application clock

HlFCLKAUDIO HACLKAUDIO > HFCLKAUDIO ACLK
oscillator control clock control
HFINT
192 Mﬂﬁintema' HFCLK192M HFGLK192M q  HFCLK192M —» PCLK192M
oscifator oscillator control i clock control —» PCLK4SM

HFINT

" —» HCLK128M
128 MHz internal HFCLK128M HFCLk128M HFCLK128M I —» PCLK64M
oscillator illat trol +—» PCLK32M
oscillator control clock control I —» PCLK16M
— PCLK1IM
Optional internal ENT
capacitors .
X1 P 64 MHz internal HFCLK64M HFCLK64M > LFCLK —p PCLK32KI

32 MHz T

oscillator . clock control
1> HFXO oscillator control
T crystal
1 :
xCr oscillator

Network clock
Opt\'o:a\ internal oscillator HFCLK64M > I';ICCII:KK?E’:\;I\\A/I
capacitors > » PCLK16M

XL1 LFXO clock control —> peLsien

32.768 kHz =2 T crystal . LFGLK LFCLK

= — PCLK32KI
, oscillator control clock control
XL2 T

.|

Figure 18: Clock control

The power and clock subsystem secures glitch-free switching from one clock source to another. This
applies to all clock sources.

Note: Registers INTEN on page 89, INTENSET on page 89, and INTENCLR on page 90 are
the same registers (at the same address) as the corresponding registers in POWER.

4.11.1 HFCLK controller

Each core has a number of high frequency clock (HFCLK) control instances. Each instance distributes one or
more clocks to the core.

The following table lists the core clocks that are available.
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Core clock Description

HCLK128M Scalable 128 MHz CPU clock for the application core
HCLK64M 64 MHz CPU clock for the network core

PCLK192M Scalable 192 MHz clock for QSPI

PCLK64M 64 MHz peripheral clock

PCLK48M 48 MHz clock for USB

PCLK32M 32 MHz peripheral clock

PCLK16M 16 MHz peripheral clock

PCLK1M 1 MHz peripheral clock

ACLK 11.289 MHz or 12.288 MHz tunable audio peripheral clock

Table 21: Core clocks

The HFCLK clocks sourced from the power and clock subsystem to the HFCLK control instances are the
following:

HFCLK clock Description
HFCLK128M 128 MHz HFCLK clock
HFCLK64M 64 MHz HFCLK clock
HFCLK192M 192 MHz HFCLK clock
HFCLKAUDIO Audio HFCLK clock

Table 22: HFCLK clocks for HFCLK control instances

In order to generate the HFCLK clocks, the following HFCLK sources are available:

e 192 MHz/128 MHz/64 MHz internal oscillator (HFINT)

e 32 MHz crystal oscillator (HFXO), optionally using built-in capacitors as described in OSCILLATORS —
Oscillator control on page 98

See Clock control on page 73 for more information.

CPUs, peripherals, and other system components within a core will automatically request clocks from
its corresponding local HFCLK control. The HFCLK control passes the request to the power and clock
subsystem and, once the clocks are running, distributes them to the components within the core.

When HFCLK control requests within a core are stopped, the HFCLK control will stop requesting clock
from the power and clock subsystem. For example, when the CPU enters sleep or when peripherals
have completed their tasks. If there are no HFCLK control requests from any core, the power and clock
subsystem will automatically stop the clock.

When the system enters System ON mode, and a HFCLK clock is requested, the relevant HFINT will be used
as the HFCLK source. When requests for the clock are stopped, the HFINT will automatically stop.

HFCLK clocks are only available to the HFCLK controllers when the system is in System ON mode.

It is possible to have a HFCLK source running before being started by the relevant clock request (for
instance, the HFCLK source is kept running during sleep). This gives shorter start-up time but causes
increased power consumption. Starting the HFXO is needed when crystal clock accuracy is required.

N

NORDIC

SEMICONDUCTOR

4406_640v1.3 74



Power and clock management

The HFCLK source selected in register HFCLKSRC on page 94 is started by triggering the HFCLKSTART
task.

The source for the HFCLK128M/HFCLK64M clocks can be configured at any time (for instance, when
the HFCLK has already been started). The content of the HFCLKSRC register only takes effect when the
HFCLKSTART task is triggered.

The event HFCLKSTARTED is generated when the HFCLKSTART task is triggered, the oscillator is started, and
the frequency is stabilized.

The HFCLK source selected in register HFCLK192MSRC on page 96 is started by triggering the
HFCLK192MSTART task.

The source for the HFCLK192M clock can be configured at any time (for instance, when the HFCLK
has already been started). The content of the HFCLK192MSRC register only takes effect when the
HFCLK192MSTART task is triggered.

The event HFCLK192MSTARTED is generated when the HFCLK192MSTART task is triggered, the oscillator is
started, and the frequency stabilized.

HFCLKAUDIO requires HFXO, so when triggering the HFCLKAUDIOSTART task, this always starts the HFXO.

The event HFCLKAUDIOSTARTED is generated when the HFCLKAUDIOSTART task is triggered, the oscillator
is started, and the frequency stabilized.

It is possible to trigger a new START task after one has already been triggered, and before the
corresponding STARTED event is generated. In this case, only one STARTED event will be generated,
corresponding to the last triggered START task. Triggering a START task after the STARTED event from a
previous triggered START taks is generated, will generate a new STARTED event.

Time from a START task to the corresponding STARTED event may differ depending on whether the HFCLK
source is already running or in the process of starting. The amount of time before a STARTED event may
vary when a different HFCLK source is configured before triggering a new START task.

When the clock control system switches from HFINT source to HFXO source, the HFXO becomes active.
The startup time is programmable, enabling the use of different types of crystal oscillators (e.g. standard
crystals that may have different startup times). The HFXO startup time is given as the sum of the following:

¢ HFXO power-up time, as specified in 32 MHz crystal oscillator (HFXO) on page 102.
¢ HFXO count time, as specified in HFXOCNT on page 131.

The HFXO must be selected and started in order to do the following:
e Use RADIO

¢ The network domain HFCLKSTART task is used
e Enable USBD to respond to USB traffic

e The application domain HFCLK192MSTART is used
e Set NFCT to activated state

¢ The application domain HFCLKSTART task is used
¢ Improve SAADC performance by reducing clock jitter

¢ The application domain HFCLKSTART task is used

Each HFCLK control can request the HFXO source independently from one another via the corresponding
START task. This ensures that each core and peripheral will have access to a high accuracy clock when
needed. Core clocks that originate from the same HFCLK clock will also have the same HFCLK source. This
means that parts of the core that have not requested the HFXO may get a clock that is more accurate than
expected, but not the other way around.
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All cores that have requested a HFCLK source to start by triggering a START task must also request it to
stop by triggering the corresponding STOP task (see HFCLKSTOP, HFCLK192MSTOP, and HFCLKAUDIOSTOP
tasks) before the power and clock subsystem will stop it.

HFCLK source(s) will stop when all corresponding STOP tasks have been triggered and there are no
requests for HFCLK clock(s) from the system.

Triggering a HFCLK STOP task is required only if the corresponding HFCLK START task has been triggered
before. When a HFCLK START task is triggered, it is possible to trigger again the same HFCLK START task
without triggering the corresponding HFCLK STOP task in between.

4.11.1.1 Application core frequency scaling
The application core clocks can be scaled from their respective HFCLK clocks.

The application core clock HCLK128M can at any time be scaled from the HFCLK128M clock using the
HFCLKCTRL register.

The HCLK192M clock can be scaled from the HFCLK192M clock using the HFCLK192MCTRL register.

Note: Settings Divl and Div2 in HFCLK192MCTRL register will result in increased power
consumption.

The ACLK audio clock cannot be scaled from the HFCLKAUDIO clock. Instead, its frequency can be
configured in the relevant peripherals. Refer to Audio oscillator on page 76 for more information on
audio clock and related peripherals.

Note: It is possible to scale the application core clocks at any time, for instance when a clock has
already has been started, without having to stop it first.

4.11.1.2 32 MHz crystal oscillator (HFXO)

The 32 MHz crystal oscillator (HFXO) is controlled by a 32 MHz external crystal, see OSCILLATORS —
Oscillator control on page 98.

4.11.1.3 Audio oscillator

The audio oscillator generates clock frequencies suitable for audio applications.
The audio oscillator has the following features:

¢ Adjustable frequency with 3.3 ppm resolution in two frequency bands - 11.176 MHz to 11.402 MHz,
and 12.165 MHz to 12.411 MHz

e Low jitter, suitable for audio applications

e Always uses the HFXO

The HFCLKAUDIO clock generated by the audio oscillator is suitable for use as the source clock in the

1S and PDM audio peripherals. In order to use this clock, it must be selected in the corresponding
configuration registers in these peripherals. It is required to trigger the HFCLKAUDIOSTART task before it
is used. To stop the HFCLKAUDIO clock, the HFCLKAUDIOSTOP task must be triggered. After triggering this
task, the oscillator will be kept running as long as a peripheral is using it.

In applications where the audio data is arriving asynchronously to on-chip clocks, the frequency
can be adjusted to stay in sync with the sender. The frequency can be configured in register
HFCLKAUDIO.FREQUENCY on page 95 using one of the following equations.

fout = %(4 + HFCLKAUDIO.FREQUENCY - 27'%)

Figure 19: Calculating audio frequency f,,: from register value
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HFCLKAUDIO.FREQUENCY = 216(% _4)

Figure 20: Calculating register value from audio frequency fou:

The acceptable HFCLKAUDIO.FREQUENCY register value ranges for the two frequency bands are listed in
the following table.

When switching between the two frequency ranges, the peripherals must be stopped.

Frequency band Register value and frequency
Min Center Max
11.176 MHz to 11.402 MHz 12519 15298 18068
(11.176 MHz) (11.289 MHz) (11.402 MHz)
12.165 MHz to 12.411 MHz 36834 39854 42874
(12.165 MHz) (12.288 MHz) (12.411 MHz)

Table 23: HFCLKAUDIO.FREQUENCY register ranges

4.11.1.4 Overriding the automatic HFCLK control system

Overriding the automatic clock control system is possible to ensure a HFCLK clock is started and kept
running, even if not requested.

This can be used to avoid associated HFCLK clock start-up times and have the highest clock accuracy after
wake-up from sleep.

The register HFCLKALWAYSRUN on page 95 can override the automatic clock control system for the
HFCLK128M/HFCLK64M clocks. This override is initiated by performing the following steps:

1. Set HFCLKSRC.SRC to select the HFCLK source.
2. Set HFCLKALWAYSRUN.ALWAYSRUN.
3. Trigger the HFCLKSTART task.

The register HFCLK192MALWAYSRUN on page 97 can override the automatic clock control system for
the HFCLK192M clock. This override is initiated by performing the following steps:

1. Set HFCLK192MSRC.SRC to select the HFCLK source.
2. Set HFCLK192MALWAYSRUN.ALWAYSRUN.
3. Trigger the HFCLK192MSTART task.

Registers HFCLKSRC/HFCLK192MSRC and HFCLKALWAYSRUN/HFCLK192MALWAYSRUN can be written at
any time, but are only activated by the START task.

The register HFCLKAUDIOALWAYSRUN on page 96 can override the automatic clock control system for
the HFCLKAUDIO clock. The override is initiated by performing the following steps:

1. Set HFCLKAUDIOALWAYSRUN.ALWAYSRUN.
2. Trigger the HFCLKAUDIOSTART task.

Note: In this case, the HFCLK source is always the HFXO.

Register HFCLKAUDIOALWAYSRUN can be written at any time, but is only activated by the START task.
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4.11.2 LFCLK controller

Each core has a number of low frequency clock (LFCLK) control instances. Each instance distributes one or
more clocks to the core.

The LFCLK control instance in each core distributes the 32.768 kHz PCLK32KI peripheral clock to its
corresponding core. The LFCLK clock is sourced from the power and clock subsystem to each LFCLK control
instance.

In order to generate the LFCLK clock, the LFCLK controller uses the following LFCLK sources:

e 32.768 kHz RC oscillator (LFRC)
e 32.768 kHz crystal oscillator (LFXO)
e 32.768 kHz synthesized from HFCLK (LFSYNT)

For an illustration of the clock sources, see Clock control on page 73.
The LFCLK controller and all LFCLK sources are switched off in System OFF mode.

When peripherals require the PCLK32KI clock, such as RTC — Real-time counter on page 509 and WDT
— Watchdog timer on page 743, the LFCLK control will automatically request the LFCLK clock to the
power and clock subsystem. The default LFCLK source is the LFRC.

When LFCLK control requests are stopped, LFCLK will stop requesting clock from the power and clock
subsystem. If there are no LFCLK control requests from other cores, the power and clock subsystem will
automatically stop the LFCLK clock and the LFRC source.

The LFCLK source may also be started by triggering the LFCLKSTART task. The LFCLK source is configured by
selecting the preferred LFCLK source in register LFCLKSRC on page 94. Once selected, the LFCLK source
will be started by triggering the LFCLKSTART task.

The LFCLK source can be configured at any time (for instance, when the LFCLK has already been started).
The content of the LFCLKSRC register only takes effect when the LFCLKSTART task is triggered.

Note: Automatic requests of the LFCLK clock will ignore the value in LFCLKSRC and use LFRC as
source, unless the LFCLK source is started by triggering the LFCLKSTART start. In this case, the LFCLK
source will correspond to the value in LFCLKSRC when the LFCLKSTART start was last triggered.

The LFCLKSTARTED event will be generated after the LFCLKSTART task has been triggered and the LFCLK
source has started. Triggering a LFCLKSTART task before the LFCLKSTARTED event from a previous
LFCLKSTART task is generated will only generate one LFCLKSTARTED event. Triggering a LFCLKSTART task
after a LFCLKSTARTED event is generated will generate a new LFCLKSTARTED event.

The LFCLK clock is stopped when nothing requests it, e.g. RTC — Real-time counter on page 509 and
WDT — Watchdog timer on page 743 are stopped, and the LFCLKSTOP task is triggered. This must
be done for all cores. Triggering the LFCLKSTOP task is required only if the LFCLKSTART task has been
triggered before.

When the LFCLKSTART task is triggered, it is possible to trigger a new LFCLKSTART task without triggering a
LFCLKSTOP task in between.

If the LFXO is selected as the LFCLK source, the LFCLK clock will initially start running from the LFRC while
the LFXO is starting up, and then automatically switch to using the LFXO once this oscillator is running.

Events will be generated in the correct order, even if an LFCLK source that is already started by another
LFCLK control instance is requested. The timing of events may differ, depending on whether a LFCLK source
is already running or in the process of starting.

If two instances of the LFCLK control system request different LFCLK sources, the power and clock
subsystem will secure that the most accurate of the requested LFCLK sources is selected. If one LFCLK
control instance requests a particular LFCLK source to stop when another LFCLK control instance (or a
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peripheral) requests the same source to run, but at a lower accuracy, the power and clock subsystem will
switch to the less accurate source. The following table summarizes the priorities of the LFCLK sources.

Priority LFCLK source
Highest LFSYNT
Second highest LFXO

Lowest LFRC

Table 24: LFCLK request priority

When switching the LFCLK source, such as from LFRC to LFXO, up to one LFCLK cycle may be lost.

4.11.2.1 32.768 kHz RC oscillator (LFRC)
An internal 32.768 kHz RC oscillator (LFRC) is available as the LFCLK source.

The LFRC oscillator is fully embedded in nRF5340 and does not require additional external components.
4.11.2.1.1 Calibrating the 32.768 kHz RC oscillator
To improve accuracy of the LFRC oscillator, it can be calibrated using the HFXO as a reference oscillator.

The LFRC oscillator can be calibrated while it is running. The calibration is started by triggering the CAL task
which temporarily requests the HFCLK with the HFXO as the source for calibration.

A DONE event will be generated when the calibration is finished.

Note: Any core changing the LFCLK source will abort calibration without the DONE event being
generated in the core triggering the CAL task.

If the CAL task is triggered while a calibration routine is already running (i.e. before the DONE event is
generated), the CAL task has no effect and the calibration continues.

All cores can trigger the CAL task independently of each other. As a result, each core will receive a
corresponding DONE event. If the calibration routine is already running (i.e. a core has triggered the CAL
task), and the CAL task is triggered from another core, a DONE event is generated in both cores when the
calibration of its corresponding LFRC oscillator is complete.

4.11.2.2 32.768 kHz crystal oscillator (LFXO)

For higher LFCLK accuracy (when greater than + 250 ppm accuracy is required), the low frequency crystal
oscillator (LFXO) must be used.

This clock source requires external components and GPIO pin configuration, see OSCILLATORS — Oscillator
control on page 98.

4.11.2.3 32.768 kHz synthesized from HFCLK (LFSYNT)
The LFCLK can be synthesized from the HFCLK clock source.

LFSYNTH depends on the HFCLK to run. The accuracy of the LFCLK clock with the LFSYNTH as a source
assumes the accuracy of the HFCLK. If high accuracy is required, the HFCLK must be generated from the
HFXO.

Using the LFSYNT clock removes the requirement for an external 32.768 kHz crystal, but increases average
power consumption as the HFCLK will need to be requested in the system.
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4.11.2.4 Overriding the automatic LFCLK control system
Overriding the automatic clock control system to ensure the LFCLK clock is started and kept running is
possible, even if not requested.

This can be used to avoid associated LFCLK clock start-up times and have the highest clock accuracy after
wake-up from sleep.

The register LFCLKALWAYSRUN on page 96 can override the automatic clock control system. This
override is initiated by performing the following steps:

1. Set LFCLKSRC.SRC to select the LFCLK source.
2. Set LFCLKALWAYSRUN.ALWAYSRUN.
3. Trigger the LFCLKSTART task.

Registers LFCLKSRC.SRC and LFCLKALWAYSRUN.ALWAYSRUN can be written at any time, but are only
activated by the LFCLKSTART task.

4.11.3 Registers

Base address Domain Peripheral Instance Secure mapping DMA security Description Configuration
0x50005000 CLOCK : S
APPLICATION CLOCK us NA Clock control
0x40005000 CLOCK : NS
0x41005000 NETWORK  CLOCK CLOCK NS NA Clock control HFCLKAUDIO not
supported

HFCLK192M not supported

HFCLKCTRL reset value is

0x0.
Table 25: Instances
Register Offset Security Description
TASKS_HFCLKSTART 0x000 Start HFCLK128M/HFCLK64M source as selected in HFCLKSRC
TASKS_HFCLKSTOP 0x004 Stop HFCLK128M/HFCLK64M source
TASKS_LFCLKSTART 0x008 Start LFCLK source as selected in LFCLKSRC
TASKS_LFCLKSTOP 0x00C Stop LFCLK source
TASKS_CAL 0x010 Start calibration of LFRC oscillator
TASKS_HFCLKAUDIOSTART 0x018 Start HFCLKAUDIO source
TASKS_HFCLKAUDIOSTOP 0x01C Stop HFCLKAUDIO source
TASKS_HFCLK192MSTART 0x020 Start HFCLK192M source as selected in HFCLK192MSRC
TASKS_HFCLK192MSTOP 0x024 Stop HFCLK192M source
SUBSCRIBE_HFCLKSTART 0x080 Subscribe configuration for task HFCLKSTART
SUBSCRIBE_HFCLKSTOP 0x084 Subscribe configuration for task HFCLKSTOP
SUBSCRIBE_LFCLKSTART 0x088 Subscribe configuration for task LFCLKSTART
SUBSCRIBE_LFCLKSTOP 0x08C Subscribe configuration for task LFCLKSTOP
SUBSCRIBE_CAL 0x090 Subscribe configuration for task CAL
SUBSCRIBE_HFCLKAUDIOSTART 0x098 Subscribe configuration for task HFCLKAUDIOSTART
SUBSCRIBE_HFCLKAUDIOSTOP 0x09C Subscribe configuration for task HFCLKAUDIOSTOP
SUBSCRIBE_HFCLK192MSTART 0x0A0 Subscribe configuration for task HFCLK192MSTART
SUBSCRIBE_HFCLK192MSTOP 0x0A4 Subscribe configuration for task HFCLK192MSTOP
EVENTS_HFCLKSTARTED 0x100 HFCLK128M/HFCLK64M source started
EVENTS_LFCLKSTARTED 0x104 LFCLK source started
EVENTS_DONE 0x11C Calibration of LFRC oscillator complete event
EVENTS_HFCLKAUDIOSTARTED 0x120 HFCLKAUDIO source started
EVENTS_HFCLK192MSTARTED 0x124 HFCLK192M source started
N
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PUBLISH_HFCLKSTARTED 0x180 Publish configuration for event HFCLKSTARTED
PUBLISH_LFCLKSTARTED 0x184 Publish configuration for event LFCLKSTARTED
PUBLISH_DONE 0x19C Publish configuration for event DONE
PUBLISH_HFCLKAUDIOSTARTED 0x1A0 Publish configuration for event HFCLKAUDIOSTARTED
PUBLISH_HFCLK192MSTARTED 0x1A4 Publish configuration for event HFCLK192MSTARTED
INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

INTPEND 0x30C Pending interrupts

HFCLKRUN 0x408 Status indicating that HFCLKSTART task has been triggered
HFCLKSTAT 0x40C Status indicating which HFCLK128M/HFCLK64M source is running

This register value in any CLOCK instance reflects status only due to configurations/
actions in that CLOCK instance.

LFCLKRUN 0x414 Status indicating that LFCLKSTART task has been triggered

LFCLKSTAT 0x418 Status indicating which LFCLK source is running

This register value in any CLOCK instance reflects status only due to configurations/

actions in that CLOCK instance.

LFCLKSRCCOPY 0x41C Copy of LFCLKSRC register, set when LFCLKSTART task was triggered

HFCLKAUDIORUN 0x450 Status indicating that HFCLKAUDIOSTART task has been triggered

HFCLKAUDIOSTAT 0x454 Status indicating which HFCLKAUDIO source is running

HFCLK192MRUN 0x458 Status indicating that HFCLK192MSTART task has been triggered

HFCLK192MSTAT 0x45C Status indicating which HFCLK192M source is running

HFCLKSRC 0x514 Clock source for HFCLK128M/HFCLK64M

LFCLKSRC 0x518 Clock source for LFCLK

HFCLKCTRL 0x558 HFCLK128M frequency configuration

HFCLKAUDIO.FREQUENCY 0x55C Audio PLL frequency in 11.176 MHz - 11.402 MHz or 12.165 MHz - 12.411 MHz
frequency bands

HFCLKALWAYSRUN 0x570 Automatic or manual control of HFCLK128M/HFCLK64M

LFCLKALWAYSRUN 0x574 Automatic or manual control of LFCLK

HFCLKAUDIOALWAYSRUN 0x57C Automatic or manual control of HFCLKAUDIO

HFCLK192MSRC 0x580 Clock source for HFCLK192M

HFCLK192MALWAYSRUN 0x584 Automatic or manual control of HFCLK192M

HFCLK192MCTRL 0x5B8 HFCLK192M frequency configuration

Table 26: Register overview

4.11.3.1 TASKS_HFCLKSTART
Address offset: 0x000

Start HFCLK128M/HFCLK64M source as selected in HFCLKSRC

ID R/W Field Value ID Description
A w TASKS_HFCLKSTART Start HFCLK128M/HFCLK64M source as selected in
HFCLKSRC
Trigger 1 Trigger task

4.11.3.2 TASKS _HFCLKSTOP
Address offset: 0x004
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ID R/W  Field Value ID Description

A w TASKS_HFCLKSTOP Stop HFCLK128M/HFCLK64M source
Trigger 1 Trigger task

4.11.3.3 TASKS _LFCLKSTART
Address offset: 0x008

ID R/W  Field Description
A w TASKS_LFCLKSTART Start LFCLK source as selected in LFCLKSRC
Trigger 1 Trigger task

4.11.3.4 TASKS_LFCLKSTOP

ID R/W  Field Value ID Description
A W TASKS_LFCLKSTOP Stop LFCLK source
Trigger 1 Trigger task

Start calibration of LFRC oscillator

ID R/W  Field Value ID Description
A W TASKS_CAL Start calibration of LFRC oscillator
Trigger 1 Trigger task

4.11.3.6 TASKS_HFCLKAUDIOSTART
Address offset: 0x018
Start HFCLKAUDIO source
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ID R/W  Field Value ID Description

A w TASKS_HFCLKAUDIOSTART Start HFCLKAUDIO source

Trigger 1 Trigger task

4.11.3.7 TASKS_HFCLKAUDIOSTOP

Address offset: 0x01C

ID R/W  Field Value ID Description
A W TASKS_HFCLKAUDIOSTOP Stop HFCLKAUDIO source
Trigger 1 Trigger task

4.11.3.8 TASKS HFCLK192MSTART
Address offset: 0x020
Start HFCLK192M source as selected in HFCLK192MSRC

ID R/W  Field Value ID Description
A w TASKS_HFCLK192MSTART Start HFCLK192M source as selected in HFCLK192MSRC
Trigger 1 Trigger task

4.11.3.9 TASKS_HFCLK192MSTOP
Address offset: 0x024

ID R/W  Field Value ID Description
A W TASKS_HFCLK192MSTOP Stop HFCLK192M source
Trigger 1 Trigger task

4.11.3.10 SUBSCRIBE_HFCLKSTART
Address offset: 0x080
Subscribe configuration for task HFCLKSTART
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ID R/W  Field Value ID Description

A RW  CHIDX [255..0] DPPI channel that task HFCLKSTART will subscribe to
B RW  EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.11.3.11 SUBSCRIBE_HFCLKSTOP
Address offset: 0x084
Subscribe configuration for task HFCLKSTOP

ID  R/W Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that task HFCLKSTOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.11.3.12 SUBSCRIBE_LFCLKSTART
Address offset: 0x088

Subscribe configuration for task LFCLKSTART

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that task LFCLKSTART will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.11.3.13 SUBSCRIBE_LFCLKSTOP
Address offset: 0x08C

Subscribe configuration for task LFCLKSTOP

ID R/W  Field Description
A RW  CHIDX [255..0] DPPI channel that task LFCLKSTOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription
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4.11.3.14 SUBSCRIBE_CAL
Address offset: 0x090

Subscribe configuration for task CAL

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that task CAL will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.11.3.15 SUBSCRIBE_HFCLKAUDIOSTART
Address offset: 0x098

Subscribe configuration for task HFCLKAUDIOSTART

ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that task HFCLKAUDIOSTART will subscribe to
B RW  EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.11.3.16 SUBSCRIBE_HFCLKAUDIOSTOP
Address offset: 0x09C

Subscribe configuration for task HFCLKAUDIOSTOP

ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that task HFCLKAUDIOSTOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.11.3.17 SUBSCRIBE_HFCLK192MSTART
Address offset: 0x0AO
Subscribe configuration for task HFCLK192MSTART
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ID R/W  Field Value ID

A RW  CHIDX [255..0]
B RW  EN
Disabled 0
Enabled 1

4.11.3.18 SUBSCRIBE_HFCLK192MSTOP
Address offset: 0x0A4
Subscribe configuration for task HFCLK192MSTOP

Description

DPPI channel that task HFCLK192MSTART will subscribe to

Disable subscription

Enable subscription

Description

ID R/W  Field Value ID Value
A RW  CHIDX [255..0]
B RW EN
Disabled 0
Enabled 1

4.11.3.19 EVENTS_HFCLKSTARTED
Address offset: 0x100
HFCLK128M/HFCLK64M source started

ID R/W  Field Value ID

DPPI channel that task HFCLK192MSTOP will subscribe to

Disable subscription

Enable subscription

Description

A RW EVENTS_HFCLKSTARTED
NotGenerated 0

Generated 1

4.11.3.20 EVENTS_LFCLKSTARTED
Address offset: 0x104

LFCLK source started

ID R/W  Field Value ID

HFCLK128M/HFCLK64M source started
Event not generated

Event generated

Description

A RW EVENTS_LFCLKSTARTED
NotGenerated 0

Generated 1

4.11.3.21 EVENTS_DONE

Address offset: 0x11C
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Calibration of LFRC oscillator complete event

ID R/W  Field Value ID Description

A RW  EVENTS_DONE Calibration of LFRC oscillator complete event
NotGenerated 0 Event not generated
Generated 1 Event generated

4.11.3.22 EVENTS_HFCLKAUDIOSTARTED
Address offset: 0x120

HFCLKAUDIO source started

ID R/W  Field Value ID Description

A RW EVENTS_HFCLKAUDIOSTARTED HFCLKAUDIO source started
NotGenerated 0 Event not generated
Generated 1 Event generated

4.11.3.23 EVENTS_HFCLK192MSTARTED

Address offset: 0x124

HFCLK192M source started

ID R/W  Field Value ID Description

A RW  EVENTS_HFCLK192MSTARTED HFCLK192M source started
NotGenerated 0 Event not generated
Generated 1 Event generated

4.11.3.24 PUBLISH_HFCLKSTARTED
Address offset: 0x180

Publish configuration for event HFCLKSTARTED

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that event HFCLKSTARTED will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing
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4.11.3.25 PUBLISH_LFCLKSTARTED
Address offset: 0x184

Publish configuration for event LFCLKSTARTED

ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that event LFCLKSTARTED will publish to.
B RW  EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

4.11.3.26 PUBLISH_DONE
Address offset: 0x19C

Publish configuration for event DONE

ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that event DONE will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

4.11.3.27 PUBLISH_HFCLKAUDIOSTARTED

Address offset: 0x1A0

Publish configuration for event HFCLKAUDIOSTARTED

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that event HFCLKAUDIOSTARTED will publish
to.
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

4.11.3.28 PUBLISH_HFCLK192MSTARTED

Address offset: 0x1A4
Publish configuration for event HFCLK192MSTARTED
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Value ID Description
A RW  CHIDX [255..0] DPPI channel that event HFCLK192MSTARTED will publish
to.
B RW  EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

4.11.3.29 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  HFCLKSTARTED Enable or disable interrupt for event HFCLKSTARTED
Disabled 0 Disable
Enabled 1 Enable

B RW  LFCLKSTARTED Enable or disable interrupt for event LFCLKSTARTED
Disabled 0 Disable
Enabled 1 Enable

C RW  DONE Enable or disable interrupt for event DONE
Disabled 0 Disable
Enabled 1 Enable

D RW  HFCLKAUDIOSTARTED Enable or disable interrupt for event HFCLKAUDIOSTARTED
Disabled 0 Disable
Enabled 1 Enable

E RW  HFCLK192MSTARTED Enable or disable interrupt for event HFCLK192MSTARTED
Disabled 0 Disable
Enabled 1 Enable

4.11.3.30 INTENSET
Address offset: 0x304

Enable interrupt

Value ID Description
A RW  HFCLKSTARTED Write '1' to enable interrupt for event HFCLKSTARTED
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  LFCLKSTARTED Write '1' to enable interrupt for event LFCLKSTARTED
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  DONE Write '1' to enable interrupt for event DONE

4406_640v1.3 89 .

NORDIC

SEMICONDUCTOR



Power and clock management

ID R/W  Field Description
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW  HFCLKAUDIOSTARTED Write '1' to enable interrupt for event
HFCLKAUDIOSTARTED
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
E RW  HFCLK192MSTARTED Write '1' to enable interrupt for event HFCLK192MSTARTED
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

4.11.3.31 INTENCLR
Address offset: 0x308

Disable interrupt

Value ID Description
A RW  HFCLKSTARTED Write '1' to disable interrupt for event HFCLKSTARTED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  LFCLKSTARTED Write '1' to disable interrupt for event LFCLKSTARTED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  DONE Write '1' to disable interrupt for event DONE
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW  HFCLKAUDIOSTARTED Write '1' to disable interrupt for event
HFCLKAUDIOSTARTED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
E RW  HFCLK192MSTARTED Write '1' to disable interrupt for event
HFCLK192MSTARTED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

4.11.3.32 INTPEND
Address offset: 0x30C

Pending interrupts
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Value ID Description
A R HFCLKSTARTED Read pending status of interrupt for event HFCLKSTARTED
NotPending 0 Read: Not pending
Pending 1 Read: Pending
B R LFCLKSTARTED Read pending status of interrupt for event LFCLKSTARTED
NotPending 0 Read: Not pending
Pending 1 Read: Pending
C R DONE Read pending status of interrupt for event DONE
NotPending 0 Read: Not pending
Pending 1 Read: Pending
D R HFCLKAUDIOSTARTED Read pending status of interrupt for event
HFCLKAUDIOSTARTED
NotPending 0 Read: Not pending
Pending 1 Read: Pending
E R HFCLK192MSTARTED Read pending status of interrupt for event
HFCLK192MSTARTED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

4.11.3.33 HFCLKRUN
Address offset: 0x408

Status indicating that HFCLKSTART task has been triggered

ID R/W  Field Value ID Description

A R STATUS HFCLKSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered

4.11.3.34 HFCLKSTAT
Address offset: 0x40C
Status indicating which HFCLK128M/HFCLK64M source is running

This register value in any CLOCK instance reflects status only due to configurations/actions in that CLOCK
instance.
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Value ID Description
A R SRC Active clock source
HFINT 0 Clock source: HFINT - 128 MHz on-chip oscillator
HFXO 1 Clock source: HFXO - 128 MHz clock derived from external

32 MHz crystal oscillator

B R ALWAYSRUNNING ALWAYSRUN activated
NotRunning 0 Automatic clock control enabled
Running 1 Oscillator is always running

C R STATE HFCLK state
NotRunning 0 HFCLK not running
Running 1 HFCLK running

4.11.3.35 LFCLKRUN
Address offset: 0x414

Status indicating that LFCLKSTART task has been triggered

R/W  Field Value ID Description
A R STATUS LFCLKSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered

4.11.3.36 LFCLKSTAT
Address offset: 0x418

Status indicating which LFCLK source is running

This register value in any CLOCK instance reflects status only due to configurations/actions in that CLOCK
instance.

Value ID Description
A R SRC Active clock source
LFRC 1 32.768 kHz RC oscillator
LFXO 2 32.768 kHz crystal oscillator
LFSYNT 3 32.768 kHz synthesized from HFCLK
B R ALWAYSRUNNING ALWAYSRUN activated
NotRunning 0 Automatic clock control enabled
Running 1 Oscillator is always running
C R STATE LFCLK state
NotRunning 0 LFCLK not running

Running 1 LFCLK running
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4.11.3.37 LFCLKSRCCOPY
Address offset: 0x41C

Copy of LFCLKSRC register, set when LFCLKSTART task was triggered

ID R/W  Field Value ID Description

A R SRC Clock source
LFRC 1 32.768 kHz RC oscillator
LFXO 2 32.768 kHz crystal oscillator
LFSYNT 3 32.768 kHz synthesized from HFCLK

4.11.3.38 HFCLKAUDIORUN
Address offset: 0x450

Status indicating that HFCLKAUDIOSTART task has been triggered

ID R/W  Field Value ID Description

A R STATUS HFCLKAUDIOSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered

4.11.3.39 HFCLKAUDIOSTAT

Address offset: 0x454

Status indicating which HFCLKAUDIO source is running

ID R/W  Field Value ID Description

B R ALWAYSRUNNING ALWAYSRUN activated
NotRunning 0 Automatic clock control enabled
Running 1 Oscillator is always running

C R STATE HFCLKAUDIO state
NotRunning 0 HFCLKAUDIO not running
Running 1 HFCLKAUDIO running

4.11.3.40 HFCLK192MRUN
Address offset: 0x458
Status indicating that HFCLK192MSTART task has been triggered

4406_640v1.3 93 .

NORDIC

SEMICONDUCTOR



Power and clock management

R/W  Field Value ID Description
A R STATUS HFCLK192MSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered

4.11.3.41 HFCLK192MSTAT
Address offset: 0x45C

Status indicating which HFCLK192M source is running

Value ID Description
A R SRC Active clock source
HFINT 0 Clock source: HFINT - on-chip oscillator
HFXO 1 Clock source: HFXO - derived from external 32 MHz crystal
oscillator
B R ALWAYSRUNNING ALWAYSRUN activated
NotRunning 0 Automatic clock control enabled
Running 1 Oscillator is always running
C R STATE HFCLK192M state
NotRunning 0 HFCLK192M not running
Running 1 HFCLK192M running

4.11.3.42 HFCLKSRC

Address offset: 0x514

Clock source for HFCLK128M/HFCLK64M

ID R/W  Field Value ID Description
A RW  SRC Select which HFCLK source is started by the HFCLKSTART
task
HFINT 0 HFCLKSTART task starts HFINT oscillator
HFXO 1 HFCLKSTART task starts HFXO oscillator

4.11.3.43 LFCLKSRC
Address offset: 0x518
Clock source for LFCLK
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ID R/W  Field Value ID Description
A RW  SRC Select which LFCLK source is started by the LFCLKSTART
task
LFRC 1 32.768 kHz RC oscillator
LFXO 2 32.768 kHz crystal oscillator
LFSYNT 3 32.768 kHz synthesized from HFCLK

4.11.3.44 HFCLKCTRL
Address offset: 0x558
HFCLK128M frequency configuration

Using any value except for the enumerations will yield unexpected results

Note: Not present in the CLOCK instance of the network core

ID R/W  Field Value ID Description

A RW  HCLK High frequency clock HCLK
Divl 0 Divide HFCLK by 1
Div2 1 Divide HFCLK by 2

4.11.3.45 HFCLKAUDIO.FREQUENCY

Address offset: 0x55C
Audio PLL frequency in 11.176 MHz - 11.402 MHz or 12.165 MHz - 12.411 MHz frequency bands

Note: Not present in the CLOCK instance of the network core

ID R/W  Field Value ID Description
A RW FREQUENCY Frequency
0: 10.666 MHz

65535: 13.333 MHz

4.11.3.46 HFCLKALWAYSRUN
Address offset: 0x570
Automatic or manual control of HFCLK128M/HFCLK64M

The AlwaysRun setting will ensure the clock source is always running, independent of the automatic clock
request system.

Note: This setting is activated by triggering the HFCLKSTART task.
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ID R/W  Field Value ID Description

A RW  ALWAYSRUN Ensure clock is always running
Automatic 0 Use automatic clock control
AlwaysRun 1 Ensure clock is always running

4.11.3.47 LFCLKALWAYSRUN
Address offset: 0x574
Automatic or manual control of LFCLK

The AlwaysRun setting will ensure the clock source is always running, independent of the automatic clock
request system.

Note: This setting is activated by triggering the LFCLKSTART task.

ID R/W  Field Value ID Description

A RW  ALWAYSRUN Ensure clock is always running
Automatic 0 Use automatic clock control
AlwaysRun 1 Ensure clock is always running

4.11.3.48 HFCLKAUDIOALWAYSRUN
Address offset: 0x57C
Automatic or manual control of HFCLKAUDIO

The AlwaysRun setting will ensure the clock source is always running, independent of the automatic clock
request system.

Note: This setting is activated by triggering the HFCLKAUDIOSTART task.

ID R/W  Field Value ID Description

A RW  ALWAYSRUN Ensure clock is always running
Automatic 0 Use automatic clock control
AlwaysRun 1 Ensure clock is always running

4.11.3.49 HFCLK192MSRC
Address offset: 0x580
Clock source for HFCLK192M

4406_640v1.3 96 .

NORDIC

SEMICONDUCTOR



Power and clock management

ID R/W  Field Value ID Description
A RW  SRC Select which HFCLK192M source is started by the
HFCLK192MSTART task
HFINT 0 HFCLK192MSTART task starts HFINT oscillator
HFXO 1 HFCLK192MSTART task starts HFXO oscillator

4.11.3.50 HFCLK192MALWAYSRUN
Address offset: 0x584
Automatic or manual control of HFCLK192M

The AlwaysRun setting will ensure the clock source is always running, independent of the automatic clock
request system.

Note: This setting is activated by triggering the HFCLK192MSTART task.

ID  R/W Field Value ID Description

A RW  ALWAYSRUN Ensure clock is always running
Automatic 0 Use automatic clock control
AlwaysRun 1 Ensure clock is always running

4.11.3.51 HFCLK192MCTRL
Address offset: 0Ox5B8

HFCLK192M frequency configuration

ID R/W  Field Value ID Description

A RW  HCLK192M High frequency clock HCLK192M
Divl 0 Divide HFCLK192M by 1
Div2 1 Divide HFCLK192M by 2
Div4 2 Divide HFCLK192M by 4

4.11.4 Electrical specification

4.11.4.1 128 MHz clock source (HFCLK128M)
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fNOM_HFCLK128M Nominal output frequency 128 MHz
froL_HFINT128M Frequency tolerance when running from internal oscillator +1.5 +7 %
froL_Hrxo128m Frequency tolerance when running from crystal oscillator +10 +60 ppm
thrcLki2em_128m_s4m Time for HFCLKCTRL to take effect when switching from 128 2.5 us

MHz to 64 MHz
thrcLk128M_6am_128m Time for HFCLKCTRL to take effect when switching from 64 9.0 us
MHz to 128 MHz

4.11.4.2 64 MHz clock source (HFCLK64M)

fNOM_HFCLK64M Nominal output frequency 64 MHz
froL_HFINTeaM Frequency tolerance when running from internal oscillator +1.5 +8 %
froL_HFxos4m Frequency tolerance when running from crystal oscillator 10 +60 ppm

4.11.4.3 192 MHz clock source (HFCLK192M)

fNOM_HFCLK192M Nominal output frequency 192 MHz
froL_HFINT192M Frequency tolerance when running from internal oscillator +1.5 +7 %
froL_nFxo192m Frequency tolerance when running from crystal oscillator +10 +60 ppm

4.11.4.4 Audio clock source (HFCLKAUDIO)

fnOM_HFCLKAUDIO Nominal output frequency 11.289 MHz
or
12.288

froL_HrxoAuDIO Frequency tolerance when running from crystal oscillator 110 +60 ppm

4.11.4.5 32 kHz clock source (LFCLK)

fnom_LFeLk Nominal output frequency 32.768 kHz
tSTART_LFXO Startup time for 32.768 kHz crystal oscillator 0.31 s
ILixo Run current for 32.768 kHz crystal oscillator 0.16 UA
froL_Lrre Frequency tolerance, uncalibrated +3.2 %
froL_caL_LFRC Frequency tolerance after calibration. Constant +250 ppm

temperature within 0.5 °C, calibration performed at least

every 8 seconds, averaging interval > 7.5 ms, defined as 3

sigma.
tSTART_LFRC Startup time for internal RC oscillator 500 us
ILFRe Run current for LFRC 1.0 UA

4.12 OSCILLATORS — Oscillator control

The system oscillators are shared between the cores in the system and automatically controlled by the
clock control system, see CLOCK — Clock control on page 73.
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The system has the following crystal oscillators:

¢ High-frequency 32 MHz crystal oscillator (HFXO)
e Low-frequency 32.768 kHz crystal oscillator (LFXO)

The crystal oscillators can be configured to use either built-in or external capacitors.

4.12.1 High-frequency (32 MHz) crystal oscillator (HFXO)

The high-frequency crystal oscillator (HFXO) is controlled by a 32 MHz external crystal.

The crystal oscillator is designed for use with an AT-cut quartz crystal in parallel resonant mode, connected
between pins XC1 and XC2. To achieve correct oscillation frequency, the load capacitance must match the
specification in the crystal data sheet. The following figure shows how the 32 MHz crystal is connected to

the high frequency crystal oscillator.

% XC2
M|
I[ll

L
32MHz T @2

crystal

0
=

HH3

Figure 21: Circuit diagram of the high-frequency crystal oscillator

The load capacitance (CL) is the total capacitance seen by the crystal across its terminals and is calculated
by the following equation.

(C1'-C2)
(C1 + C2)
Ct'=C1+ Cpcb1 + Cp,'n
62/ =C2+ Cpcbg + Cp,',—,

CL=

Figure 22: Load capacitance equation

C1 and C2 are ceramic SMD capacitors connected between each crystal terminal and ground. For more
information, see Reference circuitry on page 801. Cpcp1 and Cpcp, are stray capacitance on the PCB.

Cpin is the pin input capacitance on pins XC1 and XC2. See table 32 MHz crystal oscillator (HFXO) on page
102. The load capacitors C1 and C2 should have the same value.

For reliable operation, the crystal load capacitance, shunt capacitance, equivalent series resistance, and
drive level must comply with the specifications in table 32 MHz crystal oscillator (HFXO) on page 102. It

is recommended to use a crystal with lower than maximum load capacitance and/or shunt capacitance. A
low load capacitance will reduce both startup time and current consumption.

4.12.1.1 Using internal capacitors

Optional internal capacitors ranging from 7.0 pF to 20.0 pF in 0.5 pF steps, are provided on pins XC1 and
XC2.

Enabling internal capacitors eliminates the need for external capacitors for the 32 MHz crystal. The
configuration of the internal capacitors must take place before starting the high-frequency crystal
oscillator (HFXO).

The internal capacitors are used instead of the external capacitors C1 and C2, and the total capacitance
seen by the crystal across its terminals is calculated by the load capacitance equation in High-frequency
(32 MHz) crystal oscillator (HFXO) on page 99.
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To enable the internal capacitors, find the correct XOSC32MCAPS.CAPVALUE field using the following
equation.

CAPVALUE = (((FICR->XOSC32MTRIM.SLOPE+56) * (CAPACITANCE*2-14))
+ ( (FICR->XOSC32MTRIM.OFFSET-8)<<4) +32) >>6;
The equation has the following variables

e CAPACITANCE is the desired capacitor value in pF, holding any value between 7.0 pF and 20.0 pF in
0.5 pF steps.
¢ FICR->XOSC32MTRIM are factory trim values which usually are different from device to device.

Finally, set XOSC32MCAPS.ENABLE to Enabled, to activate the capacitors.
After this, when HFXO is started, it will use the internal capacitor values together with the external crystal.

Note: It is possible to avoid using floating point numbers by pre-calculating the
(CAPACITANCE*2-14) field of the above equation.

4.12.2 Low-frequency (32.768 kHz) crystal oscillator (LFXO)

For higher LFCLK accuracy (when greater than = 250 ppm accuracy is required), the 32.768 kHz crystal
oscillator (LFXO) must be used.

To use the LFXO, a 32.768 kHz crystal must be connected between the XL1 and XL2 pins, as illustrated in

the following figure.

XL1 XL2

0

C1T 32768kHz T C2
= crystal =

Figure 23: Circuit diagram of the low-frequency crystal oscillator

To enable oscillator functionality on XL1 and XL2 pins, use value Peripheral for the MCUSEL bitfield of the
register PIN_CNF[n] (n=0..31) (Retained) on page 233.

To achieve correct oscillation frequency, the load capacitance (CL) must match the specification in
the crystal data sheet. The load capacitance (CL) is the total capacitance seen by the crystal across its
terminals. It is calculated by the following equation.

(C1'- C2)
(C1'+ C2)
C1" = C1 + Cpep1 + Cpin

CL=

Figure 24: Load capacitance equation

C1 and C2 are ceramic SMD capacitors connected between each crystal terminal and ground. Cpp1 and
Coch2 are stray capacitance on the PCB. Cy, is the pin input capacitance on the XL1 and XL2 pins (see
32.768 kHz crystal oscillator (LFXO) on page 104). The load capacitors C1 and C2 should have the same
value.

For more information, see Reference circuitry on page 801.
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4.12.2.1 Using internal capacitors
Optional internal capacitors of 6 pF, 7 pF, and 9 pF are provided between pins XL1 and XL2.

Enabling the internal capacitor between XL1 and XL2 pins eliminates the need for external capacitors for
the 32 kHz crystal, as shown in the following figure.

>

r
g Cint

XL1 EF ”:“ EF XL2

32.768 kHz
crystal

Figure 25: Internal capacitor for the 32 kHz crystal

To enable this capacitor, choose the correct Ciyt capacitance in register XOSC32KI.INTCAP. The value of the
internal capacitor C;yt must match the specification in the crystal data sheet. Cy7 is the capacitance seen
by the crystal across its terminals, including pin capacitance but excluding PCB stray capacitance.

4.12.3 Low-frequency (32.768 kHz) external source

The 32.768 kHz crystal oscillator (LFXO) is designed to work with external sources.
The following external sources are supported:

¢ Alow swing clock. The signal should be applied to the XL1 pin with the XL2 pin grounded. Set
OSCILLATORS.XOSC32KI.BYPASS=Disabled.

¢ A rail-to-rail clock. The signal should be applied to the XL1 pin with the XL2 pin left unconnected. Set
OSCILLATORS.XOSC32KI.BYPASS=Enabled.

In order to use an external source, configure LFCLKSRC.SRC=LFXO.

4.12.4 Registers

Base address Domain Peripheral Instance Secure mapping DMA security Description Configuration

OSCILLATORS :

0x50004000 S
APPLICATION OSCILLATORS us NA Oscillator configuration
0x40004000 OSCILLATORS :
NS
Table 27: Instances
Register Offset Security Description
XOSC32MCAPS 0x5C4 Programmable capacitance of XC1 and XC2 Retained
XOSC32KI.BYPASS 0x6C0 Enable or disable bypass of LFCLK crystal oscillator with external clock source Retained
XOSC32KI.INTCAP 0x6D0 Control usage of internal load capacitors Retained

Table 28: Register overview

4.12.4.1 XOSC32MCAPS (Retained)
Address offset: 0x5C4

This register is a retained register
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Programmable capacitance of XC1 and XC2

ID R/W  Field Value ID Description
A RW  CAPVALUE Value representing capacitance, calculated using provided
equation
B RW  ENABLE Enable on-chip capacitors on XC1 and XC2
Disabled 0 Capacitor disabled (use external caps)
Enabled 1 Capacitor enabled

4.12.4.2 XOSC32KI.BYPASS (Retained)
Address offset: 0x6CO
This register is a retained register

Enable or disable bypass of LFCLK crystal oscillator with external clock source

ID R/W  Field Value ID Description

A RW  BYPASS Enable or disable bypass of LFCLK crystal oscillator with
external clock source
Disabled 0 Disable (use with crystal or low-swing external source)

Enabled 1 Enable (use with rail-to-rail external source)

4.12.4.3 XOSC32KI.INTCAP (Retained)
Address offset: 0x6D0

This register is a retained register

Control usage of internal load capacitors

ID R/W  Field Value ID Description
A RW  INTCAP Control usage of internal load capacitors
External 0 Use external load capacitors
C6PF 1 6 pF internal load capacitance
C7PF 2 7 pF internal load capacitance
C9PF 3 9 pF internal load capacitance

4.12.5 Electrical specification

4.12.5.1 32 MHz crystal oscillator (HFXO)

furxo External crystal frequency 32 MHz
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Symbol

froL_HFxo
froL_Hrxo_BLE
froL_HFxo_BLE_LP
CL_Hrxo
Co_HFxo
Rs_Hrxo_7pF
Rs_Hrxo_3pF
Pp_Hrxo
CpIN_HFXO
CpIN_HFXO_INT
CHEXO_INT_MIN

CHEXO_INT_MAX

IsTBY X32M

IsTBY_X32M_X0

IsTBY_X32M_X1

IsTBY_X32M_X2

IsTBY_X32M_X3

ISTART_X32M

ISTART_X32M_x0

ISTART_X32M_x1

ISTART_X32M_x2

ISTART_X32M_x3

troweruP_x32M

tpowERUP_X32M_X0

4406_640 v1.3

Description

Frequency tolerance requirement for 2.4 GHz proprietary
radio applications

Frequency tolerance requirement, Bluetooth Low Energy
applications, packet length < 200 bytes

Frequency tolerance requirement, Bluetooth Low Energy
applications, packet length > 200 bytes

Load capacitance

Shunt capacitance

Equivalent series resistance 3 pF < CO <=7 pF

Equivalent series resistance CO <=3 pF

Drive level

Input capacitance XC1 and XC2 with internal capacitors
disabled

Input capacitance XC1 and XC2 with internal capacitors
enabled

Input capacitance XC1 and XC2, internal capacitor at
minimum value, excluding Cpin_Hrxo_INT

Input capacitance XC1 and XC2, internal capacitor at
maximum value, excluding Cpin_nFxo_INT

Core standby current for various crystals

Typical parameters for a given 2.5mm x 2.0mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 1 pF, LM_HFXO = 7 mH,
RS_HFX0 =200Q

Typical parameters for a given 1.6mm x 1.2mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 0.4 pF, LM_HFXO = 20 mH,
RS_HFXO =40 Q

Typical parameters for a given 2.0mm x 1.6mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 0.73 pF, LM_HFXO = 9.47 mH,
RS_HFXO = 16.32 Q

Typical parameters for a given 1.2mm x 1.0mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 0.42 pF, LM_HFXO = 22.7 mH,
RS_HFXO =100 Q

Average startup current for various crystals, first 1 ms
Typical parameters for a given 2.5mm x 2.0mm crystal:
CL_HFXO = 8 pF, CO_HFXO = 1 pF, LM_HFXO = 7 mH,
RS_HFXO=200Q

Typical parameters for a given 1.6mm x 1.2mm crystal:
CL_HFXO = 8 pF, CO_HFXO = 0.4 pF, LM_HFXO = 20 mH,
RS_HFX0 =40 Q

Typical parameters for a given 2.0mm x 1.6mm crystal:
CL_HFXO = 8 pF, CO_HFXO = 0.73 pF, LM_HFXO = 9.47 mH,
RS_HFXO0=16.32Q

Typical parameters for a given 1.2mm x 1.0mm crystal:
CL_HFXO = 8 pF, CO_HFXO = 0.42 pF, LM_HFXO = 22.7 mH,
RS_HFXO = 100 Q

Power-up time for various crystals

Typical parameters for a given 2.5mm x 2.0mm crystal:
CL_HFXO = 8 pF, CO_HFXO = 1 pF, LM_HFXO = 7 mH,
RS_HFX0=20Q

103

Min.

Typ.

5.5

25

20

65

187

181

790

467

60

60

+40

12

60
100
100

Units

ppm

ppm

ppm

pF

pF

W

pF

pF

pF

pF

HA

HA

us

N

NORDIC

SEMICONDUCTOR



Power and clock management

troweruP_x32M_x1

troweruP_x32M_x2

troweruP_x32M_x3

4.12.5.2 32.768 kHz crystal oscillator (LFXO)

Typical parameters for a given 1.6mm x 1.2mm crystal:
CL_HFXO = 8 pF, CO_HFXO = 0.4 pF, LM_HFXO = 20 mH,
RS_HFXO =40 Q

Typical parameters for a given 2.0mm x 1.6mm crystal:
CL_HFXO = 8 pF, CO_HFXO = 0.73 pF, LM_HFXO = 9.47 mH,
RS_HFX0 =16.32Q

Typical parameters for a given 1.2mm x 1.0mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 0.42 pF, LM_HFXO = 22.7 mH,
RS_HFXO = 100 Q

187

flexo

fToL_Lrxo_BLE

froL_trxo_ant
Ci_irxo
Co_LFx0
Rs_Lrxo

Pp_Lrxo

VamPpiN,xo,Low

4406_640v1.3

External crystal frequency

Frequency tolerance requirement, Bluetooth Low Energy
applications

Frequency tolerance requirement for ANT applications
Load capacitance

Shunt capacitance

Equivalent series resistance

Drive level

Input capacitance on XL1 and XL2 pads when internal
capacitor is disabled

Total capacitance between XL1 and XL2 pads when internal
capacitor enabled

Peak-to-peak amplitude for external low swing clock. Input

signal must not swing outside supply rails.

104

200

32.768

+500

1000

mV
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Application core

The application core contains a low-power microcontroller with embedded flash memory and a full
featured Arm Cortex-M33 processor.

In addition, the application core includes a rich set of peripherals for serial communication, analog
interfaces, and cryptographic acceleration. See the following figure for more information. Arrows with
white heads indicate signals that share physical pins with other signals, while arrows with black heads are
dedicated to one signal.

5.1 Block diagram

The following image shows the application core block diagram.
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Application core
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Figure 26: Application core block diagram
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5.2 CPU

The Arm Cortex-M33 processor has a 32-bit instruction set (Thumb-2 technology) that implements a super
set of 16- and 32-bit instructions to maximize code density and performance.

This processor implements several features that enable energy-efficient arithmetic and high-performance
signal processing including:

* Digital signal processing (DSP) instructions

¢ Single-cycle multiply and accumulate (MAC) instructions

¢ Hardware divide

e 8- and 16-bit single instruction multiple data (SIMD) instructions
¢ Single-precision floating-point unit (FPU)

¢ Memory Protection Unit (MPU)

¢ Arm TrustZone for Armv8-M

The Arm Cortex Microcontroller Software Interface Standard (CMSIS) is implemented and available for the
application processor.

Real-time execution is highly deterministic in thread mode, to and from sleep modes, and when handling
events at configurable priority levels via the Nested Vectored Interrupt Controller (NVIC).

Executing code from internal or external flash will have a wait state penalty. The instruction cache can
be enabled to minimize flash wait states when fetching instructions. For more information on cache, see
Cache on page 337. CPU performance parameters including wait states for different configurations,

CPU current consumption and efficiency, and processing power and efficiency based on the CoreMark
benchmark can be found in Electrical specification on page 107.

5.2.1 Floating point interrupt

The floating point unit (FPU) may generate exceptions, for example, due to overflow or underflow. These
exceptions may trigger interrupts when enabled in the FPU peripheral. For more information, see FPU —
Floating point unit (FPU) exceptions on page 219.

5.2.2 Electrical specification

5.2.2.1 CPU performance

Symbol Description Min. Typ. Max. Units
WELAsH128 CPU wait states, running CoreMark at 128 MHz from flash, 4
cache disabled
WELASHCACHE128 CPU wait states, running CoreMark at 128 MHz from flash, 5
cache enabled
Wram128 CPU wait states, running CoreMark at 128 MHz from RAM 0
WeLAsHe4 CPU wait states, running CoreMark at 64 MHz from flash, 5
cache disabled
W ELASHCACHES4 CPU wait states, running CoreMark at 64 MHz from flash, 6

cache enabled

Wgrawmea CPU wait states, running CoreMark at 64 MHz from RAM 0
CMELASHCACHEL28 CoreMark, running from flash, cache enabled, HFX0128M 514 CoreMark
CMEASH128/MHz CoreMark per MHz, running from flash, cache enabled, 4.0 CoreMark/

HFX0128M MHz
CMEasH128/mA CoreMark per mA, running from flash, cache enabled, DCDC 66 CoreMark/

3V, HFX0128M mA

N
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Symbol Description Min. Typ. Max. Units

CMELASHCACHES4 CoreMark, running from flash, cache enabled, HFX064M 257 CoreMark

CMEASHB4/MHz CoreMark per MHz, running from flash, cache enabled, 4.0 CoreMark/
HFX064M MHz

CMELAsH64/mA CoreMark per mA, running from flash, cache enabled, DCDC 72.5 CoreMark/
3V, HFX064M mA

5.2.3 CPU and support module configuration

The Arm Cortex-M33 processor has a number of CPU options and support modules implemented on the

device.

Option/Module Description Implemented
Core options

PRIORITIES Priority bits 3

WIC Wakeup Interrupt Controller NO
Endianness Memory system endianness Little endian
DWT Data Watchpoint and Trace YES

Modules

MPU Number of non-secure MPU regions 8

Number of secure MPU regions 8
SAU Number of SAU regions 0
See SPU for more information about
secure regions.

FPU Floating-point unit YES

DSP Digital Signal Processing Extension YES

Arm TrustZone for | Armv8-M Security Extensions YES

Armv8-M

CPIF Coprocessor interface NO

ETM Embedded Trace Macrocell YES

ITM Instrumentation Trace Macrocell YES

MTB Micro Trace Buffer NO

CTI Cross Trigger Interface YES

BPU Breakpoint Unit YES

HTM AHB Trace Macrocell NO

5.3 Memory

The application core contains flash memory and RAM that can be used for code and data storage.
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The following figure shows how the CPU, network core, and peripherals with EasyDMA can access RAM
via the AHB multilayer interconnect. The domain configuration (DCNF) registers can block access from

external DMA masters, see DCNF — Domain configuration on page 201.

Arm’ Cortex’-M33

Network
core AHB Master AHB Master
AHB Master Cache
8 kB 2-way
set associative
“
g 3
2 £
g g
3 2
(] n
r r
L L
DCNF
EXTPERI[0]
SLAVEO
fffffffff {3}
DCNF
EXTRAMI[O]
SLAVE7
————————— L e [ S B B B R
SLAVE6
————————— o t—-Pf}—At1
SLAVES
fffffffff O {3}
SLAVE4
fffffffff &3}
SLAVE3
————————— L E [ ] S e e [
SLAVE2
————————— o -1t
SLAVEL
fffffffff O3}
SLAVEO
fffffffff L E [ ] S e e I
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1',,,,,,,,,,,,,,,,,,,,,,,,, e
DCNF
EXTCODE[0]
SLAVEO
————————— ot — )

AHB Multilayer Interconnect
External side

AHB Multilayer Interconnect
Internal side

DMA
AI':BES\FZ\I/G UsBD master
DMA
AEBESEL CryptoCell master [
’\ Secure APB
APB
APPBESE\I/E kMU Master
A’:BE/EJB APB Peripherals m')::t’:r
slave
Section 15
RAM7
AHB slave Section 1
Section 0 0x2007 0000
Section 15
RAM6
AHB slave Section 1
Section 0 0x2006 0000
Section 15
RAMS5
AHB slave Section 1
Section 0 0x2005 0000
Section 15
RAM4
AHB slave Section 1
Section 0O 0x2004 0000
Section 15
RAM3
AHB slave Section 1
Section 0 0x2003 0000
Section 15
RAM2
AHB slave Section 1
Section 0 0x2002 0000
Section 15
RAM1
AHB slave Section 1
Section 0 0x2001 0000
Section 15
RAMO
Section O 0x2000 0000
OXLFFF FFFF
XIP External
AHB slave QsPI
(read-only) Memory
0x1000 0000
Page 255 0x000F FOOO0
Pages
3..254
CODEO 0x0000 3000
AHB slave
Page 2 0x0000 2000
Page 1 0x0000 1000
Page 0 0x0000 0000
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5.3.1 Peripheral instantiation

The following table describes the abbreviations used in the Instance, Secure mapping, and DMA security
columns of the instantiation table.

Abbreviation  Description

NS Non-secure - Peripheral is always accessible as a Non-Secure peripheral

S Secure - Peripheral is always accessible as a Secure peripheral

us User Selectable - A Secure or Non-secure attribute for the peripheral is defined in the
SPU

SPLIT Both Secure and Non-secure - The same resource is shared by both secure and non-
secure code

NA Not Applicable - Peripheral has no DMA capability

NSA NoSeparateAttribute - Peripheral with DMA and DMA transfer has the same security
attribute as assigned to the peripheral

SA SeparateAttribute - Peripheral with DMA and DMA transfers can have a different

security attribute than the one assigned to the peripheral

Table 29: Instantiation table abbreviations

The Secure mapping column in the following table defines configuration capabilities for the Arm TrustZone
for Armv8-M secure attribute. The DMA security column describes the DMA capabilities of the peripheral.

5.3.1.1 Instantiation

ID  Base address

0x50000000
° 0x40000000
0x50000000
0 0x40000000

1 0x50001000
3 0x50003000

0x50004000
0x40004000

0x50004000
0x40004000
0x50005000
0x40005000
0x50005000
0x40005000
0x50005000
0x40005000
0x50006000
0x40006000
0x50008000
0x40008000
0x50008000
0x40008000

4406_640v1.3

Peripheral Instance Secure mapping DMA security Description
DCNF:S
DCNF us NA Domain configuration
DCNF : NS
FPU:S
FPU us NA Floating Point unit interrupt control
FPU : NS
CACHE CACHE S NA Cache
SPU SPU S NA System protection unit

OSCILLATORS : S

OSCILLATORS OSCILLATORS : us NA Oscillator configuration
NS
REGULATORS : S

REGULATORS us NA Regulator configuration
REGULATORS : NS

CLOCK: S
CLOCK us NA Clock control
CLOCK : NS
POWER: S
POWER us NA Power control
POWER : NS
RESET: S
RESET us NA Reset control and status
RESET : NS
CTRLAP : S
CTRLAPPERI us NSA Control access port CPU side
CTRLAP : NS
SPIMO : S
SPIM us SA SPI master 0
SPIMO : NS
SPISO: S
SPIS us SA SPI slave O
SPISO : NS

N
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10

11

11

11

11

11

12

12

12

12

12

13

14

15

16

17

20

21

23

Base address
0x50008000
0x40008000
0x50008000
0x40008000
0x50008000
0x40008000
0x50009000
0x40009000
0x50009000
0x40009000
0x50009000
0x40009000
0x50009000
0x40009000
0x50009000
0x40009000
0x5000A000
0x4000A000
0x5000B000
0x4000B000
0x5000B000
0x4000B000
0x5000B000
0x4000B000
0x5000B000
0x4000B000
0x5000B000
0x4000B000
0x5000C000
0x4000C000
0x5000C000
0x4000C000
0x5000C000
0x4000C000
0x5000C000
0x4000C000
0x5000C000
0x4000C000
0x5000D000
0x5000E000
0x4000E000
0x5000F000
0x4000F000
0x50010000
0x40010000
0x50011000
0x40011000
0x50014000
0x40014000
0x50015000
0x40015000
0x50017000
0x40017000
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Peripheral

TWIM

TWIS

UARTE

SPIM

SPIS

TWIM

TWIS

UARTE

SPIM

SPIM

SPIS

TWIM

TWIS

UARTE

SPIM

SPIS

TWIM

TWIS

UARTE

GPIOTE

SAADC

TIMER

TIMER

TIMER

RTC

RTC

DPPIC

Instance
TWIMO : S
TWIMO : NS
TWISO: S
TWISO : NS
UARTEO : S
UARTEO : NS
SPIM1:S
SPIM1 : NS
SPIS1:S
SPIS1: NS
TWIM1 : S
TWIM1 : NS
TWIS1:S
TWIS1 : NS
UARTE1:S
UARTEL : NS
SPIM4 : S
SPIM4 : NS
SPIM2: S
SPIM2 : NS
SPIS2:S
SPIS2 : NS
TWIM2 : S
TWIM2 : NS
TWIS2: S
TWIS2 : NS
UARTE2 : S
UARTE2 : NS
SPIM3:S
SPIM3 : NS
SPIS3: S
SPIS3 : NS
TWIM3 : S
TWIM3 : NS
TWIS3 : S
TWIS3 : NS
UARTE3 : S
UARTE3 : NS
GPIOTEO
SAADC: S
SAADC : NS
TIMERO : S
TIMERO : NS
TIMER1:S
TIMER1 : NS
TIMER2 : S
TIMER2 : NS
RTCO:S
RTCO : NS
RTC1:S
RTC1 : NS
DPPIC:S
DPPIC: NS

Secure mapping DMA security

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

SPLIT

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

NA

SA

NA

NA

NA

NA

NA

NA

111

Description

Two-wire interface master 0

Two-wire interface slave 0

Universal asynchronous receiver/transmitter

with EasyDMA 0

SPI master 1

SPI slave 1

Two-wire interface master 1

Two-wire interface slave 1

Universal asynchronous receiver/transmitter

with EasyDMA 1

SPI master 4 (high-speed)

SPI master 2

SPI slave 2

Two-wire interface master 2

Two-wire interface slave 2

Universal asynchronous receiver/transmitter

with EasyDMA 2

SPI master 3

SPI slave 3

Two-wire interface master 3

Two-wire interface slave 3

Universal asynchronous receiver/transmitter
with EasyDMA 3

GPIO tasks and events

Successive approximation analog-to-digital

converter

Timer 0

Timer 1

Timer 2

Real time counter 0

Real time counter 1

DPPI controller
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ID  Base address Peripheral Instance Secure mapping DMA security Description
0x50018000 WDTO : S

24 WDT us NA Watchdog timer 0
0x40018000 WDTO : NS
0x50019000 WDT1:S

25 WDT us NA Watchdog timer 1
0x40019000 WDT1: NS
0x5001A000 COMP : S

26 COMP us NA Comparator
0x4001A000 COMP : NS
0x5001A000 LPCOMP : S

26 LPCOMP us NA Low-power comparator
0x4001A000 LPCOMP : NS
0x5001B000 EGUO: S

27 EGU us NA Event generator unit 0
0x4001B000 EGUO : NS
0x5001C000 EGU1:S

28 EGU us NA Event generator unit 1
0x4001C000 EGU1:NS
0x5001D000 EGU2:S

29 EGU us NA Event generator unit 2
0x4001D000 EGU2 : NS
0x5001E000 EGU3:S

30 EGU us NA Event generator unit 3
0x4001E000 EGU3: NS
0x5001F000 EGU4 :S

31 EGU us NA Event generator unit 4
0x4001F000 EGU4 : NS
0x50020000 EGU5:S

32 EGU us NA Event generator unit 5
0x40020000 EGU5 : NS
0x50021000 PWMO : S

33 PWM us SA Pulse width modulation unit 0
0x40021000 PWMO : NS
0x50022000 PWM1:S

34 PWM us SA Pulse width modulation unit 1
0x40022000 PWM1 : NS
0x50023000 PWM2 :S

35 PWM us SA Pulse width modulation unit 2
0x40023000 PWM2 : NS
0x50024000 PWM3:S

36 PWM us SA Pulse width modulation unit 3
0x40024000 PWM3 : NS
0x50026000 PDMO: S Pulse density modulation (digital microphone)

38 PDM us SA
0x40026000 PDMO : NS interface
0x50028000 1250:S

40 12S us SA Inter-IC sound interface
0x40028000 1250 : NS
0x5002A000 IPC:S

42 IPC us NA Interprocessor communication
0x4002A000 IPC : NS
0x5002B000 QSPI: S External memory (quad serial peripheral)

43 QSPI us SA
0x4002B000 QSPI: NS interface
0x5002D000 NFCT: S

45 NFCT us SA Near field communication tag
0x4002D000 NFCT : NS

47 0x4002F000 GPIOTE GPIOTE1 NS NA GPIO tasks and events
0x50030000 MUTEX : S

48 MUTEX us NA Mutual exclusive hardware support
0x40030000 MUTEX : NS
0x50033000 QDECO: S

51 QDEC us NA Quadrature decoder 0
0x40033000 QDECO : NS
0x50034000 QDEC1:S

52 QDEC us NA Quadrature decoder 1
0x40034000 QDEC1 : NS
0x50036000 USBD:S

54 USBD us SA Universal serial bus device
0x40036000 USBD : NS

USBREGULATOR :

0x50037000 S

55 USBREG us NA USB regulator control
0x40037000 USBREGULATOR :

NS

0x50039000 KMU : S

57 KMU SPLIT NA Key management unit
0x40039000 KMU : NS
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ID  Base address Peripheral Instance Secure mapping DMA security Description
0x50039000 NVMC: S

57 NVMC SPLIT NA Non-volatile memory controller
0x40039000 NVMC : NS
0x50842500 PO:S

66 GPIO SPLIT NA General purpose input and output, port 0
0x40842500 PO : NS
0x50842800 P1:S

66 GPIO SPLIT NA General purpose input and output, port 1
0x40842800 P1:NS

68  0x50844000 CRYPTOCELL CRYPTOCELL S NSA CryptoCell subsystem control interface
0x50081000 VMC: S

129 VMC us NA Volatile memory controller
0x40081000 VMC : NS

N/A  0xO0F00000 CACHEDATA CACHEDATA S NA Cache data

N/A  0xO0F08000 CACHEINFO CACHEINFO S NA Cache info

N/A  0xO0FF0000 FICR FICR S NA Factory information configuration registers

N/A  0x00FF8000 UICR UICR S NA User information configuration registers

N/A  0xE0042000 CTI CTI S NA Cross-trigger interface

N/A  0xE0080000 TAD TAD S NA Trace and debug control

Table 30: Instantiation table

5.4 Core components

5.4.1 CACHE — Instruction/data cache

The cache is two-way set associative with a least recently used (LRU) replacement policy. Both instruction

and data accesses towards flash memory or XIP code regions are cached.
The cache has the following features:

e 128-bit cache line

e Configurable as a cache or general purpose RAM

e Hit/miss counters per NVM region and access type (instruction or data)
* Readable cache content (for profiling)

¢ Data, tag, valid, and most recently used (MRU) bits
¢ Can be disabled when not in use

¢ Manual invalidation and erase support

¢ Locking cache updates on cache misses
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Figure 28: Cache overview

In Cache mode (MODE=Cache), instruction and data accesses from the CPU over the code bus towards
internal or external flash, are cached. The contents of the cache, i.e. data, tag, valid, and MRU bits, are
memory mapped, see Cache content on page 114. This can be used for performance profiling of code
running in the system. Access to the cache content region is read-only by default, but can be blocked by
enabling a lock bit in DEBUGLOCK on page 119. Preventing cache content updates on cache misses can
be enabled through register DEBUGLOCK on page 119. When enabled, cache content is not replaced,
but kept intact. The cache is still enabled and provides fast instruction and data fetches for cached
content.

Access to internal or external flash memory will not be cached when in Ram mode (MODE=Ram). Instead,
the cache data content, as described in Cache content on page 114, can be used as read/write RAM.

5.4.1.1 Cache content

Cache information is divided into cache info content and cache data content.

Cache info content is organized in memory as shown in the following figure.
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MRU YV Tag Offset
SetN, Way1l N*8 +4
SetN,Wayo | | | N*8
seti, wayl [ | | OXC
Setl, Wayo | | | 0x8
Seto, Wayl | | | 0x4
seto,Wayo | | | 0x0

L L L. . .

32 bit

Figure 29: Cache info content

The V field contains the bit that indicates if a cache entry is valid or not. All V fields are cleared when
invalidating the cache using register INVALIDATE on page 118, when disabling the cache using register
ENABLE on page 117, or when changing MODE from Ram to Cache. The MRU field indicates which way
was used most recently in the set. The MRU bit is updated on each fetch from the cache and is used for
the cache replacement policy. The Tag field is used to check if an entry in the cache matches the address
being fetched.

The following figure shows how the cache data content is organized in memory.

Offset
Data [127:96] N*0x20 + 0xC
Data [95:64] N*0x20 + 0x8
SetN, Way0
Data [63:32] N*0x20 + Ox4
Data [31:0] N*0x20
Data [127:96] 0x1C
Data [95:64] 0x18
Set0, Way1l
Data [63:32] 0x14
Data [31:0] 0x10
Data [127:96] 0x0C
Data [95:64] 0x08
Set0, Way0
Data [63:32] 0x04
Data [31:0] 0x00

T
32 bit

Figure 30: Cache data content

Each set consists of two ways, each containing 128 bits of data. The 128-bit data is available as 4x32-bit
words in sequential order. When operating in Ram mode (MODE = Ram), the data is accessible as general
purpose RAM.

The cache info and cache data content are memory mapped in the CACHEINFO and CACHEDATA regions.
These can be accessed in the CACHEINFO registers and CACHEDATA registers respectively.
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5.4.1.2 Profiling

The cache includes profiling counters IHIT, IMISS, DHIT, and DMISS for both flash and execute-in-place
(XIP).

Cache performance on executed code is indicated by these counters when enabled through
PROFILINGENABLE on page 118. The counters can be cleared at any time using PROFILINGCLEAR on
page 118. Writing to this register will clear all profiling counters. After being cleared, the counters will
increment at the next instruction, or data fetch, according to the rules in the following table.

Profiling counter Description

IHIT Increased on a cache hit for instruction fetch

IMISS Increased on a cache miss for instruction fetch

DHIT Increased on a cache hit for data fetch (i.e. LOAD type instruction targeting the cache region)
DMISS Increased on a cache miss for data fetch (i.e. LOAD type instruction targeting the cache region)

Table 31: Profiling counters

5.4.1.3 Registers

Base address Domain Peripheral Instance Secure mapping DMA security Description Configuration

0x50001000 APPLICATION CACHE CACHE S NA Cache

Table 32: Instances

Register Offset Security Description

PROFILING[n].IHIT 0x400 Instruction fetch cache hit counter for cache region n, where n=0 means Flash and n=1
means XIP.

PROFILING[n].IMISS 0x404 Instruction fetch cache miss counter for cache region n, where n=0 means Flash and

n=1 means XIP.

PROFILING[n].DHIT 0x408 Data fetch cache hit counter for cache region n, where n=0 means Flash and n=1
means XIP.

PROFILING[n].DMISS 0x40C Data fetch cache miss counter for cache region n, where n=0 means Flash and n=1
means XIP.

ENABLE 0x500 Enable cache.

INVALIDATE 0x504 Invalidate the cache.

ERASE 0x508 Erase the cache.

PROFILINGENABLE 0x50C Enable the profiling counters.

PROFILINGCLEAR 0x510 Clear the profiling counters.

MODE 0x514 Cache mode.

Switching from Cache to Ram mode causes the RAM to be cleared.

Switching from RAM to Cache mode causes the cache to be invalidated.

DEBUGLOCK 0x518 Lock debug mode.
ERASESTATUS 0x51C Cache erase status.
WRITELOCK 0x520 Lock cache updates. Prevents updating of cache content on cache misses, but will

continue to lookup instruction/data fetches in content already present in the cache.

Ignored in RAM mode.
Table 33: Register overview

5.4.1.3.1 PROFILING[n].IHIT (n=0..1)
Address offset: 0x400 + (n x 0x20)
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Instruction fetch cache hit counter for cache region n, where n=0 means Flash and n=1 means XIP.

ID R/W  Field Value ID Description

A R HITS Number of instruction cache hits

5.4.1.3.2 PROFILING[n].IMISS (n=0..1)
Address offset: 0x404 + (n x 0x20)

Instruction fetch cache miss counter for cache region n, where n=0 means Flash and n=1 means XIP.

ID  R/W Field Value ID Description

A R MISSES Number of instruction cache misses

5.4.1.3.3 PROFILING[n].DHIT (n=0..1)
Address offset: 0x408 + (n x 0x20)

Data fetch cache hit counter for cache region n, where n=0 means Flash and n=1 means XIP.

ID R/W  Field Value ID Description

A R HITS Number of data cache hits

5.4.1.3.4 PROFILING[n].DMISS (n=0..1)
Address offset: 0x40C + (n x 0x20)

Data fetch cache miss counter for cache region n, where n=0 means Flash and n=1 means XIP.

ID R/W  Field Value ID Description

A R MISSES Number of data cache misses

5.4.1.3.5 ENABLE
Address offset: 0x500

Enable cache.
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ID R/W  Field Value ID Value Description

A RW  ENABLE Enable cache
Disabled 0 Disable cache
Enabled 1 Enable cache

5.4.1.3.6 INVALIDATE
Address offset: 0x504

Invalidate the cache.

ID R/W  Field Value ID Description
A W INVALIDATE Invalidate the cache
Invalidate 1 Invalidate the cache

Erase the cache.

ID R/W  Field Value ID Description
A w ERASE Erase the cache
Erase 1 Erase cache

5.4.1.3.8 PROFILINGENABLE

Address offset: 0x50C

Enable the profiling counters.

ID R/W  Field Value ID Description

A RW  ENABLE Enable the profiling counters
Disable 0 Disable profiling
Enable 1 Enable profiling

5.4.1.3.9 PROFILINGCLEAR
Address offset: 0x510
Clear the profiling counters.

The profiling counters can be cleared at any time. When cleared, all profiling counters will be set to zero,
and will increment at the next instruction or data fetch.
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ID R/W  Field Value ID Description

A W CLEAR Clearing the profiling counters

Clear 1 Clear the profiling counters

Cache mode.
Switching from Cache to Ram mode causes the RAM to be cleared.

Switching from RAM to Cache mode causes the cache to be invalidated.

ID R/W  Field Description

A RW  MODE Cache mode
Cache 0 Cache mode
Ram 1 RAM mode

5.4.1.3.11 DEBUGLOCK
Address offset: 0x518

Lock debug mode.

This register is ignored when CACHE is used in RAM mode. Once this register has been set to Locked, the
debug mode can only be unlocked by resetting the device.

ID R/W  Field Value ID Description

A RW1 DEBUGLOCK Lock debug mode
Unlocked 0 Debug mode unlocked
Locked 1 Debug mode locked

5.4.1.3.12 ERASESTATUS
Address offset: 0x51C

Cache erase status.

ID R/W  Field Value ID Description

A RW ERASESTATUS Cache erase status
Idle 0 Erase is not complete or hasn't started
Finished 1 Cache erase is finished

Write 0 to clear.
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5.4.1.3.13 WRITELOCK
Address offset: 0x520

Lock cache updates. Prevents updating of cache content on cache misses, but will continue to lookup
instruction/data fetches in content already present in the cache.

Ignored in RAM mode.

ID  R/W Field Value ID Description

A RW  WRITELOCK Lock cache updates
Unlocked 0 Cache updates unlocked
Locked 1 Cache updates locked

5.4.1.4 Electrical specification

5.4.1.4.1 Cache size

SizecacHEDATA CACHEDATA size 8192 Bytes

5.4.1.5 Registers

0x00F08000 APPLICATION CACHEINFO CACHEINFO S NA Cache info

Table 34: Instances

SET[n].WAY[o] 0x0 Cache information for SET[n], WAY[o].
Table 35: Register overview

5.4.1.5.1 SET[n].WAY][o] (n=0..255) (0=0..1)
Address offset: 0x0 + (n x 0x8) + (0 x 0x4)

Cache information for SET[n], WAY[o].

] R/W  Field Value ID Description

A RW  TAG Cache tag.

B R A Valid bit
Invalid 0 Invalid cache line
Valid 1 Valid cache line

C R MRU Most recently used way.
Way0 0 WayO0 was most recently used
Wayl 1 Way1 was most recently used
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5.4.1.6 Registers

0x00F00000 APPLICATION CACHEDATA CACHEDATA S NA Cache data

Table 36: Instances

SET[n].WAY[0].DATAO 0x0 Cache data bits [31:0] of SET[n], WAY[o].
SET[n].WAY[0].DATA1 0x4 Cache data bits [63:32] of SET[n], WAY[o].
SET[n].WAY[0].DATA2 0x8 Cache data bits [95:64] of SET[n], WAY[o].
SET[n].WAY[0].DATA3 0xC Cache data bits [127:96] of SET[n], WAY[o].

Table 37: Register overview

5.4.1.6.1 SET[n].WAY[0].DATAO (n=0..255) (0=0..1)
Address offset: 0x0 + (n x 0x20) + (o x 0x10)
Cache data bits [31:0] of SET[n], WAY]o].

ID R/W  Field Value ID Value Description
A RW  Data Data

5.4.1.6.2 SET[n].WAY[0].DATA1 (n=0..255) (0=0..1)

Address offset: 0x4 + (n x 0x20) + (o x 0x10)

Cache data bits [63:32] of SET[n], WAY][o].

ID R/W  Field Value ID Description

A RW Data Data

5.4.1.6.3 SET[n].WAY[0].DATA2 (n=0..255) (0=0..1)
Address offset: 0x8 + (n x 0x20) + (o x 0x10)
Cache data bits [95:64] of SET[n], WAY][o].

] R/W  Field Value ID Description

A RW Data Data

5.4.1.6.4 SET[n].WAY[0].DATA3 (n=0..255) (0=0..1)
Address offset: 0xC + (n x 0x20) + (o x 0x10)
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Cache data bits [127:96] of SET[n], WAY[o].

ID R/W  Field Value ID Description

A RW Data Data

5.4.2 FICR — Factory information configuration registers

Factory information configuration registers (FICR) are pre-programmed in factory and cannot be erased by
the user. These registers contain chip-specific information and configuration.

Note: FICR is not accessible from the network core.

5.4.2.1 Registers

0xO0FFO000 APPLICATION FICR FICR S Factory information

configuration registers

Table 38: Instances

INFO.CONFIGID 0x200 Configuration identifier

INFO.DEVICEID[n] 0x204 Device identifier

INFO.PART 0x20C Part code

INFO.VARIANT 0x210 Part Variant, Hardware version and Production configuration
INFO.PACKAGE 0x214 Package option

INFO.RAM 0x218 RAM variant

INFO.FLASH 0x21C Flash variant

INFO.CODEPAGESIZE 0x220 Code memory page size in bytes

INFO.CODESIZE 0x224 Code memory size

INFO.DEVICETYPE 0x228 Device type

TRIMCNF[n].ADDR 0x300 Address of the PAR register which will be written
TRIMCNF[n].DATA 0x304 Data

NFC.TAGHEADERO 0x450 Default header for NFC Tag. Software can read these values to populate

NFCID1_3RD_LAST, NFCID1_2ND_LAST and NFCID1_LAST.
NFC.TAGHEADER1 0x454 Default header for NFC Tag. Software can read these values to populate
NFCID1_3RD_LAST, NFCID1_2ND_LAST and NFCID1_LAST.
NFC.TAGHEADER2 0x458 Default header for NFC Tag. Software can read these values to populate
NFCID1_3RD_LAST, NFCID1_2ND_LAST and NFCID1_LAST.
NFC.TAGHEADER3 0x45C Default header for NFC Tag. Software can read these values to populate
NFCID1_3RD_LAST, NFCID1_2ND_LAST and NFCID1_LAST.

TRNG90B.BYTES 0xC00 Amount of bytes for the required entropy bits
TRNGS0B.RCCUTOFF 0xC04 Repetition counter cutoff
TRNG9S0B.APCUTOFF 0xC08 Adaptive proportion cutoff
TRNG90B.STARTUP 0xCOC Amount of bytes for the startup tests
TRNG90B.ROSC1 0xC10 Sample count for ring oscillator 1
TRNG90B.ROSC2 0xC14 Sample count for ring oscillator 2
TRNG90B.ROSC3 0xC18 Sample count for ring oscillator 3
TRNG90B.ROSC4 0xC1C Sample count for ring oscillator 4
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XOSC32MTRIM 0xC20 XOSC32M capacitor selection trim values
Table 39: Register overview

5.4.2.1.1 INFO.CONFIGID
Address offset: 0x200

Configuration identifier

ID R/W  Field Value ID Value Description

A R HWID Identification number for the HW

5.4.2.1.2 INFO.DEVICEID[n] (n=0..1)
Address offset: 0x204 + (n x 0x4)

Device identifier

ID R/W  Field Value ID Description

A R DEVICEID 64 bit unique device identifier

DEVICEID[0] contains the least significant bits of the device
identifier. DEVICEID[1] contains the most significant bits of

the device identifier.

5.4.2.1.3 INFO.PART
Address offset: 0x20C

Part code

ID R/W  Field Value ID Description
A R PART Part code
N5340 0x5340 nRF5340
Unspecified OXFFFFFFFF Unspecified
5.4.2.1.4 INFO.VARIANT

Address offset: 0x210

Part Variant, Hardware version and Production configuration
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Value ID

Description

A R VARIANT

QKAA
CLAA

Unspecified

5.4.2.1.5 INFO.PACKAGE
Address offset: 0x214

Package option

0x514B4141
0x434C4141
OXFFFFFFFF

Part Variant, Hardware version and Production
configuration, encoded as ASCII

QKAA

CLAA

Unspecified

Description

A R PACKAGE

Unspecified

5.4.2.1.6 INFO.RAM
Address offset: 0x218
RAM variant

Value ID

0x2000
0x2005
OXFFFFFFFF

Package option
QKxx - 94-pin aQFN
ClLxx - WLCSP

Unspecified

K16
K32
K64
K128
K256
K512

Unspecified

5.4.2.1.7 INFO.FLASH
Address offset: 0x21C

Flash variant

4406_640v1.3

0x10

0x20

0x40

0x80
0x100
0x200
OxFFFFFFFF
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Description

RAM variant
16 kByte RAM
32 kByte RAM
64 kByte RAM
128 kByte RAM
256 kByte RAM
512 kByte RAM

Unspecified
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ID R/W  Field Value ID Description

A R FLASH Flash variant
K128 0x80 128 kByte FLASH
K256 0x100 256 kByte FLASH
K512 0x200 512 kByte FLASH
K1024 0x400 1 MByte FLASH
K2048 0x800 2 MByte FLASH
Unspecified OXFFFFFFFF Unspecified

5.4.2.1.8 INFO.CODEPAGESIZE
Address offset: 0x220

Code memory page size in bytes

R/W  Field Value ID Description
A R CODEPAGESIZE Code memory page size in bytes
K4096 0x1000 4 kByte

5.4.2.1.9 INFO.CODESIZE
Address offset: 0x224

Code memory size

Field Value ID Description

A R CODESIZE Code memory size in number of pages

Total code space is: CODEPAGESIZE * CODESIZE bytes
P256 256 256 pages

5.4.2.1.10 INFO.DEVICETYPE
Address offset: 0x228

Device type

Field Value ID Description
A R DEVICETYPE Device type
Die 0x0000000 Device is an physical DIE
FPGA OxFFFFFFFF Device is an FPGA
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5.4.2.1.11 TRIMCNF[n].ADDR (n=0..31)
Address offset: 0x300 + (n x 0x8)

Address of the PAR register which will be written

ID R/W  Field Value ID Description

A R Address Address

5.4.2.1.12 TRIMCNF[n].DATA (n=0..31)
Address offset: 0x304 + (n x 0x8)

Data

ID R/W  Field Value ID Description

A R Data Data to be written into the PAR register

5.4.2.1.13 NFC.TAGHEADERO
Address offset: 0x450

Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W  Field Value ID Description

A R MFGID Default Manufacturer ID: Nordic Semiconductor ASA has
ICM Ox5F

B R uD1 Unique identifier byte 1

C R uD2 Unique identifier byte 2

D R uD3 Unique identifier byte 3

5.4.2.1.14 NFC.TAGHEADER1
Address offset: 0x454

Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W  Field Description
A-D R UDIi] (i=4..7) Unique identifier byte i
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5.4.2.1.15 NFC.TAGHEADER2
Address offset: 0x458

Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W  Field Value ID Description

A-D R UD[i] (i=8..11) Unique identifier byte i

5.4.2.1.16 NFC.TAGHEADER3
Address offset: 0x45C

Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID  R/W Field Value ID Description
A-D R UD[i] (i=12..15) Unique identifier byte i

5.4.2.1.17 TRNG90B.BYTES
Address offset: 0xC0O0

Amount of bytes for the required entropy bits

ID R/W  Field Value ID Description

A R BYTES Amount of bytes for the required entropy bits

5.4.2.1.18 TRNG90B.RCCUTOFF
Address offset: 0xC04

Repetition counter cutoff

ID R/W  Field Value ID Description

A R RCCUTOFF Repetition counter cutoff

5.4.2.1.19 TRNG90OB.APCUTOFF
Address offset: 0xC08

Adaptive proportion cutoff
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ID R/W  Field Value ID Description

A R APCUTOFF Adaptive proportion cutoff

5.4.2.1.20 TRNG90B.STARTUP
Address offset: 0xCOC

Amount of bytes for the startup tests

ID R/W  Field Value ID Description

A R STARTUP Amount of bytes for the startup tests

5.4.2.1.21 TRNG90B.ROSC1
Address offset: 0xC10

Sample count for ring oscillator 1

ID R/W  Field Value ID Description

A R ROSC1 Sample count for ring oscillator 1

5.4.2.1.22 TRNG90B.ROSC2
Address offset: 0xC14

ID R/W  Field Value ID Value Description

A R ROSC2 Sample count for ring oscillator 2

5.4.2.1.23 TRNG90B.ROSC3
Address offset: 0xC18

ID R/W  Field Value ID Description

A R ROSC3 Sample count for ring oscillator 3
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5.4.2.1.24 TRNG90B.ROSC4
Address offset: 0xC1C

Sample count for ring oscillator 4

ID R/W  Field Value ID Description

A R ROSC4 Sample count for ring oscillator 4

5.4.2.1.25 XOSC32MTRIM
Address offset: 0xC20

XOSC32M capacitor selection trim values

Note: To enable the optional internal capacitors on XC1 and XC2 pins, see to the "Using internal
capacitors" section of the OSCILLATORS chapter.

ID R/W  Field Value ID Value Description

A R SLOPE [-16..15] Slope trim factor on twos complement form
-16: Minimum slope

15: Maximum slope

B R OFFSET [31..0] Offset trim factor on integer form
0: Minimum offset

31: Maximum offset

5.4.3 UICR — User information configuration registers

The user information configuration registers (UICRs) are non-volatile memory (NVM) registers for
configuring user specific settings and storing secure cryptographic keys or OTP values.

The cryptographic key part of the UICR (addresses starting at 0x100 and higher) is handled by the Key
Management Unit (KMU), see KMU — Key management unit on page 275 for more information.

For information on writing registers, see NVMC — Non-volatile memory controller on page 334 and
Memory on page 19.

Note: UICR is not accessible from the network core.

5.4.3.1 Registers

0x00FF8000 APPLICATION UICR UICR S NA User information

configuration registers

Table 40: Instances
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APPROTECT 0x000 Access port protection
VREGHVOUT 0x010 Output voltage from the high voltage (VREGH) regulator stage. The maximum output
voltage from this stage is given as VDDH - VREGHDROP.

HFXOCNT 0x014 HFXO startup counter

SECUREAPPROTECT 0x01C Secure access port protection

ERASEPROTECT 0x020 Erase protection

TINSTANCE 0x024 SW-DP Target instance

NFCPINS 0x028 Setting of pins dedicated to NFC functionality: NFC antenna or GPIO
OTP[n] 0x100 One time programmable memory

KEYSLOT.CONFIG[n].DEST 0x400 Destination address where content of the key value registers

(KEYSLOT.KEYn.VALUE[0-3]) will be pushed by KMU. Note that this address must match
that of a peripherals APB mapped write-only key registers, else the KMU can push this
key value into an address range which the CPU can potentially read.
KEYSLOT.CONFIG[n].PERM 0x404 Define permissions for the key slot. Bits 0-15 and 16-31 can only be written when
equal to OxFFFF.
KEYSLOT.KEY[n].VALUE[o] 0x800 Define bits [31+0*32:0+0*32] of value assigned to KMU key slot.

Table 41: Register overview

5.4.3.1.1 APPROTECT
Address offset: 0x000

Access port protection

ID R/W  Field Value ID Description

A RW  PALL Blocks debugger read/write access to all CPU registers and

memory mapped addresses.

Using any value except Unprotected will lead to the

protection being enabled.

Bits with value '1' can be written to '0". Bits with value '0'

cannot be written to '1".

Unprotected 0x50FA50FA Unprotected
Protected 0x00000000 Protected
5.4.3.1.2 VREGHVOUT

Address offset: 0x010

Output voltage from the high voltage (VREGH) regulator stage. The maximum output voltage from this
stage is given as VDDH - VREGHDROP.
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ID R/W  Field Value ID Description
A RW  VREGHVOUT VREGH regulator output voltage.
1v8 0 1.8V
2Vl 1 21V
2v4 2 24V
2v7 3 2.7V
3Vo 4 3.0V
3v3 5 33V
DEFAULT 7 Default voltage: 1.8 V

5.4.3.1.3 HFXOCNT
Address offset: 0x014
HFXO startup counter

The CLKSTARTED events are generated after the HFXO power up time + the HFXOCNT-defined debounce
time + PLL lock time has elapsed. If the HFXO has already been requested by another clock source and is
already running, the CLKSTARTED event is generated as soon as the PLL has locked.

Note: When HFXOCNT field of this register is OxFF, e.g. after UICR being erased, a debounce time of
(4*64 us + 0.5 us) is used

ID R/W  Field Value ID Description
A RW  HFXOCNT HFXO startup counter. Total debounce time = HFXOCNT*64
us+0.5us
MinDebounceTime 0 Min debounce time = (0*64 us + 0.5 us)
MaxDebounceTime 254 Max debounce time = (254*64 us + 0.5 us)
DefaultDebounceTime 255 Default debounce time for erased UICR = 4*64 us + 0.5 us

5.4.3.1.4 SECUREAPPROTECT
Address offset: 0x01C

Secure access port protection

ID R/W  Field Value ID Description

A RW  PALL Blocks debugger read/write access to all secure CPU

registers and secure memory mapped addresses.

Using any value except Unprotected will lead to the

protection being enabled.

Bits with value '1' can be written to '0". Bits with value '0'
cannot be written to '1'.

Unprotected O0x50FAS0FA Unprotected

Protected 0x00000000 Protected
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5.4.3.1.5 ERASEPROTECT
Address offset: 0x020

Erase protection

ID R/W  Field Value ID

Description

A RW  PALL

Unprotected

Protected

5.4.3.1.6 TINSTANCE
Address offset: 0x024

SW-DP Target instance

ID R/W  Field Value ID

OXFFFFFFFF
0x00000000

Blocks NVMC ERASEALL and CTRLAP ERASEALL

functionality.

Using any value except Unprotected will lead to the
protection being enabled.
Unprotected

Protected

Description

A RW  TINSTANCE

5.4.3.1.7 NFCPINS
Address offset: 0x028

TINSTANCE bits are negated and used in the SW-DP
DLPIDR.TINSTANCE field.

E.g. OxF in this field is translated to 0x0 in
DLPIDR.TINSTANCE field.

Setting of pins dedicated to NFC functionality: NFC antenna or GPIO

Note: When used as NFC antenna pin, the corresponding pin must be controlled by the application
core, and the GPIO PIN_CNF register initialized to its reset value.

ID R/W  Field Value ID

Description

A RW  PROTECT
Disabled

NFC

5.4.3.1.8 OTP[n] (n=0..191)
Address offset: 0x100 + (n x 0x4)

132

Setting of pins dedicated to NFC functionality

Operation as GPIO pins. Same protection as normal GPIO
pins

Operation as NFC antenna pins. Configures the protection

for NFC operation

NORDIC

SEMICONDUCTOR



Application core

One time programmable memory

ID R/W  Field Value ID Description

A RW1 LOWER Lower half word

Can only be written to a non OxFFFF value once.

B RW1 UPPER Upper half word

Can only be written to a non OxFFFF value once.

5.4.3.1.9 KEYSLOT.CONFIG[n].DEST (n=0..127)
Address offset: 0x400 + (n x 0x8)

Destination address where content of the key value registers (KEYSLOT.KEYn.VALUE[0-3]) will be pushed by
KMU. Note that this address must match that of a peripherals APB mapped write-only key registers, else
the KMU can push this key value into an address range which the CPU can potentially read.

Note: Writing/reading this register requires the KMU SELECTKEYSLOT register to be set to n+1.

ID R/W  Field Value ID Description

A RW  DEST Secure APB destination address

5.4.3.1.10 KEYSLOT.CONFIG[n].PERM (n=0..127)
Address offset: 0x404 + (n x 0x8)

Define permissions for the key slot. Bits 0-15 and 16-31 can only be written when equal to OxFFFF.

Note: Writing/reading this register requires the KMU SELECTKEYSLOT register to be set to n+1.

ID R/W  Field Value ID Description
A RW  WRITE Write permission for key slot
Disabled 0 Disable write to the key value registers
Enabled 1 Enable write to the key value registers
B RW  READ Read permission for key slot
Disabled 0 Disable read from key value registers
Enabled 1 Enable read from key value registers
C RW  PUSH Push permission for key slot
Disabled 0 Disable pushing of key value registers over secure APB, but

can be read if field READ is Enabled
Enabled 1 Enable pushing of key value registers over secure APB.
Register KEYSLOT.CONFIGn.DEST must contain a valid

destination address!

4406_640v1.3 133 .

NORDIC

SEMICONDUCTOR



Application core

ID R/W  Field Value ID Description

D RW  STATE Revocation state for the key slot

Note that it is not possible to undo a key revocation by
writing the value '1' to this field
Revoked 0 Key value registers can no longer be read or pushed
Active 1 Key value registers are readable (if enabled) and can be

pushed (if enabled)

5.4.3.1.11 KEYSLOT.KEY[n].VALUE[0] (n=0..127) (0=0..3)
Address offset: 0x800 + (n x 0x10) + (o x 0x4)
Define bits [31+0*32:0+0*32] of value assigned to KMU key slot.

Note: Writing/reading this register requires the KMU SELECTKEYSLOT register to be set to n+1.

ID R/W  Field Value ID Description
A RW  VALUE Define bits [31+0*32:0+0*32] of value assigned to KMU
key slot

5.4.4 AHB multilayer

AHB multilayer enables parallel access paths between multiple masters and slaves in a system. Access is
resolved using priorities.

Each bus master is connected to a slave device through one or more interconnection matrixes. The bus
masters are assigned priorities that are used to resolve access when two (or more) bus masters request
access to the same slave device. The following applies when assigning priorities:

If two (or more) bus masters request access to the same slave device, the master with the highest
priority is granted access first.

If a higher priority bus master transaction is on-going, bus masters with lower priority are stalled.
Either until the higher priority master has completed its transaction, or the higher priority master

at any point pauses during its transaction. During this pause, the lower priority master in queue is
temporarily granted access to the slave device until the higher priority master resumes its activity.

If a lower priority bus master transaction is on-going, and a master with higher priority requests access
to the same slave device, the lower priority bus master is stalled after the current word access has
been completed. The slave transaction will continue following the rules above.

Bus masters that have the same priority are mutually exclusive, and cannot be used concurrently.

Some peripherals, like 12S, do not have a safe stalling mechanism (not able to pause incoming data and no
internal data buffering). Being a low priority bus master might cause loss of data for such peripherals upon
bus contention. To avoid AHB bus contention when using multiple bus masters, apply one of the following
guidelines:

¢ Avoid situations where more than one bus master is accessing the same slave.

¢ If more than one bus master is accessing the same slave, make sure that the bus bandwidth is not
exhausted.
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5.4.4.1 AHB multilayer priorities

Each master connected to the AHB multilayer is assigned a default natural priority.

CPU

Network core

128

PDM

UARTEOQ, SPIMO, SPISO, TWIMO, TWISO
UARTE1, SPIM1, SPIS1, TWIM1, TWIS1
UARTE2, SPIM2, SPIS2, TWIM2, TWIS2
UARTE3, SPIM3, SPIS3, TWIM3, TWIS3
SAADC

PWMO

PWM1

PWM2

PWM3

SPIM4

NFCT

CC312

USBD

QSPI

4406_640v1.3

Highest priority

Lowest priority

Table 42: AHB bus masters
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6 Network core

The network core contains a low-power microcontroller with embedded flash memory and an Arm Cortex-
M33 processor.

The network core includes peripherals for efficient implementation of radio protocols such as Bluetooth
Low Energy, 802.15.4, and proprietary 2.4 GHz. The following figure provides more information. Arrows
with white heads indicate signals that share physical pins with other signals.

6.1 Block diagram

The following image shows the network core block diagram.
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6.2 CPU

The Arm Cortex-M33 processor has a 32-bit instruction set (Thumb-2 technology) that implements a super
set of 16- and 32-bit instructions to maximize code density and performance.
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Figure 31: Network core block diagram
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This processor implements several features that enable energy-efficient arithmetic and high-performance
signal processing including:

¢ Hardware divide

e 8- and 16-bit single instruction multiple data (SIMD) instructions

* Memory Protection Unit (MPU)

The Arm Cortex Microcontroller Software Interface Standard (CMSIS) is implemented and available for the
application processor.

Real-time execution is highly deterministic in thread mode, to and from sleep modes, and when handling
events at configurable priority levels via the Nested Vectored Interrupt Controller (NVIC).

Executing code from internal or external flash will have a wait state penalty. The instruction cache can
be enabled to minimize flash wait states when fetching instructions. For more information on cache, see
NVMC — Non-volatile memory controller on page 334. CPU performance parameters including mode
wait states, CPU current and efficiency, and processing power and efficiency based on the CoreMark
benchmark can be found in Electrical specification on page 138.

6.2.1 Electrical specification

6.2.1.1 CPU performance

Symbol Description Min. Typ. Max. Units

WELAsH CPU wait states, running from flash, cache disabled 0 4

WELASHCACHE CPU wait states, running from flash, cache enabled 0 5

Wgram CPU wait states, running from RAM 0

CMELASHCACHE CoreMark, running from flash, cache enabled 244 CoreMark

CMELASH/MHZ CoreMark per MHz, running from flash, cache enabled 3.8 CoreMark/
MHz

CMEasH/mA CoreMark per mA, running from flash, cache enabled 101 CoreMark/
mA

6.2.2 CPU and support module configuration

The Arm Cortex-M33 processor has a number of CPU options and support modules implemented on the
device.
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Option/Module Description Implemented
Core options
PRIORITIES Priority bits 3
WIC Wakeup Interrupt Controller NO
Endianness Memory system endianness Little endian
DWT Data Watchpoint and Trace YES
Modules
MPU Number of non-secure MPU regions 8
Number of secure MPU regions 0 (No Armv8-M Security Extensions)
SAU Number of SAU regions 0 (No Arm TrustZone for Armv8-M
Security Extensions)
FPU Floating-point unit NO
DSP Digital Signal Processing Extension NO
Armv8-M Arm TrustZone for Armv8-M Security NO
TrustZone Extensions
CPIF Coprocessor interface NO
ETM Embedded Trace Macrocell NO
IT™M Instrumentation Trace Macrocell NO
MTB Micro Trace Buffer NO
CTI Cross Trigger Interface YES
BPU Breakpoint Unit YES
HTM AHB Trace Macrocell NO

6.3 Memory

The network core contains flash memory and RAM that can be used for code and data storage.

The following figure shows how the CPU and peripherals with EasyDMA can access RAM via the AHB
multilayer interconnect.

The network core can access application core resources (flash, RAM, and peripherals) when granted
permission through the application's DCNF and SPU settings. A small portion of the application core RAM
is dedicated to the exchange of messages between the application and network cores.
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6.3.1 Peripheral instantiation

columns of the instantiation table.
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Figure 32: Memory layout
The following table describes the abbreviations used in the Instance, Secure mapping, and DMA security
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Abbreviation  Description

NS Non-secure - Peripheral is always accessible as a Non-Secure peripheral

S Secure - Peripheral is always accessible as a Secure peripheral

us User Selectable - A Secure or Non-secure attribute for the peripheral is defined in the
SPU

SPLIT Both Secure and Non-secure - The same resource is shared by both secure and non-
secure code

NA Not Applicable - Peripheral has no DMA capability

NSA NoSeparateAttribute - Peripheral with DMA and DMA transfer has the same security
attribute as assigned to the peripheral

SA SeparateAttribute - Peripheral with DMA and DMA transfers can have a different

security attribute than the one assigned to the peripheral

Table 43: Instantiation table abbreviations

The Secure mapping column in the following table defines configuration capabilities for the Arm TrustZone
for Armv8-M secure attribute. The DMA security column describes the DMA capabilities of the peripheral.

6.3.2 Instantiation

ID  Base address
0 0x41000000
4 0x41004000
5 0x41005000
5 0x41005000
5 0x41005000
6 0x41006000
8 0x41008000
9 0x41009000
10  0x4100A000
11  0x4100B000
12 0x4100C000
13 0x4100D000

14  0x4100E000
14  0x4100E000

15  0x4100F000
16  0x41010000
17  0x41011000
18  0x41012000
19  0x41013000
19  0x41013000
19  0x41013000
19  0x41013000
19  0x41013000
20 0x41014000
22 0x41016000
24 0x41018000
25  0x41019000

4406_640 v1.3

Peripheral Instance Secure mapping DMA security Description

DCNF DCNF NS NA Domain configuration

VREQCTRL VREQCTRL NS NA Voltage request control

CLOCK CLOCK NS NA Clock control

POWER POWER NS NA Power control

RESET RESET NS NA Reset status

CTRLAPPERI CTRLAP NS NA Control access port CPU side

RADIO RADIO NS NA 2.4 GHz radio

RNG RNG NS NA Random number generator

GPIOTE GPIOTE NS NA GPIO tasks and events

WDT WDT NS NA Watchdog timer

TIMER TIMERO NS NA Timer 0

ECB ECB NS NA AES electronic code book (ECB) mode block
encryption

AAR AAR NS NA Accelerated address resolver

CCM ccM NS NA AES counter with CBC-MAC (CCM) mode block
encryption

DPPIC DPPIC NS NA DPPI controller

TEMP TEMP NS NA Temperature sensor

RTC RTCO NS NA Real-time counter 0

IPC IPC NS NA Interprocessor communication

SPIM SPIMO NS NA SPI master 0

SPIS SPISO NS NA SPIslave O

TWIM TWIMO NS NA Two-wire interface master 0

TWIS TWISO NS NA Two-wire interface slave 0

UARTE UARTEO NS NA Universal asynchronous receiver/transmitter

EGU EGUO NS NA Event generator unit 0

RTC RTC1 NS NA Real-time counter 1

TIMER TIMER1 NS NA Timer 1

TIMER TIMER2 NS NA Timer 2

N
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26 0x4101A000 SWI SWIO NS NA Software interrupt 0

27  0x4101B000 SWI Swil NS NA Software interrupt 1

28  0x4101C000 Swi SWi2 NS NA Software interrupt 2

29  0x4101D000 SWI SWi3 NS NA Software interrupt 3

128 0x41080000 ACL ACL NS NA Access control lists

128 0x41080000 NVMC NVMC NS NA Non-Volatile Memory Controller
129 0x41081000 VMC VMC NS NA Volatile memory controller

192 0x418C0500 GPIO PO NS NA General purpose input and output
192 0x418C0800 GPIO P1 NS NA General purpose input and output
N/A  0x01FF0000 FICR FICR NS NA Factory information configuration
N/A 0x01FF8000 UICR UICR NS NA User information configuration
N/A  0xE0042000 CTI CTI NS NA Cross-trigger interface

Table 44: Instantiation table

6.4 Core components

6.4.1 FICR — Factory information configuration registers

Factory information configuration registers (FICR) are pre-programmed in factory and cannot be erased by
the user. These registers contain chip-specific information and configuration.

6.4.1.1 Registers

0x01FFO000 NETWORK  FICR FICR NS NA Factory information

configuration

Table 45: Instances

INFO.CONFIGID 0x200 Configuration identifier
INFO.DEVICEID[n] 0x204 Device identifier

INFO.PART 0x20C Part code

INFO.VARIANT 0x210 Part Variant, Hardware version and Production configuration
INFO.PACKAGE 0x214 Package option

INFO.RAM 0x218 RAM variant

INFO.FLASH 0x21C Flash variant
INFO.CODEPAGESIZE 0x220 Code memory page size in bytes
INFO.CODESIZE 0x224 Code memory size
INFO.DEVICETYPE 0x228 Device type

ER[n] 0x280 Encryption Root, word n

IR[n] 0x290 Identity Root, word n
DEVICEADDRTYPE 0x2A0 Device address type
DEVICEADDR[n] 0x2A4 Device address n
TRIMCNF[n].ADDR 0x300 Address

TRIMCNF[n].DATA 0x304 Data

Table 46: Register overview
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6.4.1.1.1 INFO.CONFIGID
Address offset: 0x200

Configuration identifier

ID R/W  Field Value ID Description

A R HWID Identification number for the HW

6.4.1.1.2 INFO.DEVICEID[n] (n=0..1)
Address offset: 0x204 + (n x 0x4)

Device identifier

ID R/W  Field Value ID Description

A R DEVICEID 64 bit unique device identifier

DEVICEID[0] contains the least significant bits of the device
identifier. DEVICEID[1] contains the most significant bits of

the device identifier.

6.4.1.1.3 INFO.PART
Address offset: 0x20C

Part code

ID R/W  Field Value ID Description

A R PART Part code
N5340 0x5340 nRF5340
Unspecified OXFFFFFFFF Unspecified

6.4.1.1.4 INFO.VARIANT
Address offset: 0x210

Part Variant, Hardware version and Production configuration

4406_640v1.3 143 .

NORDIC

SEMICONDUCTOR



Network core

Value ID

Description

A R VARIANT

QKAA
CLAA

Unspecified

6.4.1.1.5 INFO.PACKAGE
Address offset: 0x214

Package option

0x514B4141
0x434C4141
OXFFFFFFFF

Part Variant, Hardware version and Production
configuration, encoded as ASCII

QKAA

CLAA

Unspecified

Description

A R PACKAGE

Unspecified

6.4.1.1.6 INFO.RAM
Address offset: 0x218
RAM variant

0x2000
0x2005
OXFFFFFFFF

Package option
QKxx - 94-pin aQFN
ClLxx - WLCSP

Unspecified

Value ID

K16
K32
K64
K128
K256
K512

Unspecified

6.4.1.1.7 INFO.FLASH
Address offset: 0x21C

Flash variant

4406_640v1.3

0x10

0x20

0x40

0x80
0x100
0x200
OxFFFFFFFF
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Description

RAM variant
16 kByte RAM
32 kByte RAM
64 kByte RAM
128 kByte RAM
256 kByte RAM
512 kByte RAM

Unspecified
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ID R/W  Field Value ID Description

A R FLASH Flash variant
K128 0x80 128 kByte FLASH
K256 0x100 256 kByte FLASH
K512 0x200 512 kByte FLASH
K1024 0x400 1 MByte FLASH
K2048 0x800 2 MByte FLASH
Unspecified OXFFFFFFFF Unspecified

6.4.1.1.8 INFO.CODEPAGESIZE
Address offset: 0x220

Code memory page size in bytes

R/W  Field Value ID Description
A R CODEPAGESIZE Code memory page size in bytes
K2048 0x800 2 kByte

6.4.1.1.9 INFO.CODESIZE
Address offset: 0x224

Code memory size

Field Value ID Description

A R CODESIZE Code memory size in number of pages

Total code space is: CODEPAGESIZE * CODESIZE bytes
P128 128 128 pages

6.4.1.1.10 INFO.DEVICETYPE
Address offset: 0x228

Device type

Field Value ID Description
A R DEVICETYPE Device type
Die 0x0000000 Device is an physical DIE
FPGA OxFFFFFFFF Device is an FPGA
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6.4.1.1.11 ER[n] (n=0..3)
Address offset: 0x280 + (n x 0x4)

Encryption Root, word n

ID R/W  Field Value ID Description

A R ER Encryption Root, word n

6.4.1.1.12 IR[n] (n=0..3)
Address offset: 0x290 + (n x Ox4)

Identity Root, word n

ID R/W  Field Value ID Description

A R IR Identity Root, word n

6.4.1.1.13 DEVICEADDRTYPE
Address offset: 0x2A0

Device address type

ID R/W  Field Value ID Description

A R DEVICEADDRTYPE Device address type
Public 0 Public address
Random 1 Random address

6.4.1.1.14 DEVICEADDRI[n] (n=0..1)
Address offset: 0x2A4 + (n x 0x4)

Device address n

ID R/W  Field Value ID Description

A R DEVICEADDR 48 bit device address

DEVICEADDRI[O0] contains the least significant bits of
the device address. DEVICEADDR[1] contains the most
significant bits of the device address. Only bits [15:0] of
DEVICEADDR([1] are used.
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6.4.1.1.15 TRIMCNF[n].ADDR (n=0..31)
Address offset: 0x300 + (n x 0x8)

ID R/W  Field Value ID Description

A R Address Address

6.4.1.1.16 TRIMCNF[n].DATA (n=0..31)
Address offset: 0x304 + (n x 0x8)

Data

ID R/W  Field Value ID Description

A R Data Data

6.4.2 UICR — User information configuration registers

The user information configuration registers (UICRs) are non-volatile memory (NVM) registers for
configuring user specific settings.

For information on writing registers, see NVMC — Non-volatile memory controller on page 334 and
Memory on page 139.

6.4.2.1 Registers

0x01FF8000 NETWORK  UICR UICR NS NA User information

configuration

Table 47: Instances

APPROTECT 0x000 Access port protection
ERASEPROTECT 0x004 Erase protection

NRFFW([n] 0x200 Reserved for Nordic firmware design
CUSTOMER([n] 0x300 Reserved for customer

Table 48: Register overview

6.4.2.1.1 APPROTECT
Address offset: 0x000

Access port protection
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ID R/W  Field Value ID Description

A RW  PALL Blocks debugger read/write access to all CPU registers and

memory mapped addresses.

Using any value except Unprotected will lead to the

protection being enabled.

Bits with value '1' can be written to '0". Bits with value '0'
cannot be written to '1".

Unprotected 0x50FA50FA Unprotected

Protected 0x00000000 Protected

6.4.2.1.2 ERASEPROTECT
Address offset: 0x004

Erase protection

R/W  Field Value ID Description

A RW  PALL Blocks NVMC ERASEALL and CTRLAP ERASEALL

functionality.

Using any value except Unprotected will lead to the
protection being enabled.

Unprotected OXFFFFFFFF Unprotected

Protected 0x00000000 Protected

6.4.2.1.3 NRFFW[n] (n=0..31)
Address offset: 0x200 + (n x Ox4)

Reserved for Nordic firmware design

R/W  Field Value ID Description
A RW  NRFFW Reserved for Nordic firmware design

6.4.2.1.4 CUSTOMER[n] (n=0..31)
Address offset: 0x300 + (n x Ox4)

Reserved for customer

R/W  Field Value ID Description
A RW  CUSTOMER Reserved for customer
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6.4.3 AHB multilayer

AHB multilayer enables parallel access paths between multiple masters and slaves in a system. Access is
resolved using priorities.

Each bus master is connected to a slave device through one or more interconnection matrixes. The bus
masters are assigned priorities that are used to resolve access when two (or more) bus masters request
access to the same slave device. The following applies when assigning priorities:

o If two (or more) bus masters request access to the same slave device, the master with the highest
priority is granted access first.

¢ Bus masters with lower priority are stalled until the higher priority master has completed its
transaction.

¢ If the higher priority master pauses at any point during its transaction, the lower priority master in
gueue is temporarily granted access to the slave device until the higher priority master resumes its
activity.

¢ Bus masters that have the same priority are mutually exclusive, and cannot be used concurrently.

Some peripherals, like RADIO, do not have a safe stalling mechanism (not able to pause incoming data and

no internal data buffering). Being a low priority bus master might cause loss of data for such peripherals

upon bus contention. To avoid AHB bus contention when using multiple bus masters, apply one of the

following guidelines:

¢ Avoid situations where more than one bus master is accessing the same slave.

¢ |f more than one bus master is accessing the same slave, make sure that the bus bandwidth is not
exhausted.

6.4.3.1 AHB multilayer priorities

Each master connected to the AHB multilayer is assigned a default natural priority.

Bus master name Natural relative priority In/Out Description

CPU Highest priority 1/0

RADIO 1/0

CCM/ECB/AAR 1/0 Same priority and mutually exclusive
UARTEOQ/SPIMO/SPISO/TWIMO/TWISO  Lowest priority 1/0 Same priority and mutually exclusive

Table 49: AHB bus masters
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nNRF5340 is made up of two cores, each with their own peripherals.

The application core peripherals are found in Instantiation on page 110 and the network core peripherals
are found in Instantiation on page 141. The application core peripherals are accessible from the network
core, but the network core peripherals are not accessible from the application core. For further details,
see Memory on page 19.

Some peripheral instances have differing configurations, such as some TIMER instances which have more
capture and compare channels implemented than others. These differences are noted in the Configuration
column of the peripheral's instantiation table.

7.1 Peripheral interface

Peripherals are controlled by the CPU through configuration registers, as well as task and event registers.
Task registers are inputs, enabling the CPU and other peripherals to initiate a functionality. Event registers
are outputs, enabling a peripheral to trigger tasks in other peripherals and/or the CPU by tying events to
CPU interrupts.
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Channel inputs from DPPI
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Figure 33: Peripheral interface

The distributed programmable peripheral interconnect (DPPI) feature enables peripherals to connect
events to tasks without CPU intervention. For more information on DPPI and the DPPI channels, see DPPI
— Distributed programmable peripheral interconnect on page 203.

7.1.1 Peripheral ID

Every peripheral is assigned a fixed block of 0x1000 bytes of address space, which is equal to 1024 x 32 bit
registers.

See Peripherals on page 150 for more information about which peripherals are available and where
they are located in the address map.

There is a direct relationship between peripheral ID and base address. For example, a peripheral with base
address 0x40000000 is assigned ID=0, a peripheral with base address 0x40001000 is assigned ID=1, and a
peripheral with base address 0x4001F000 is assigned ID=31.

Peripherals may share the same ID, which may impose one or more of the following limitations:

e Shared registers or common resources
¢ Limited availability due to mutually exclusive operation; only one peripheral in use at a time
e Enforced peripheral behavior when switching between peripherals (disable the first peripheral before
enabling the second)
> I
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7.1.2 Peripherals with shared ID

In general (with the exception of ID 0), peripherals sharing an ID and base address may not be used
simultaneously. Only one peripheral can be enabled at a given ID.

When switching between two peripherals sharing an ID, the following should be performed to prevent
unwanted behavior:

1. Disable the previously used peripheral.

2. Disable any publish/subscribe connection to the DPPI system for the peripheral that is being disabled.

3. Clear all bits in the INTEN register, i.e. INTENCLR = OXFFFFFFFF.

4. Explicitly configure the peripheral being enabled. Do not rely on inherited configuration from the
disabled peripheral.

5. Enable the now configured peripheral.

For a list of which peripherals that share an ID see Peripherals on page 150.

7.1.3 Peripheral registers

Most peripherals feature an ENABLE register. Unless otherwise specified, the peripheral registers must be
configured before enabling the peripheral.

PSEL registers need to be set before a peripheral is enabled or started. Updating PSEL registers while the
peripheral is running has no effect. To connect a peripheral to a different GPIO, the following must be
performed:

1. Disable the peripheral.
2. Update the PSEL register.
3. Re-enable the peripheral.

It takes four CPU cycles between the PSEL register update and the connection between a peripheral and a
GPIO becoming effective.

Note: The peripheral must be enabled before tasks and events can be used.

Most of the register values are lost during System OFF or when a reset is triggered. Some registers will
retain their values in System OFF or for some specific reset sources. These registers are marked as retained
in the register description for a given peripheral. For more information on their behavior, see chapter
RESET — Reset control on page 65.

7.1.4 Bit set and clear

Registers with multiple single-bit bit fields may implement the set-and-clear pattern. This pattern enables
firmware to set and clear individual bits in a register without having to perform a read-modify-write
operation on the main register.

This pattern is implemented using three consecutive addresses in the register map, where the main
register is followed by dedicated SET and CLR registers (in that exact order).

In the main register, the SET register sets individual bits and the CLR register clears them. Writing 1 to a
bit in the SET or CLR register will set or clear the same bit in the main register respectively. Writing 0 to a
bit in the SET or CLR register has no effect. Reading the SET or CLR register returns the value of the main
register.

Note: The main register may not be visible and therefore not directly accessible in all cases.
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7.1.5 Tasks

Tasks are used to trigger actions in a peripheral, such as to start a particular behavior. A peripheral can
implement multiple tasks with each task having a separate register in that peripheral's task register group.

A task is triggered when firmware writes 1 to the task register, or when the peripheral itself or another
peripheral toggles the corresponding task signal. See the figure Peripheral interface on page 151.

7.1.6 Events

Events are used to notify peripherals and the CPU about events that have happened, for example a state
change in a peripheral. A peripheral may generate multiple events, where each event has a separate
register in that peripheral's event register group.

An event is generated when the peripheral itself toggles the corresponding event signal, and the event
register is updated to reflect that the event has been generated, see figure Peripheral interface on page
151. An event register is cleared when a 0 is written to it by firmware. Events can be generated by the
peripheral even when the event register is set to 1.

7.1.7 Publish and subscribe

Events and tasks from different peripherals can be connected together through the DPPI system using the
PUBLISH and SUBSCRIBE registers in each peripheral. See Peripheral interface on page 151. An event

can be published onto a DPPI channel by configuring the event's PUBLISH register. Similarly, a task can
subscribe to a DPPI channel by configuring the task's SUBSCRIBE register.

See DPPI — Distributed programmable peripheral interconnect on page 203 for details.

7.1.8 Shortcuts

A shortcut is a direct connection between an event and a task within the same peripheral. If a shortcut is
enabled, the associated task is automatically triggered when its associated event is generated.

Using shortcuts is equivalent to making the connection outside the peripheral and through the DPPI.
However, the propagation delay when using shortcuts is usually shorter than the propagation delay
through the DPPI.

Shortcuts are predefined, which means that their connections cannot be configured by firmware. Each
shortcut can be individually enabled or disabled through the shortcut register, one bit per shortcut, giving
a maximum of 32 shortcuts for each peripheral.

/7.1.9 Interrupts

All peripherals support interrupts which are generated by events.

A peripheral only occupies one interrupt, and the interrupt number follows the peripheral ID. For example,
the peripheral with ID=4 is connected to interrupt number 4 in the nested vectored interrupt controller
(NVIC).

Using registers INTEN, INTENSET, and INTENCLR, every event generated by a peripheral can be
configured to generate that peripheral's interrupt. Multiple events can be enabled to generate interrupts
simultaneously. To resolve the correct interrupt source, the event registers in the event group of
peripheral registers will indicate the source.

Some peripherals implement only INTENSET and INTENCLR registers, and the INTEN register is not
available on those peripherals. See the individual peripheral chapters for details. In all cases, reading back
the INTENSET or INTENCLR register returns the same information as in INTEN.

Each event implemented in the peripheral is associated with a specific bit position in the INTEN, INTENSET,
and INTENCLR registers.
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The relationship between tasks, events, shortcuts, and interrupts is illustrated in figure Peripheral interface
on page 151.

7.1.9.1 Interrupt clearing and disabling

Interrupts should always be cleared by writing 0 to the corresponding EVENT register.

Until cleared, interrupts will immediately be re-triggered and cause software interrupt service routines to
be executed repeatedly.

Because the clearing of the EVENT register may take a number of CPU clock cycles, the program should
perform a read from the EVENT register that has been cleared before exiting the interrupt service routine.
This will ensure that the EVENT clearing has taken place before the interrupt service routine is exited. Care
should be taken to ensure that the compiler does not remove the read operation as an optimization.

Similarly, when disabling an interrupt inside an interrupt service routine, the program should perform
a read from the INTEN or INTENCLR registers to ensure that the interrupt is disabled before exiting the
interrupt service routine.

7.1.10 Secure/non-secure peripherals

For some peripherals, the security configuration can change from secure to non-secure, or vice versa. Care
must be taken when changing the security configuration of a peripheral, to prevent security information
leakage and ensure correct operation.

The following sequence should be followed, where applicable, when configuring and changing the security
settings of a peripheral in the SPU — System protection unit on page 590.

Stop peripheral operation.

Disable the peripheral.

Remove pin connections.

Disable DPPI connections.

Clear sensitive registers (e.g. writing back default values).

Change peripheral security setting in the SPU — System protection unit on page 590.
Re-enable the peripheral.

NowmhewNPE

/.2 EasyDMA

EasyDMA is a module implemented by some peripherals to gain direct access to Data RAM.

EasyDMA is an AHB bus master similar to CPU and is connected to the AHB multilayer interconnect for
direct access to Data RAM. EasyDMA cannot access flash memory.

A peripheral can implement multiple EasyDMA instances to provide dedicated channels. For example, for
reading and writing of data between the peripheral and RAM. This concept is illustrated in the following
figure.

N

NORDIC

SEMICONDUCTOR

4406_640 v1.3 154



Peripherals

AHB Multilayer Peripheral

AHB

1
L1
[

|

] EasyDMA —l

|

LR o

Figure 34: EasyDMA example

An EasyDMA channel is implemented in the following way, but some variations may occur:

READERBUFFER SIZE 5
WRITERBUFFER SIZE 6

uint8 t readerBuffer [READERBUFFER SIZE]  at  0x20000000;
uint8 t writerBuffer [WRITERBUFFER SIZE]  at  0x20000005;

// Configuring the READER channel
MYPERIPHERAL->READER.MAXCNT = READERBUFFER SIZE;
MYPERIPHERAL->READER.PTR = &readerBuffer;

// Configure the WRITER channel
MYPERIPHERAL->WRITER.MAXCNT = WRITEERBUFFER SIZE;
MYPERIPHERAL->WRITER.PTR = &writerBuffer;

This example shows a peripheral called MYPERIPHERAL that implements two EasyDMA channels - one for
reading called READER, and one for writing called WRITER. When the peripheral is started, it is assumed
that the peripheral will perform the following tasks:

1. Read 5 bytes from the readerBuffer located in RAM at address 0x20000000.
2. Process the data.
3. Write no more than 6 bytes back to the writerBuffer located in RAM at address 0x20000005.

The memory layout of these buffers is illustrated in EasyDMA memory layout on page 155.

0x20000000 readerBuffer[0] readerBuffer[1] readerBuffer[2] readerBuffer[3]

0x20000004 readerBuffer[4] writerBuffer[0] writerBuffer[1] writerBuffer[2]

0x20000008 writerBuffer[3] writerBuffer[4] writerBuffer[5]

Figure 35: EasyDMA memory layout

The WRITER.MAXCNT register should not be specified larger than the actual size of the buffer
(writerBuffer). Otherwise, the channel would overflow the writerBuffer.

Once an EasyDMA transfer is completed, the AMOUNT register can be read by the CPU to see how many
bytes were transferred. For example, CPU can read MYPERIPHERAL->WRITER.AMOUNT register to see how
many bytes WRITER wrote to RAM.
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Note: The PTR register of a READER or WRITER must point to a valid memory region before use.
The reset value of a PTR register is not guaranteed to point to valid memory. See Memory on page
19 for more information about the different memory regions and EasyDMA connectivity.

7.2.1 EasyDMA error handling

Some errors may occur during DMA handling.

If READER.PTR or WRITER.PTR is not pointing to a valid memory region, an EasyDMA transfer may result
in a HardFault or RAM corruption. See Memory on page 19 for more information about the different
memory regions.

If several AHB bus masters try to access the same AHB slave at the same time, AHB bus congestion might
occur. An EasyDMA channel is an AHB master. Depending on the peripheral, the peripheral may either stall
and wait for access to be granted, or lose data.

7.2.2 EasyDMA array list

EasyDMA is able to operate in Array List mode.
The Array List mode is implemented in channels where the LIST register is available.

The array list does not provide a mechanism to explicitly specify where the next item in the list is located.
Instead, it assumes that the list is organized as a linear array where items are located one after the other
in RAM.

The EasyDMA Array List can be implemented by using the data structure ArrayList_type as illustrated in
the code example below using a READER EasyDMA channel as an example:

#define BUFFER SIZE 4

typedef struct Arraylist

{
uint8 t buffer [BUFFER SIZE];

} ArrayList type;
ArrayList type ReaderList[3] _ at  0x20000000;

MYPERIPHERAL->READER.MAXCNT = BUFFER SIZE;
MYPERIPHERAL->READER.PTR = &ReaderList;
MYPERIPHERAL->READER.LIST = MYPERIPHERAL READER LIST ArrayList;

The data structure only includes a buffer with size equal to the size of READER.MAXCNT register. EasyDMA
uses the READER.MAXCNT register to determine when the buffer is full.

READER.PTR = &ReaderlList

0x20000000 : ReaderList[0] L buffer[0] buffer[1] buffer([2] buffer[3]
0x20000004 : ReaderList[1] buffer[0] buffer[1] buffer[2] buffer[3]
0x20000008 : ReaderList[2] buffer[0] buffer[1] buffer([2] buffer[3]

Figure 36: EasyDMA array list
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7.3 ACL — Access control lists

The Access control lists (ACL) peripheral is designed to assign and enforce access permissions to different
regions of the on-chip flash memory map.

Flash memory regions can be assigned individual ACL permission schemes. The following registers are
involved:

e PERM register, where the permissions are configured.
¢ ADDR register, where the word-aligned start address for the flash page is defined.
o SIZE register, where the size of the region the permissions are applied to is determined.

Note: The size of the region in bytes is restricted to a multiple of the flash page size, and the
maximum region size is limited to the flash size. See Memory on page 19 for more information.

On-chip flash memory

O
LTI R
I|||||||||||||||l||||||||||||\
O
CITTTTTTT T FoRERAeHeHaeT o
OB

Figure 37: Protected regions of on-chip flash memory

There are four defined ACL permission schemes, each with different combinations of read/write
permissions, as shown in the following table.
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Read Write Protection description

0 0 No protection. Entire region can be executed, read, written, or erased.
0 1 Region can be executed and read, but not written or erased.

1 0 Region can be written and erased, but not executed or read.

1 1 Region is locked for all access until next reset.

Table 50: Permission schemes

Note: If a permission violation to a protected region is detected by the ACL peripheral, the request
is blocked and a Bus Fault exception is triggered.

Access control to a configured region is enforced by the hardware two CPU clock cycles after the ADDR,
SIZE, and PERM registers for an ACL instance have been successfully written. The protection is only
enforced if a valid start address of the flash page boundary is written into the ADDR register, and the
values of the SIZE and PERM registers are not zero.

The ADDR, SIZE, and PERM registers can only be written once. All ACL configuration registers are cleared
on reset (by resetting the device from any reset source), which is also the only way of clearing the
configuration registers. To ensure that the desired permission schemes are always enforced by the ACL
peripheral, the device boot sequence must perform the necessary configuration.

Debugger read access to a read-protected region will be Read-As-Zero (RAZ), while debugger write access
to a write-protected region will be Write-Ignored (WI).

7.3.1 Registers

Base address Domain Peripheral Instance Secure mapping DMA security Description Configuration
0x41080000 NETWORK  ACL ACL NS NA Access control lists This ACL can only protect

network core's local

memory.
Table 51: Instances

Register Offset Security Description

ACL[n].ADDR 0x800 Start address of region to protect. The start address must be word-aligned.

ACL[n].SIZE 0x804 Size of region to protect counting from address ACL[n].ADDR. Writing a '0' has no
effect.

ACL[n].PERM 0x808 Access permissions for region n as defined by start address ACL[n].ADDR and size
ACL[n].SIZE

ACL[n].UNUSEDO 0x80C Reserved

Table 52: Register overview

7.3.1.1 ACL[n].ADDR (n=0..7)
Address offset: 0x800 + (n x 0x10)

Start address of region to protect. The start address must be word-aligned.

Note: This register can only be written once.
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ID R/W  Field Value ID Description

A RW1 ADDR Start address of flash region n. The start address must

point to a flash page boundary.

7.3.1.2 ACL[n].SIZE (n=0..7)
Address offset: 0x804 + (n x 0x10)
Size of region to protect counting from address ACL[n].ADDR. Writing a '0' has no effect.

Note: This register can only be written once.

ID R/W  Field Value ID Description

A RW1 SIZE Size of flash region n in bytes. Must be a multiple of the

flash page size.

7.3.1.3 ACL[n].PERM (n=0..7)
Address offset: 0x808 + (n x 0x10)
Access permissions for region n as defined by start address ACL[n].ADDR and size ACL[n].SIZE

Note: This register can only be written once.

ID R/W  Field Value ID Description

B RW1 WRITE Configure write and erase permissions for region n. Writing

a'0" has no effect.

Enable 0 Allow write and erase instructions to region n.
Disable 1 Block write and erase instructions to region n.
C RW1 READ Configure read permissions for region n. Writing a '0' has
no effect.
Enable 0 Allow read instructions to region n.
Disable 1 Block read instructions to region n.

7.4 AAR — Accelerated address resolver

Accelerated address resolver is a cryptographic support function for implementing the Resolvable Private
Address Resolution procedure described in Bluetooth Core Specification. Resolvable Private Address
generation should be achieved using ECB and is not supported by AAR.

The procedure allows two devices that share a secret key to generate and resolve a hash based on their
device address. The AAR block enables real-time address resolution on incoming packets when configured
as described in this chapter. This allows real-time packet filtering (whitelisting) using a list of known shared
keys (Identity Resolving Keys (IRK) in Bluetooth.
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7.4.1 Shared resources

AAR shares the same AES module as the ECB and CCM peripherals. ECB will always have the lowest
priority. If there is a sharing conflict during encryption, the ECB operation will be aborted and an
ERRORECB event will be generated in the ECB peripheral.

Additionally, AAR shares registers and other resources with the peripherals that have the same ID as AAR.
See Peripherals with shared ID on page 152 for more information.

7.4.2 EasyDMA

AAR implements EasyDMA for reading and writing to RAM. EasyDMA will have finished accessing RAM
when the END, RESOLVED, and NOTRESOLVED events are generated.

If the IRKPTR on page 166, ADDRPTR on page 166, and the SCRATCHPTR on page 166 is not
pointing to the Data RAM region, an EasyDMA transfer may result in a HardFault or RAM corruption. See
Memory on page 19 for more information about the different memory regions.

7.4.3 Resolving a resolvable address

A private resolvable address is composed of six bytes according to the Bluetooth Core Specification.

LSB | | | | MSB
random 110
hash prand
(24-bit) (24-bit)

Figure 38: Resolvable address

To resolve an address, the register ADDRPTR on page 166 must point to the start of the packet. The
resolver is started by triggering the START task. A RESOLVED event is generated when AAR manages to
resolve the address using one of the Identity Resolving Keys (IRK) found in the IRK data structure. AAR will
use the IRK specified in the register IRKO to IRK15 starting from IRKO. The register NIRK on page 166
specifies how many IRKs should be used. The AAR module will generate a NOTRESOLVED event if it is not
able to resolve the address using the specified list of IRKs.

AAR will go through the list of available IRKs in the IRK data structure and for each IRK try to resolve the
address according to the Resolvable Private Address Resolution Procedure described in the Bluetooth Core
specification. The time it takes to resolve an address varies due to the location in the list of the resolvable
address. The resolution time will also be affected by RAM accesses performed by other peripherals and
the CPU. See the Electrical specifications for more information about resolution time.

AAR only compares the received address to those programmed in the module without checking the
address type.

AAR will stop as soon as it has managed to resolve the address, or after trying to resolve the address using
NIRK number of IRKs from the IRK data structure. AAR will generate an END event after it has stopped.

SCRATCHPTR

START — ADDR: resolvable address

RESOLVED <€—
\ AAR
1s0 L i st ADDR }—y < IRK data
| | | | structure

IRKPTR

< Scratch area

ADDRPTR

Figure 39: Address resolution with packet preloaded into RAM
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7.4.4 Example

The following example shows how to chain RADIO packet reception with address resolution using AAR.

AAR may be started as soon as the 6 bytes required by AAR have been received by RADIO and stored in
RAM. The ADDRPTR pointer must point to the start of packet.

SCRATCHPTR
START — )| S0: SO field of RADIO (optional)
PACKETPTR Scratch area L: Length field of RADIO (optional)
ADDRPTR = S1: 1 field of RADIO (optional)
RESOLVED < ADDR: resolvable address
AAR
IRK data
S0 ‘ L ‘ S1 ‘ ADDR }—} < structure
IRKPTR
From remote
i / transmitter
RADIO <
RXEN—

Figure 40: Address resolution with packet loaded into RAM by RADIO

7.4.5 IRK data structure

The IRK data structure is located in RAM at the memory location specified by the IRKPTR register.

IRKO 0 IRK number 0 (16 bytes)
IRK1 16 IRK number 1 (16 bytes)
IRK15 240 IRK number 15 (16 bytes)

Table 53: IRK data structure overview

7.4.6 Registers

0x4100E000 NETWORK  AAR AAR NS NA Accelerated address

resolver

Table 54: Instances

TASKS_START 0x000 Start resolving addresses based on IRKs specified in the IRK data structure

TASKS_STOP 0x008 Stop resolving addresses

SUBSCRIBE_START 0x080 Subscribe configuration for task START

SUBSCRIBE_STOP 0x088 Subscribe configuration for task STOP

EVENTS_END 0x100 Address resolution procedure complete

EVENTS_RESOLVED 0x104 Address resolved

EVENTS_NOTRESOLVED 0x108 Address not resolved

PUBLISH_END 0x180 Publish configuration for event END

PUBLISH_RESOLVED 0x184 Publish configuration for event RESOLVED

PUBLISH_NOTRESOLVED 0x188 Publish configuration for event NOTRESOLVED

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

STATUS 0x400 Resolution status

N
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ENABLE 0x500 Enable AAR

NIRK 0x504 Number of IRKs

IRKPTR 0x508 Pointer to IRK data structure

ADDRPTR 0x510 Pointer to the resolvable address

SCRATCHPTR 0x514 Pointer to data area used for temporary storage

Table 55: Register overview

7.4.6.1 TASKS START
Address offset: 0x000

Start resolving addresses based on IRKs specified in the IRK data structure

ID R/W  Field Value ID Description

A W TASKS_START Start resolving addresses based on IRKs specified in the IRK
data structure

Trigger 1 Trigger task

7.4.6.2 TASKS_STOP
Address offset: 0x008

Stop resolving addresses

ID R/W  Field Value ID Description
A w TASKS_STOP Stop resolving addresses
Trigger 1 Trigger task

7.4.6.3 SUBSCRIBE_START
Address offset: 0x080

Subscribe configuration for task START

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that task START will subscribe to
B RW  EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.4.6.4 SUBSCRIBE_STOP
Address offset: 0x088

Subscribe configuration for task STOP
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ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that task STOP will subscribe to
B RW  EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.4.6.5 EVENTS_END
Address offset: 0x100

Address resolution procedure complete

R/W  Field Value ID Description
A RW  EVENTS_END Address resolution procedure complete
NotGenerated 0 Event not generated
Generated 1 Event generated

7.4.6.6 EVENTS_RESOLVED
Address offset: 0x104

Address resolved

R/W  Field Value ID Description
A RW  EVENTS_RESOLVED Address resolved
NotGenerated 0 Event not generated
Generated 1 Event generated

7.4.6.7 EVENTS_NOTRESOLVED
Address offset: 0x108

Address not resolved

ID R/W  Field Value ID Description

A RW  EVENTS_NOTRESOLVED Address not resolved
NotGenerated 0 Event not generated
Generated 1 Event generated

7.4.6.8 PUBLISH_END
Address offset: 0x180
Publish configuration for event END
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Value ID Description
A RW  CHIDX [255..0] DPPI channel that event END will publish to.
B RW  EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

7.4.6.9 PUBLISH_RESOLVED
Address offset: 0x184
Publish configuration for event RESOLVED

R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that event RESOLVED will publish to.
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

7.4.6.10 PUBLISH_NOTRESOLVED
Address offset: 0x188

Publish configuration for event NOTRESOLVED

Value ID Description
A RW  CHIDX [255..0] DPPI channel that event NOTRESOLVED will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

7.4.6.11 INTENSET
Address offset: 0x304

Enable interrupt

Value ID Description
A RW  END Write '1' to enable interrupt for event END
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  RESOLVED Write '1' to enable interrupt for event RESOLVED
Set 1 Enable
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R/W  Field Value ID Description
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  NOTRESOLVED Write '1' to enable interrupt for event NOTRESOLVED
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.4.6.12 INTENCLR
Address offset: 0x308

Disable interrupt

Value ID Description
A RW  END Write '1' to disable interrupt for event END
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  RESOLVED Write '1' to disable interrupt for event RESOLVED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  NOTRESOLVED Write '1' to disable interrupt for event NOTRESOLVED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.4.6.13 STATUS
Address offset: 0x400

Resolution status

ID R/W  Field Value ID Description
A R STATUS [0..15] The IRK that was used last time an address was resolved

7.4.6.14 ENABLE
Address offset: 0x500
Enable AAR
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ID R/W  Field Value ID Value Description

A RW  ENABLE Enable or disable AAR
Disabled 0 Disable
Enabled 3 Enable

7.4.6.15 NIRK
Address offset: 0x504

Number of IRKs

D R/W  Field Value ID Description
A RW  NIRK [1..16] Number of Identity Root Keys available in the IRK data
structure

7.4.6.16 IRKPTR
Address offset: 0x508

Pointer to IRK data structure

ID R/W  Field Value ID Description
A RW  IRKPTR Pointer to the IRK data structure
7.4.6.17 ADDRPTR

Address offset: 0x510

Pointer to the resolvable address

ID R/W  Field Value ID Description
A RW  ADDRPTR Pointer to the resolvable address (6-bytes)
7.4.6.18 SCRATCHPTR

Address offset: 0x514

Pointer to data area used for temporary storage
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Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
ID AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Reset 0x00000000 0 00000D000000D0O0D0O0DO00000O00ODO0O0OO0O0O0OOOOOOOO
A RW  SCRATCHPTR Pointer to a scratch data area used for temporary storage

during resolution. A space of minimum 3 bytes must be

reserved.

7.4.7 Electrical specification
7.4.7.1 AAR Electrical Specification
Symbol Description Min. Typ. Max. Units
taAR Address resolution time per IRK. Total time for several IRKs 6.1 us

is given as (1 ps + n * t_AAR), where n is the number of

IRKs. (Given priority to the actual destination RAM block).
taAR 8 Time for address resolution of 8 IRKs. (Given priority to the 49 us

actual destination RAM block).

7.5 CCM — AES CCM mode encryption

Counter with cipher block chaining - message authentication code (CCM) mode is an authenticated
encryption algorithm designed to provide both authentication and confidentiality during data transfer.

AES CCM combines counter (CTR) mode encryption and cipher block chaining - message authentication
code (CBC-MAC) authentication. The CCM terminology message authentication code (MAC) is called
message integrity check (MIC) in Bluetooth terminology, and also in this document.

The CCM block generates an encrypted keystream that is applied to input data using the XOR operation
and generates the four byte MIC field in one operation. CCM and RADIO can be configured to work
synchronously. CCM will encrypt in time for transmission and decrypt after receiving bytes into memory
from RADIO. All operations can complete within the packet RX or TX time. CCM on this device is
implemented according to Bluetooth requirements and the algorithm as defined in IETF RFC3610, and
depends on the AES-128 block cipher. A description of the CCM algorithm can also be found in NIST
Special Publication 800-38C. The Bluetooth specification describes the configuration of counter mode
blocks and encryption blocks to implement compliant encryption for Bluetooth Low Energy.

The CCM block uses EasyDMA to load key counter mode blocks (including the nonce required), and to
read/write plain text and cipher text.

Three operations are supported:

e Keystream generation
¢ Packet encryption
e Packet decryption

All operations are done in compliance with the Bluetooth specification.7

The following figure illustrates keystream generation followed by encryption or decryption. The shortcut is
optional.

7 Bluetooth AES CCM 128-bit block encryption, see Bluetooth Core specification version 4.0.
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Figure 41: Keystream generation

7.5.1 Shared resources

CCM shares the same AES module as the ECB and AAR peripherals. ECB will always have the lowest
priority. If there is a sharing conflict during encryption, the ECB operation will be aborted and an
ERRORECB event will be generated in ECB.

Additionally, CCM shares registers and other resources with other peripherals that have the same ID as
CCM. See Peripherals with shared ID on page 152 for more information.

7.5.2 Keystream generation

A new keystream needs to be generated before a new packet encryption or packet decryption operation
can start.

A keystream is generated by triggering the KSGEN task. An ENDKSGEN event is generated after the
keystream has been generated.

Keystream generation, packet encryption, and packet decryption operations utilize the configuration
specified in the data structure pointed to by CNFPTR on page 180. It is necessary to configure this
pointer and its underlying data structure, and register MODE on page 179 before the KSGEN task is
triggered.

The keystream will be stored in CCM’s temporary memory area, specified by the SCRATCHPTR on page
181, where it will be used in subsequent encryption and decryption operations.

For default length packets (MODE.LENGTH = Default), the size of the generated keystream is 27 bytes.
When using extended length packets (MODE.LENGTH = Extended), register MAXPACKETSIZE on page
181 specifies the length of the keystream to be generated. The length of the generated keystream must
be greater than or equal to the length of the subsequent packet payload to be encrypted or decrypted.
The maximum length of the keystream in extended mode is 251 bytes, which means that the maximum
packet payload size is 251 bytes.

If a shortcut is used between ENDKSGEN event and CRYPT task, pointers INPTR on page 180 and
OUTPTR on page 180 must also be configured before the KSGEN task is triggered.

7.5.3 Encryption

CCM is able to read an unencrypted packet, encrypt it, and append a four byte MIC field to the packet.
During packet encryption, CCM performs the following:

e Reads the unencrypted packet located in RAM address specified in the INPTR pointer
e Encrypts the packet
e Appends a four byte long Message Integrity Check (MIC) field to the packet

Encryption is started by triggering the CRYPT task with register MODE on page 179 set to
Encryption. An ENDCRYPT event is generated when packet encryption is completed.

CCM will also modify the length field of the packet to adjust for the appended MIC field. It adds four bytes
to the length and stores the resulting packet in RAM at the address specified in pointer OUTPTR on page
180, as illustrated in the figure below.
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INPTR SCRATCHPTR

Unencrypted packet

H: Header (S0)

L: Length
‘ H ‘ LR ‘ i - Scratch area RFU: reserved for future use (S1)
OUTPTR PL: unencrypted payload
Encrypted packet MODE = ENCRYPTION —» AES CCM EPL: encrypted payload
H | L+4 |RFU EPL MIC < CCM data
structure

CNFPTR

Figure 42: Encryption

Empty packets (length field is set to 0) will not be encrypted, but instead moved unmodified through CCM.

CCM supports different widths of the length field in the data structure for encrypted packets. This is
configured in register MODE on page 179.

7.5.4 Decryption

CCM is able to read an encrypted packet, decrypt it, authenticate the MIC field, and generate an
appropriate MIC status.

During packet decryption, CCM performs the following:

¢ Reads the encrypted packet located in RAM at the address specified in the INPTR pointer
e Decrypts the packet

¢ Authenticates the packet's MIC field

e Generates the appropriate MIC status

The packet header (S0) and payload are included in the MIC authentication. Bits in the packet header can
be masked away by configuring register HEADERMASK on page 182.

Decryption is started by triggering the CRYPT task, by setting the register MODE on page 179 to
Decryption. An ENDCRYPT event will be generated when packet decryption is completed.

CCM modifies the length field of the packet to adjust for the MIC field. It subtracts four bytes from the
length and stores the decrypted packet in RAM at the address specified in the OUTPTR on page 180
pointer.

CCM is only able to decrypt packet payloads that are at least five bytes long (one byte or more encrypted
payload (EPL) and four bytes of MIC). CCM will therefore generate a MIC error for packets where the
length field issetto 1, 2, 3, or 4.

Empty packets (length field is set to 0) will not be decrypted but instead moved unmodified through CCM.
These packets will always pass the MIC check.

CCM supports different widths of the LENGTH field in the data structure for decrypted packets. This is
configured in register MODE on page 179.

OUTPTR SCRATCHPTR

Unencrypted packet

H: Header (SO0)

L: Length
PL = P Scratch area RFU: reserved for future use (S1)

INPTR PL: unencrypted payload
Encrypted packet MODE = DECRYPTION —» AES CCM EPL: encrypted payload

EPL MIC > CCM data
structure

CNFPTR

H L

RFU

L+4 | RFU

K

Figure 43: Decryption

The CCM is only able to decrypt packet payloads that are at least 5 bytes long, 1 byte or more encrypted
payload (EPL) and 4 bytes of MIC. The CCM will therefore generate a MIC error for packets where the
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length field is set to 1, 2, 3 or 4. Empty packets (length field is set to 0) will not be decrypted, but instead
moved unmodified through CCM. These packets will always pass the MIC check.

CCM supports different widths of the length field in the data structure for decrypted packets. This is
configured in register MODE on page 179.

7.5.5 AES CCM and RADIO concurrent operation

The CCM peripheral is able to encrypt/decrypt data synchronously to data being transmitted or received
by RADIO.

In order for CCM to run synchronously with the radio, the data rate setting in register MODE on page
179 needs to match the radio data rate. The settings in this register apply whenever either the KSGEN or
CRYPT tasks are triggered.

The data rate setting of register MODE on page 179 can also be overridden on-the-fly during an ongoing
encrypt/decrypt operation by the contents of register RATEOVERRIDE on page 181. The data rate setting
in this register applies whenever the RATEOVERRIDE task is triggered. This feature can be useful in cases
where the radio data rate is changed during an ongoing packet transaction.

7.5.6 Encrypting packets on-the-fly in radio transmit mode

When CCM encrypts a packet on-the-fly while RADIO is transmitting it, RADIO must read the encrypted
packet from the same memory location that CCM is writing to.

The OUTPTR on page 180 pointer in CCM must point to the same memory location as the PACKETPTR
pointer in RADIOQ, as illustrated in the following figure.

RATCHPTR
INPTR SCl C

Unencrypted packet
ypled p H: Header (SO)
o | L: Length
OUTPTR ‘ H ‘ L |RFU ‘ PL Scratch area RFU: reserved for future use (S1)
& PL: unencrypted payload
PACKETPTR\ Encrypted packet MODE = ENCRYPTION —)» AES CCM EPL: encrypted payload
H L+4 | RFU EPL MIC < CCM data
structure
CNFPTR
To remote
t / receiver
>
RADIO —>
TXEN —p

Figure 44: Configuration of on-the-fly encryption

In order to match RADIO’s timing, the KSGEN task must be triggered early enough to allow the keystream
generation to complete before packet encryption begins.

For short packets (MODE.LENGTH = Default), the KSGEN task must be triggered before or at the same
time as the START task in RADIO is triggered. In addition, the shortcut between the ENDKSGEN event and
the CRYPT task must be enabled. This use-case is illustrated in On-the-fly encryption of short packets
(MODE.LENGTH = Default), using a PPl connection on page 171. It uses a PPl connection between the
READY event in RADIO and the KSGEN task in CCM.

For long packets (MODE.LENGTH = Extended), the keystream generation needs to start earlier, such as
when the TXEN task in RADIO is triggered.

Refer to Timing specification on page 182 for information about the time needed for generating a
keystream.
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SHORTCUT
ENDKSGEN CRYPT
AES CCM keystream encryption
generation
A
KSGEN ENDCRYPT
[ v
PPI
READY
RADIO RU P A H L |RFU EPL MIC CRC
A
TXEN END
v
READY START
RU: Ramp-up of RADIO H: Header (S0) EPL: encrypted payload
P: Preamble SHORTCUT L: Length
A: Address RFU: reserved for future use (S1)

Figure 45: On-the-fly encryption of short packets (MODE.LENGTH = Default), using a PPl connection

For long packets (MODE.LENGTH = Extended), the keystream generation will need to be started even
earlier, for example at the time when the TXEN task in the radio is triggered.

Note: See Timing specification on page 182 for information about the time needed for
generating a keystream.

7.5.7 Decrypting packets on-the-fly in RADIO receive mode

When CCM decrypts a packet on-the-fly while RADIO is receiving it, CCM must read the encrypted packet
from the same memory location that RADIO is writing to.

The pointer INPTR on page 180 in CCM must therefore point to the same memory location as the
PACKETPTR pointer in RADIO.

SCRATCHPTR
OUTPTR

Unencrypted packet

H: Header (SO)

> L: Length
RFU ‘ PL %7 Scratch area RFU: reserved for future use (S1)

& PL: unencrypted payload
PACKETPTR\ Encrypted packet MODE = DECRYPTION —» AES CCM EPL: encrypted payload

CCM data

EPL ‘ MIC > = structure
CNFPTR

From remote

i / transmitter
RADIO «—

Figure 46: Configuration of on-the-fly decryption

INPTR ‘ H ‘ L

H | L+4 | RFU

RXEN—|

In order to match RADIO's timing, the KSGEN task must be triggered early enough to allow the keystream
generation to complete before the decryption of the packet starts.

For short packets (MODE.LENGTH = Default), the KSGEN task must be triggered no later than when the
START task in RADIO is triggered. In addition, the CRYPT task must not be triggered earlier than when

the ADDRESS event is generated by RADIO. If the CRYPT task is triggered exactly at the same time as the
ADDRESS event is generated by RADIO, CCM will guarantee that the decryption is completed no later than
when the END event in RADIO is generated. This use case, using a PPl connection between the ADDRESS
event in RADIO and the CRYPT task in CCM, is illustrated in figure below.
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AES CCM keystream decryption
generation
A
KSGEN ENDKSGEN CRYPT ENDCRYPT
P v P A
PPI PPI
READY ADDRESS
RADIO RU ‘ P ‘ A H ‘ L ‘ RFU ‘ EPL ‘ MIC ‘ CRC
A
RXEN END
\4
READY START
RU: Ramp-up of radio SHORTCUT H: Header (S0) EPL: encrypted payload
P: Preamble L: Length
A: Address RFU: reserved for future use (S1) ] : radio receiving noise

Figure 47: On-the-fly decryption of short packets (MODE.LENGTH = Default), using a PPl connection

The KSGEN task is triggered from the READY event in RADIO, through a PPI connection.

For long packets (MODE.LENGTH = Extended) the keystream generation will need to start even earlier,
such as when the RXEN task in RADIO is triggered.

Refer to Timing specification on page 182 for information about the time needed for generating a
keystream.

7.5.8 CCM data structure

The CCM data structure is located in data RAM, at the memory location specified by the CNFPTR pointer
register.

Property Address offset Description
KEY 0 16-byte AES key.
PKTCTR 16 OctetO (least significant octet (LSO)) of packet. counter
17 Octet1 of packet counter.
18 Octet2 of packet counter.
19 Octet3 of packet counter.
20 Bit 6 — bit 0: Octet4 (7 most significant bits of packet counter, with bit 6 being the most

significant bit). Bit 7: Ignored.

21 Ignored.
22 Ignored.
23 Ignored.
24 Bit O: Direction bit. Bit 7 — bit 1: Zero padded.
[\ 25 8-byte initialization vector (V). OctetO (LSO) of IV, Octetl of IV, ..., Octet7 (MSO) of IV.

Table 56: CCM data structure overview

The NONCE vector (as specified by the Bluetooth Core Specification) will be generated by hardware based
on the information specified in the CCM data structure.

Property Address offset Description

HEADER 0 Packet header

LENGTH 1 Number of bytes in unencrypted payload
RFU 2 Reserved for future use

PAYLOAD 3 Unencrypted payload

Table 57: Data structure for unencrypted packet
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Property Address offset Description
HEADER 0 Packet header
LENGTH 1 Number of bytes in encrypted payload including length of MIC

LENGTH will be O for empty packets since the MIC is not added to empty packets

RFU 2 Reserved for future use
PAYLOAD 3 Encrypted payload
MIC 3 + payload length ENCRYPT: 4 bytes encrypted MIC

MIC is not added to empty packets

Table 58: Data structure for encrypted packet

7.5.9 EasyDMA and ERROR event

The CCM implements an EasyDMA mechanism for reading from and writing to RAM.

When the CPU and EasyDMA enabled peripherals access the same RAM block at the same time, increased
bus collisions might disrupt on-the-fly encryption. In this case, the ERROR event will be generated.

EasyDMA stops accessing RAM when the ENDKSGEN and ENDCRYPT events are generated.

If the CNFPTR, SCRATCHPTR, INPTR and the OUTPTR are not pointing to the data RAM region, an EasyDMA
transfer may result in a HardFault or RAM corruption. See Memory on page 19 for more information about
the different memory regions.

7.5.10 Registers

Base address Domain Peripheral Instance Secure mapping DMA security Description Configuration
0x4100E000 NETWORK  CCM CCM NS NA AES counter with CBC-
MAC (CCM) mode block

encryption

Table 59: Instances

Register Offset Security Description

TASKS_KSGEN 0x000 Start generation of keystream. This operation will stop by itself when completed.
TASKS_CRYPT 0x004 Start encryption/decryption. This operation will stop by itself when completed.
TASKS_STOP 0x008 Stop encryption/decryption

TASKS_RATEOVERRIDE 0x00C Override DATARATE setting in MODE register with the contents of the RATEOVERRIDE

register for any ongoing encryption/decryption

SUBSCRIBE_KSGEN 0x080 Subscribe configuration for task KSGEN
SUBSCRIBE_CRYPT 0x084 Subscribe configuration for task CRYPT
SUBSCRIBE_STOP 0x088 Subscribe configuration for task STOP
SUBSCRIBE_RATEOVERRIDE 0x08C Subscribe configuration for task RATEOVERRIDE
EVENTS_ENDKSGEN 0x100 Keystream generation complete
EVENTS_ENDCRYPT 0x104 Encrypt/decrypt complete
EVENTS_ERROR 0x108 CCM error event Deprecated
PUBLISH_ENDKSGEN 0x180 Publish configuration for event ENDKSGEN
PUBLISH_ENDCRYPT 0x184 Publish configuration for event ENDCRYPT
PUBLISH_ERROR 0x188 Publish configuration for event ERROR Deprecated
SHORTS 0x200 Shortcuts between local events and tasks
INTENSET 0x304 Enable interrupt
INTENCLR 0x308 Disable interrupt
MICSTATUS 0x400 MIC check result
ENABLE 0x500 Enable
MODE 0x504 Operation mode
N
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CNFPTR 0x508 Pointer to data structure holding the AES key and the NONCE vector
INPTR 0x50C Input pointer

OUTPTR 0x510 Output pointer

SCRATCHPTR 0x514 Pointer to data area used for temporary storage

MAXPACKETSIZE 0x518 Length of keystream generated when MODE.LENGTH = Extended
RATEOVERRIDE 0x51C Data rate override setting.

HEADERMASK 0x520 Header (SO) mask.

Table 60: Register overview

7.5.10.1 TASKS_KSGEN
Address offset: 0x000

Start generation of keystream. This operation will stop by itself when completed.

ID R/W  Field Value ID Description

A w TASKS_KSGEN Start generation of keystream. This operation will stop by
itself when completed.

Trigger 1 Trigger task

7.5.10.2 TASKS_CRYPT
Address offset: 0x004

Start encryption/decryption. This operation will stop by itself when completed.

ID R/W  Field Value ID Description

A W TASKS_CRYPT Start encryption/decryption. This operation will stop by
itself when completed.

Trigger 1 Trigger task

7.5.10.3 TASKS_STOP
Address offset: 0x008

Stop encryption/decryption

ID R/W  Field Value ID Description
A " TASKS_STOP Stop encryption/decryption
Trigger 1 Trigger task

7.5.10.4 TASKS RATEOVERRIDE
Address offset: 0x00C
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Override DATARATE setting in MODE register with the contents of the RATEOVERRIDE register for any
ongoing encryption/decryption

ID R/W  Field Value ID Description

A w TASKS_RATEOVERRIDE Override DATARATE setting in MODE register with the
contents of the RATEOVERRIDE register for any ongoing
encryption/decryption

Trigger 1 Trigger task

7.5.10.5 SUBSCRIBE_KSGEN
Address offset: 0x080

Subscribe configuration for task KSGEN

ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that task KSGEN will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.5.10.6 SUBSCRIBE_CRYPT
Address offset: 0x084

Subscribe configuration for task CRYPT

ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that task CRYPT will subscribe to
B RW  EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.5.10.7 SUBSCRIBE_STOP
Address offset: 0x088

Subscribe configuration for task STOP
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ID R/W  Field Value ID

A RW  CHIDX [255..0]
B RW  EN
Disabled 0
Enabled 1

7.5.10.8 SUBSCRIBE_RATEOVERRIDE
Address offset: 0x08C
Subscribe configuration for task RATEOVERRIDE

Description

DPPI channel that task STOP will subscribe to

Disable subscription

Enable subscription

Description

ID R/W  Field Value ID Value
A RW  CHIDX [255..0]
B RW EN
Disabled 0
Enabled 1

7.5.10.9 EVENTS_ENDKSGEN
Address offset: 0x100

Keystream generation complete

ID R/W  Field Value ID

DPPI channel that task RATEOVERRIDE will subscribe to

Disable subscription

Enable subscription

Description

A RW EVENTS_ENDKSGEN
NotGenerated 0

Generated 1

7.5.10.10 EVENTS_ENDCRYPT
Address offset: 0x104

Encrypt/decrypt complete

ID R/W  Field Value ID

Keystream generation complete
Event not generated

Event generated

Description

A RW EVENTS_ENDCRYPT
NotGenerated 0

Generated 1

7.5.10.11 EVENTS_ERROR (Deprecated)
Address offset: 0x108
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ID R/W  Field Value ID Description

A RW  EVENTS_ERROR CCM error event Deprecated
NotGenerated 0 Event not generated
Generated 1 Event generated

7.5.10.12 PUBLISH_ENDKSGEN
Address offset: 0x180
Publish configuration for event ENDKSGEN

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that event ENDKSGEN will publish to.
B RW  EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

7.5.10.13 PUBLISH_ENDCRYPT
Address offset: 0x184

Publish configuration for event ENDCRYPT

ID R/W  Field Description
A RW  CHIDX [255..0] DPPI channel that event ENDCRYPT will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

7.5.10.14 PUBLISH_ERROR (Deprecated)
Address offset: 0x188

Publish configuration for event ERROR

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that event ERROR will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing
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7.5.10.15 SHORTS
Address offset: 0x200

Shortcuts between local events and tasks

R/W  Field Value ID Description
A RW  ENDKSGEN_CRYPT Shortcut between event ENDKSGEN and task CRYPT
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

7.5.10.16 INTENSET
Address offset: 0x304

Enable interrupt

Value ID Description
A RW  ENDKSGEN Write '1' to enable interrupt for event ENDKSGEN
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  ENDCRYPT Write '1' to enable interrupt for event ENDCRYPT
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  ERROR Write '1' to enable interrupt for event ERROR Deprecated
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.5.10.17 INTENCLR
Address offset: 0x308

Disable interrupt

ID R/W  Field Value ID Description

A RW  ENDKSGEN Write '1' to disable interrupt for event ENDKSGEN
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW  ENDCRYPT Write '1' to disable interrupt for event ENDCRYPT
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
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Value ID Description
C RW  ERROR Write '1' to disable interrupt for event ERROR Deprecated
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.5.10.18 MICSTATUS
Address offset: 0x400
MIC check result

R/W  Field Value ID Description

A R MICSTATUS The result of the MIC check performed during the previous
decryption operation
CheckFailed 0 MIC check failed
CheckPassed 1 MIC check passed

7.5.10.19 ENABLE
Address offset: 0x500

Enable

R/W  Field Value ID Description
A RW  ENABLE Enable or disable CCM
Disabled 0 Disable
Enabled 2 Enable

7.5.10.20 MODE
Address offset: 0x504

Operation mode

Value ID Description

A RW  MODE The mode of operation to be used. Settings in this register
apply whenever either the KSGEN task or the CRYPT task is

triggered.
Encryption 0 AES CCM packet encryption mode
Decryption 1 AES CCM packet decryption mode
B RW  DATARATE Radio data rate that the CCM shall run synchronous with
1Mbit 0 1 Mbps
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ID R/W  Field Value ID Description
2Mbit 1 2 Mbps
125Kbps 2 125 kbps
500Kbps 3 500 kbps
C RW  LENGTH Packet length configuration
Default 0 Default length. Effective length of LENGTH field in

encrypted/decrypted packet is 5 bits. A keystream for
packet payloads up to 27 bytes will be generated.
Extended 1 Extended length. Effective length of LENGTH field in
encrypted/decrypted packet is 8 bits. A keystream for
packet payloads up to MAXPACKETSIZE bytes will be

generated.

7.5.10.21 CNFPTR

Address offset: 0x508
Pointer to data structure holding the AES key and the NONCE vector

R/W  Field Value ID Description

A RW  CNFPTR Pointer to the data structure holding the AES key and
the CCM NONCE vector (see table CCM data structure

overview)

7.5.10.22 INPTR
Address offset: 0x50C

Input pointer

Field Value ID Description

A RW  INPTR Input pointer

7.5.10.23 OUTPTR
Address offset: 0x510

Output pointer

R/W  Field Value ID Description
A RW  OUTPTR Output pointer
4406_640v1.3 180

NORDIC

SEMICONDUCTOR



Peripherals

7.5.10.24 SCRATCHPTR
Address offset: 0x514

Pointer to data area used for temporary storage

ID R/W  Field Value ID Description

A RW  SCRATCHPTR Pointer to a scratch data area used for temporary storage
during keystream generation, MIC generation and

encryption/decryption.

The scratch area is used for temporary storage of data

during keystream generation and encryption.

When MODE.LENGTH = Default, a space of 43 bytes is
required for this temporary storage. When MODE.LENGTH
= Extended, a space of (16 + MAXPACKETSIZE) bytes is

required.

7.5.10.25 MAXPACKETSIZE
Address offset: 0x518
Length of keystream generated when MODE.LENGTH = Extended

R/W  Field Value ID Description

A RW  MAXPACKETSIZE [0x001B..0x00FB] Length of keystream generated when MODE.LENGTH =
Extended. This value must be greater than or equal to the

subsequent packet payload to be encrypted/decrypted.

7.5.10.26 RATEOVERRIDE
Address offset: 0x51C

Data rate override setting.

Override value to be used instead of the setting of MODE.DATARATE. This override value applies when the
RATEOVERRIDE task is triggered.

R/W  Field Value ID Description
A RW RATEOVERRIDE Data rate override setting
1Mbit 0 1 Mbps
2Mbit 1 2 Mbps
125Kbps 2 125 kbps
500Kbps 3 500 kbps
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7.5.10.27 HEADERMASK
Address offset: 0x520
Header (S0) mask.

Bitmask for packet header (S0) before MIC generation/authentication.

ID R/W  Field Value ID Description

A RW  HEADERMASK Header (SO) mask

7.5.11 Electrical specification

7.5.11.1 Timing specification

tkgen Time needed for keystream generation (given priority 50 us

access to destination RAM block)

/.6 COMP — Comparator

The comparator (COMP) compares an input voltage (VIN+) against a second input voltage (VIN-). VIN+ can
be derived from an analog input pin (AINO-AIN7). VIN- can be derived from multiple sources depending on
the operation mode of the comparator.

The main features of COMP are the following:

¢ Input range from 0V to VDD
¢ Single-ended mode

¢ Fully flexible hysteresis using a 64-level reference ladder
Differential mode

e Configurable hysteresis
Reference inputs (VREF):

e VDD

e External reference from AINO to AIN7 (between 0 V and VDD)
e Internal references 1.2V, 1.8V,and 2.4V

Three speed/power consumption modes:

e low-power

e Normal

¢ High-speed

Single-pin capacitive sensor support
Event generation on output changes

e UPeventon VIN- > VIN+

DOWN event on VIN- < VIN+

e CROSS event on VIN+ and VIN- crossing

READY event on core and internal reference (if used) ready
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Figure 48: Comparator overview

Once enabled (using the ENABLE register), the comparator is started by triggering the START task and
stopped by triggering the STOP task. The comparator will generate a READY event to indicate when it is
ready for use and the output is correct. The delay between START and READY is ty1_rerstarr if an internal
reference is selected, or t compstarr if an external reference is used. When the COMP module is started,
events will be generated every time VIN+ crosses VIN-.

Operation modes

The comparator can be configured to operate in two main operation modes: differential mode and single-
ended mode. See the MODE register for more information. In both operation modes, the comparator can
operate in different speed and power consumption modes (low-power, normal and high-speed). High-
speed mode will consume more power compared to low-power mode, and low-power mode will result in
slower response time compared to high-speed mode.

Use the PSEL register to select any of the AINO-AIN7 pins as VIN+ input, regardless of the operation mode
selected for the comparator. The source of VIN- depends on which of the following operation mode are
used:

¢ Differential mode - Derived directly from AINO to AIN7

¢ Single-ended mode - Derived from VREF. VREF can be derived from VDD, AINO-AIN7 or internal 1.2 V,
1.8V and 2.4 V references.

The selected analog pins will be acquired by the comparator once it is enabled.

An optional hysteresis on VIN+ and VIN- can be enabled when the module is used in differential mode
through the HYST register. In single-ended mode, VUP and VDOWN thresholds can be set to implement
a hysteresis using the reference ladder (see Comparator in single-ended mode on page 186). This
hysteresis is in the order of magnitude of VpeeHyst, and shall prevent noise on the signal to create
unwanted events. See Hysteresis example where VIN+ starts below VUP on page 187 for an illustration
of the effect of an active hysteresis on a noisy input signal.

An upward crossing will generate an UP event and a downward crossing will generate a DOWN event. The
CROSS event will be generated every time there is a crossing, independent of direction.

The immediate value of the comparator can be sampled to RESULT register by triggering the SAMPLE task.
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ISOURCE

An optional configurable current can be applied on the AINx pad currently selected for VIN+, as illustrated
in the following figure. The AINx pad is configured in register PSEL on page 194 and the current source
in register ISOURCE on page 196.

INx

PFFFT

MUX <4— PSEL

O

VIN+ VIN-

Comparator
core

-
Output

Figure 49: Using the configurable current source

Enabling ISOURCE creates a feedback path around the comparator, forming a relaxation oscillator. The
circuit will sink current from VIN+ when the comparator output is high, and source current into VIN+
when the comparator output is low. The frequency of the oscillator is dependent on the capacitance at
the analog input pin, the reference voltages, and the value of the current source. When using ISOURCE, a
capacitive sensor can to be attached between the analog input pin and ground. With a selected current
of 10 pA, VUP-VDOWN equal to 1V, and an external capacity of typically 10 pF, the resulting oscillation
frequency is around 500 kHz.

The frequency of the oscillator can be calculated using the following equation:

f 0SC = I_SOURCE / (2C- (VUP-VDOWN) )

Note: The current source can be enabled in any of the comparator modes.

7.6.1 Shared resources

The COMP shares analog resources with other analog peripherals.

While it is possible to use the SAADC at the same time as the COMP, selecting the same analog input pin
for both peripherals is not supported.

Additionally, COMP shares registers and other resources with other peripherals that have the same ID as
the COMP. See Peripherals with shared ID on page 152 for more information.

The COMP peripheral shall not be disabled (by writing to the ENABLE register) before the peripheral has
been stopped. Failing to do so may result in unpredictable behavior.
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7.6.2 Differential mode

In differential mode, the reference input VIN- is derived directly from one of the AINx pins.

Before enabling the comparator via the ENABLE register, the following registers must be configured for the
differential mode:

e PSEL
e MODE
e EXTREFSEL

MUX 4—{ PSEL ‘ ‘ EXTREFSEL }—» MUX

— J1dNVS

—— 1M¥VIS
+—— dOlS

VIN+

[ . e

MODE Comparator
core
RESULT }47 e

Output
0=BELOW (VIN+ < VIN-)
1=ABOVE (VIN+ > VIN-)

VIN-

dn

SSOYD -—
NMOQ -—
AQVIH -—

Figure 50: Comparator in differential mode

Note: Depending on the device, not all the analog inputs may be available for each MUX. See
definitions for PSEL and EXTREFSEL for more information about which analog pins are available on a
particular device.

When the HYST register is turned on during this mode, the output of the comparator and associated
events do the following:

* Change from ABOVE to BELOW when VIN+ drops below VIN- - (Vpieenyst/2)
e Change from BELOW to ABOVE when VIN+ raises above VIN- + (Vpiernyst/2)

This behavior is

illustrated in the following figure.

VIN+

VIN- + (Voirenyst / 2)

VIN- - (Voirryst / 2)

Output

4406_640v1.3

ABOVE BELOW Y ABOVE BELOW
(VIN+ > (VIN- + Vpirenyst /2)) (VIN+ < (VIN- - Voiepnyst /12))/1 (VIN+ > (VIN- + Vpeenyst /2))

Figure 51: Hysteresis enabled in differential mode
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7.6.3 Single-ended mode

In single-ended mode, VIN- is derived from the reference ladder.

Before enabling the comparator via the ENABLE register, the following registers must be configured for the
single-ended mode:

e PSEL

e MODE

e REFSEL

e EXTREFSEL
e TH

The reference ladder uses the reference voltage (VREF) to derive two new voltage references, VUP and
VDOWN. VUP and VDOWN are configured using THUP and THDOWN respectively in the TH register. VREF
can be derived from any of the available reference sources, configured using the EXTREFSEL and REFSEL
registers as shown in the following figure. When AREF is selected in the REFSEL register, the EXTREFSEL
register is used to select one of the AINO-AIN7 analog input pins as reference input. The selected analog
pins will be acquired by the comparator once it is enabled.

MUX PSEL ‘ TH ‘ ‘ REFSEL ‘ ‘ EXTREFSEL }—> MUX
»
2 b3
¥ 3
58 2
i i i 3 y VDD
0 VUP e E—
VIN+ VIN- il AREF
+ - |—— MUX d
1 VDOWN VREF 1v2
Comparator hd Reference
core HYST tadder % Mo
- 1v8
-——
RESULT |[a— Outout 2v4
utpu -
0= BELOW (VIN+ < VIN-)

1=ABOVE (VIN+ > VIN-)

NMOQ ~—
AQVIY -—

dn

-
SSOYD ——

Figure 52: Comparator in single-ended mode

Note: Depending on the device, not all the analog inputs may be available for each MUX. See
definitions for PSEL and EXTREFSEL for more information about which analog pins are available on a
particular device.

When the comparator core detects that VIN+ > VIN-, i.e. ABOVE as per the RESULT register, VIN- will switch
to VDOWN. When VIN+ falls below VIN- again, VIN- will be switched back to VUP. By specifying VUP larger
than VDOWN, a hysteresis can be generated as illustrated in the following figures.

Writing to HYST has no effect in single-ended mode, and the content of this register is ignored.
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Figure 53: Hysteresis example where VIN+ starts below VUP
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Figure 54: Hysteresis example where VIN+ starts above VUP

7.6.4 Registers

Base address Domain

0x5001A000

Peripheral

COMP :S

APPLICATION COMP

0x4001A000

4406_640 v1.3

Instance

COMP : NS

Secure mapping DMA security

NA

Table 61: Instances
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TASKS_START 0x000 Start comparator

TASKS_STOP 0x004 Stop comparator

TASKS_SAMPLE 0x008 Sample comparator value
SUBSCRIBE_START 0x080 Subscribe configuration for task START
SUBSCRIBE_STOP 0x084 Subscribe configuration for task STOP
SUBSCRIBE_SAMPLE 0x088 Subscribe configuration for task SAMPLE
EVENTS_READY 0x100 COMP is ready and output is valid
EVENTS_DOWN 0x104 Downward crossing

EVENTS_UP 0x108 Upward crossing

EVENTS_CROSS 0x10C Downward or upward crossing
PUBLISH_READY 0x180 Publish configuration for event READY
PUBLISH_DOWN 0x184 Publish configuration for event DOWN
PUBLISH_UP 0x188 Publish configuration for event UP
PUBLISH_CROSS 0x18C Publish configuration for event CROSS
SHORTS 0x200 Shortcuts between local events and tasks
INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

RESULT 0x400 Compare result

ENABLE 0x500 COMP enable

PSEL 0x504 Pin select

REFSEL 0x508 Reference source select for single-ended mode
EXTREFSEL 0x50C External reference select

TH 0x530 Threshold configuration for hysteresis unit
MODE 0x534 Mode configuration

HYST 0x538 Comparator hysteresis enable

ISOURCE 0x53C Current source select on analog input

Table 62: Register overview

7.6.4.1 TASKS _START
Address offset: 0x000

Start comparator

ID R/W  Field Value ID Description
A w TASKS_START Start comparator
Trigger 1 Trigger task

7.6.4.2 TASKS _STOP
Address offset: 0x004

Stop comparator
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ID R/W  Field Value ID Value Description
A w TASKS_STOP Stop comparator
Trigger 1 Trigger task

7.6.4.3 TASKS_SAMPLE
Address offset: 0x008

Sample comparator value

ID R/W  Field Value ID Description
A w TASKS_SAMPLE Sample comparator value
Trigger 1 Trigger task

7.6.4.4 SUBSCRIBE_START
Address offset: 0x080

Subscribe configuration for task START

ID R/W  Field V; Description
A RW  CHIDX [255..0] DPPI channel that task START will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.6.4.5 SUBSCRIBE_STOP
Address offset: 0x084

Subscribe configuration for task STOP

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that task STOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.6.4.6 SUBSCRIBE_SAMPLE
Address offset: 0x088
Subscribe configuration for task SAMPLE
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Description

ID  R/W Field Value ID Value
A RW  CHIDX [255..0]
B RW  EN
Disabled 0
Enabled 1

7.6.4.7 EVENTS_READY
Address offset: 0x100
COMP is ready and output is valid

R/W  Field Value ID

DPPI channel that task SAMPLE will subscribe to

Disable subscription

Enable subscription

Description

A RW  EVENTS_READY
NotGenerated 0

Generated 1

7.6.4.8 EVENTS_DOWN
Address offset: 0x104

Downward crossing

R/W  Field Value ID

COMP is ready and output is valid
Event not generated

Event generated

Description

A RW  EVENTS_DOWN
NotGenerated 0

Generated 1

7.6.4.9 EVENTS_UP
Address offset: 0x108

Upward crossing

Downward crossing
Event not generated

Event generated

ID R/W  Field Value ID

A RW EVENTS_UP
NotGenerated 0

Generated 1

7.6.4.10 EVENTS_CROSS
Address offset: 0x10C

Downward or upward crossing
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ID R/W  Field Value ID Description

A RW  EVENTS_CROSS Downward or upward crossing
NotGenerated 0 Event not generated
Generated 1 Event generated

7.6.4.11 PUBLISH_READY
Address offset: 0x180

Publish configuration for event READY

Value ID Description
A RW  CHIDX [255..0] DPPI channel that event READY will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

7.6.4.12 PUBLISH_DOWN
Address offset: 0x184

Publish configuration for event DOWN

Value ID Description
A RW  CHIDX [255..0] DPPI channel that event DOWN will publish to.
RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

7.6.4.13 PUBLISH_UP
Address offset: 0x188

Publish configuration for event UP

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that event UP will publish to.
B RW  EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing
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7.6.4.14 PUBLISH_CROSS
Address offset: 0x18C

Publish configuration for event CROSS

Value ID Description
A RW  CHIDX [255..0] DPPI channel that event CROSS will publish to.
B RW  EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing
7.6.4.15 SHORTS
Address offset: 0x200

Shortcuts between local events and tasks

Value ID Description

A RW  READY_SAMPLE Shortcut between event READY and task SAMPLE
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

B RW  READY_STOP Shortcut between event READY and task STOP
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

C RW  DOWN_STOP Shortcut between event DOWN and task STOP
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

D RW  UP_STOP Shortcut between event UP and task STOP
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

E RW  CROSS_STOP Shortcut between event CROSS and task STOP
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

7.6.4.16 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  READY Enable or disable interrupt for event READY
Disabled 0 Disable
Enabled 1 Enable

B RW  DOWN Enable or disable interrupt for event DOWN
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ID R/W  Field

C RW  UP

D RW  CROSS

7.6.4.17 INTENSET
Address offset: 0x304

Enable interrupt

Value ID
Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

Value ID

Description

Disable

Enable

Enable or disable interrupt for event UP
Disable

Enable

Enable or disable interrupt for event CROSS
Disable

Enable

Description

A RW  READY

B RW  DOWN

D RW  CROSS

7.6.4.18 INTENCLR
Address offset: 0x308

Disable interrupt

ID R/W  Field

A RW  READY

B RW  DOWN

4406_640v1.3

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Value ID

Clear
Disabled
Enabled

193

Write '1' to enable interrupt for event READY
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event DOWN
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event UP
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event CROSS
Enable

Read: Disabled

Read: Enabled

Description

Write '1' to disable interrupt for event READY
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event DOWN

NORDIC

SEMICONDUCTOR



Peripherals

ID R/W  Field Value ID Description
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  UP Write '1' to disable interrupt for event UP
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW  CROSS Write '1' to disable interrupt for event CROSS
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.6.4.19 RESULT
Address offset: 0x400

Compare result

R/W  Field Value ID Description
A R RESULT Result of last compare. Decision point SAMPLE task.
Below 0 Input voltage is below the threshold (VIN+ < VIN-)
Above 1 Input voltage is above the threshold (VIN+ > VIN-)

7.6.4.20 ENABLE
Address offset: 0x500

COMP enable

Field Value ID Description
A RW  ENABLE Enable or disable COMP
Disabled 0 Disable
Enabled 2 Enable

7.6.4.21 PSEL
Address offset: 0x504

Pin select

R/W  Field Value ID Description
A RW  PSEL Analog pin select
4406_640v1.3 194

NORDIC

SEMICONDUCTOR



Peripherals

ID R/W  Field Value ID Description

Analoginput0 AINO selected as analog input
Analoglnputl AIN1 selected as analog input
Analoglnput2 AIN2 selected as analog input
Analoglnput3 AIN3 selected as analog input
Analoglnput4 AIN4 selected as analog input
Analoginput5 AINS selected as analog input

Analoglnput6 AING6 selected as analog input

N oo v A W N B O

Analoglnput7 AIN7 selected as analog input

7.6.4.22 REFSEL
Address offset: 0x508

Reference source select for single-ended mode

R/W  Field Value ID Description
A RW  REFSEL Reference select
Int1v2 0 VREF =internal 1.2 V reference (VDD >= 1.7 V)
Int1v8 1 VREF = internal 1.8 V reference (VDD >= VREF + 0.2 V)
Int2v4 2 VREF = internal 2.4 V reference (VDD >= VREF + 0.2 V)
VDD 4 VREF = VDD
ARef 5 VREF = AREF

7.6.4.23 EXTREFSEL
Address offset: 0x50C

External reference select

R/W  Field Value ID Description

A RW  EXTREFSEL External analog reference select

AnalogReference0 Use AINO as external analog reference
AnalogReferencel Use AIN1 as external analog reference
AnalogReference2 Use AIN2 as external analog reference
AnalogReference3 Use AIN3 as external analog reference
AnalogReference4 Use AIN4 as external analog reference
AnalogReference5 Use AINS as external analog reference

AnalogReference6 Use AING6 as external analog reference

N oo B~ W N B O

AnalogReference7 Use AIN7 as external analog reference

7.6.4.24 TH
Address offset: 0x530

Threshold configuration for hysteresis unit
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R/W  Field Value ID Description
A RW THDOWN [63:0] VDOWN = (THDOWN+1)/64*VREF
B RW  THUP [63:0] VUP = (THUP+1)/64*VREF

7.6.4.25 MODE
Address offset: 0x534

Mode configuration

R/W  Field Description

A RW  SP Speed and power modes
Low 0 Low-power mode
Normal 1 Normal mode
High 2 High-speed mode

B RW  MAIN Main operation modes
SE 0 Single-ended mode
Diff 1 Differential mode

7.6.4.26 HYST
Address offset: 0x538

Comparator hysteresis enable

R/W  Field Value ID Description
A RW HYST Comparator hysteresis
NoHyst 0 Comparator hysteresis disabled
Hyst50mV 1 Comparator hysteresis enabled

7.6.4.27 ISOURCE
Address offset: 0x53C

Current source select on analog input

R/W  Field Value ID Description
A RW  ISOURCE Comparator hysteresis
Off 0 Current source disabled
len2mA5 1 Current source enabled (+/- 2.5 uA)
lenSmA 2 Current source enabled (+/- 5 uA)
len10mA 3 Current source enabled (+/- 10 uA)

NORDIC
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7.6.5 Electrical specification

7.6.5.1 COMP Electrical Specification

teropDLYLP Propagation delay, Low-power mode®

tPROPDLYN Propagation delay, Normal mode®

tpROPDLY,HS Propagation delay, High-speed mode®

VDIFFHYST Optional hysteresis applied to differential input 26

VVDD-VREF Required difference between VDD and a selected VREF, 0.3
VDD > VREF

tINT_REF,START Startup time for the internal bandgap reference

EINT_ReF Internal bandgap reference error -1.8

VINPUTOFFSET Input offset -10

tcompSTART Startup time for the comparator core

7.6.5.2 COMP Current Source (ISOURCE) Specification

0.6

0.2

0.1

35

50

55

80
0.5
10
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us

mV
Vv

us

mV

us

Configurable current provided by the current source, excluding variations over temperature and voltage,
at 3 Vand 25°C. For other voltages and temperatures, the accuracy as specified by Isoyrce,acc must be

added to the min and max values.

Isource,A Current when register ISOURCE=len2mA5 1.6
Isource,B Current when register ISOURCE=len5mA 3.2
Isource,c Current when register ISOURCE=len10mA 6.0
Isource,acc Current source accuracy over temperature and voltage

7.7 CRYPTOCELL — Arm TrustZone CryptoCell 312

2.4
4.9
9.8
5%

33
6.5
13.0

WA
pA
A
%

Arm TrustZone CryptoCell 312 (CRYPTOCELL) is a security subsystem providing root of trust (RoT) and

cryptographic services for a device.

8 Propagation delay is with 10 mV overdrive.
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The following cryptographic features are provided:

e Up to 3072-bit key size

e PKCS#1v2.1/v1.5

e Optional CRT support

Elliptic curve cryptography (ECC)

CRYPTOCELL workspace

Data RAM

J I

|

Data routing AHB-APB bridge

1

DMA

Dedicated KMU key bus

Figure 55: CRYPTOCELL block diagram

True random number generator (TRNG) compliant with NIST 800-90B, AIS-31, and FIPS 140-2
Pseudorandom number generator (PRNG) using underlying AES engine compliant with NIST 800-90A
RSA public key cryptography

e NIST FIPS 186-4 recommended prime field curves using pseudorandom parameters, up to 521 bits:

P-192
P-224
P-256
P-384
P-521

e SEC 2 recommended prime field curves using pseudorandom parameters, up to 521 bits:

secpl6Orl
secpl92rl
secp224rl
secp256rl
secp384rl
secp521rl
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¢ Koblitz prime field curves using fixed parameters, up to 256 bits:

e secpl60kl
e secpl92kl
e secp224kl
e secp256kl
e Edwards/Montgomery curves:

e Ed25519
e Curve25519
e ECDH/ECDSA support
e Secure remote password protocol (SRP) with up to 3072-bit operations
e Hashing functions

e SHA-1
e SHA-2 up to 256 bits

¢ Keyed-hash message authentication code (HMAC)
e AES symmetric encryption

e General purpose AES engine (encrypt/decrypt, sign/verify)

e Supported key size - 128 and 256 bits

e Supported encryption modes: ECB, CBC, CMAC/CBC-MAC, CTR, CCM/CCM*, GCM
e ChaCha20/Poly1305 symmetric encryption

e Supported key size - 128 and 256 bits
¢ Authenticated encryption with associated data (AEAD) mode

/7.7.1 Usage

The CRYPTOCELL state is controlled via a register interface. The CRYPTOCELL cryptographic functions are
accessible through a software library provided in the device SDK.

To enable CRYPTOCELL, use register ENABLE on page 201.

Note: To prevent the device from reaching the System ON All Idle state, enable the CRYPTOCELL
subsystem.

7.7.2 Direct memory access (DMA)

CRYPTOCELL features direct access memory (DMA) to allow cryptographic operations on memory mapped
regions without involving the CPU.

The maximum DMA transaction size is limited to 2%6-1 bytes. See Memory on page 19 for information
about memory that is accessible through the CRYPTOCELL DMA.

The CRYPTOCELL DMA can configure the security setting used for bus transactions.

Any data stored in a memory type not accessible by the CRYPTOCELL DMA engine must be copied to a
memory type accessible by the direct memory before it can be processed by the CRYPTOCELL subsystem.

7.7.3 Standards

Arm TrustZone CryptoCell 312 (CRYPTOCELL) is compliant with the protocol specifications and standards
shown in the following table.
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Algorithm family
TRNG

PRNG
Stream cipher

MAC

Key agreement
Key derivation

AES

Hash

RSA

Diffie-Hellman

ECC

Identification code
NIST SP 800-90B
AlS-31

FIPS 140-2

NIST SP 800-90A
Chacha

Poly1305

SRP

NIST SP 800-108
FIPS-197

NIST SP 800-38A

NIST SP 800-38B
NIST SP 800-38C

ISO/IEC 9797-1
IEEE 802.15.4-2011

FIPS 180-3
RFC2104
PKCS#1

ANSI X9.42

PKCS#3
ANSI X9.63

IEEE 1363
ANSI X9.62

Ed25519

Curve25519
FIPS 186-4

SEC2

NIST SP 800-56A rev. 2

Document title

Recommendation for the Entropy Sources Used for Random Bit Generation

A proposal for: Functionality classes and evaluation methodology for physical random number generators
Security Requirements for Cryptographic Modules

Recommendation for Random Number Generation Using Deterministic Random Bit Generators

ChaCha, a variant of Salsa20, Daniel J. Bernstein, January 28th 2008

The Poly1305-AES message-authentication code, Daniel J. Bernstein

Cryptography in NaCl, Daniel J. Bernstein

The Secure Remote Password Protocol, Thomas Wu, November 11th 1997

Recommendation for Key Derivation Using Pseudorandom Functions. Compliant with section 5.1
Advanced Encryption Standard (AES). Compliant with 128-bit and 256-bit key size only

Recommendation for Block Cipher Modes of Operation - Methods and Techniques. Compliant with
sections 6.1, 6.2, 6.4, and 6.5.

Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication
Recommendation for Block Cipher Modes of Operation: The CCM Mode for Authentication and
Confidentiality

AES CBC-MAC per ISO/IEC 9797-1 MAC algorithm 1

IEEE Standard for Local and metropolitan area networks - Part 15.4: Low-Rate Wireless Personal Area
Networks (LR-WPANSs), Annex B.4: Specification of generic CCM* mode of operation

Secure Hash Standard (SHA1, SHA-224, SHA-256)

HMAC: Keyed-Hashing for Message Authentication

Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications v1.5/2.1

Public Key Cryptography for the Financial Services Industry: Agreement of Symmetric Keys Using Discrete
Logarithm Cryptography

Diffie-Hellman Key-Agreement Standard

Public Key Cryptography for the Financial Services Industry - Key Agreement and Key Transport Using
Elliptic Curve Cryptography

Standard Specifications for Public-Key Cryptography

Public Key Cryptography For The Financial Services Industry: The Elliptic Curve Digital Signature Algorithm
(ECDSA)

Edwards-curve, Ed25519: high-speed high-security signatures, Daniel J. Bernstein, Niels Duif, Tanja Lange,
Peter Schwabe, and Bo-Yin Yang

Montgomery curve, Curve25519: new Diffie-Hellman speed records, Daniel J. Bernstein

Digital Signature Standard (DSS). Compliant with sections 5.1, 6.2, 6.3, 6.4, B.1.2, B.2.2, B.3.6, B.4.2, C.3.1,
C.3.3,C.3.5,C9,and D.1.2.

Recommended Elliptic Curve Domain Parameters, Certicom Research

Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm Cryptography

Table 63: CRYPTOCELL cryptography standards

/.7.4 Registers

Base address Domain

0x50844000 APPLICATION CRYPTOCELL CRYPTOCELL S NSA

Register

ENABLE

4406_640v1.3

Peripheral Instance

Offset
0x500

Secure mapping DMA security Description Configuration

CryptoCell subsystem

control interface
Table 64: Instances
Security Description
Enable CRYPTOCELL subsystem.

Table 65: Register overview
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7.7.4.1 ENABLE
Address offset: 0x500
Enable CRYPTOCELL subsystem.

Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
ID A
Reset 0x00000000 0 0O000D000O00OD0O00ODOOOOOOOOOOOOOOOOOOOOO
A RW  ENABLE Enable or disable the CRYPTOCELL subsystem.

Disabled 0 CRYPTOCELL subsystem disabled.

Enabled 1 CRYPTOCELL subsystem enabled.

When enabled, the CRYPTOCELL subsystem can be
initialized and controlled through the CryptoCell firmware

API.

7.8 DCNF — Domain configuration

The domain configuration (DCNF) module provides a way to identify the CPU by its CPU ID in the device
(CPUID). It also provides protection of the AHB multilayer interconnect (AMLI).

To provide for the AMLI protection, the DCNF contains configuration registers that can be used to block
some paths from the AHB masters to their respective AHB slaves in the AMLI.

For an illustration of how the AHB masters and slaves are connected through the AMLI, see Memory on
page 19.

7.8.1 Protection

The DCNF protection involves blocking of paths from AHB masters in an external core to the AHB slaves in
the local core's AMLI. This way, the local core's internal resources can be blocked from being accessed by
an external core. A set of configuration registers is used to control this behavior.

See Memory on page 19 to get an overview of the AMLI.
The DCNF configuration registers that enable the DCNF protection are the following:

e EXTPERI[n].PROTECT
e EXTRAMI[n].PROTECT
e EXTCODE[n].PROTECT

An attempt to access the blocked resources will trigger a BusFault or a HardFault exception, depending
on the value of the BUSFAULTENA bit in the Arm Cortex-M33 SHCSR (system handler control and state
register), described in the Arm Cortex-M33 Devices Generic User Guide.

RAM protection

The protection of RAM regions is configured through the SLAVE-bits of the corresponding master ports'
register EXTRAM[n].PROTECT.

Peripheral protection

The protection of peripheral memory regions is configured through the SLAVE-bits of the corresponding
master ports' register EXTPERI[n].PROTECT.

N
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Code protection

The protection of code memory regions is configured through the SLAVE-bits of the corresponding master
ports' register EXTCODE[O].PROTECT.

7.8.2 Registers

0x50000000 DCNF: S

APPLICATION DCNF us NA Domain configuration CPUID value is 0x00000000
0x40000000 DCNF : NS
0x41000000 NETWORK  DCNF DCNF NS NA Domain configuration Registers

EXTPERI[n].PROTECT,

EXTRAM[n].PROTECT, and
EXTCODE[n].PROTECT not
available for the network

core.

CPUID value is 0x00000001

Table 66: Instances

CPUID 0x420 CPU ID of this subsystem

EXTPERI[n].PROTECT 0x440 Control access for master connected to AMLI master port EXTPERI[n]
EXTRAM([n].PROTECT 0x460 Control access from master connected to AMLI master port EXTRAM[n]
EXTCODE[n].PROTECT 0x480 Control access from master connected to AMLI master port EXTCODE[n]

Table 67: Register overview

7.8.2.1 CPUID
Address offset: 0x420

CPU ID of this subsystem

R/W  Field Value ID Description

A R CPUID CPUID

7.8.2.2 EXTPERI[n].PROTECT (n=0..0)
Address offset: 0x440 + (n x Ox4)

Control access for master connected to AMLI master port EXTPERI[n]

R/W  Field Value ID Description
A-A RW  SLAVE[i] (i=0..0) Control access to slave i of master EXTPERI[n]
Allowed 0 Access to slave is allowed
Blocked 1 Access to slave is blocked
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7.8.2.3 EXTRAM[n].PROTECT (n=0..0)
Address offset: 0x460 + (n x Ox4)

Control access from master connected to AMLI master port EXTRAM([n]

ID R/W  Field Value ID Description

A-H RW  SLAVE[i] (i=0..7) Control access to slave i of master EXTRAM[n]
Allowed 0 Access to slave is allowed
Blocked 1 Access to slave is blocked

7.8.2.4 EXTCODE[n].PROTECT (n=0..0)
Address offset: 0x480 + (n x Ox4)

Control access from master connected to AMLI master port EXTCODE[n]

ID R/W  Field Value ID Description

A-A RW  SLAVE[i] (i=0..0) Control access to slave i of master EXTCODE([n]
Allowed 0 Access to slave is allowed
Blocked 1 Access to slave is blocked

7.9 DPPI — Distributed programmable peripheral
interconnect

The distributed programmable peripheral interconnect (DPPI) enables peripherals to interact
autonomously with each other by using tasks and events, without any intervention from the CPU. DPPI
allows precise synchronization between peripherals when real-time application constraints exist, and
eliminates the need for CPU involvement to implement behavior which can be predefined using the DPPI.

Note: For more information on tasks, events, publish/subscribe, interrupts, and other concepts,
see Peripheral interface on page 150.

The DPPI has the following features:

® Peripheral tasks can subscribe to channels
¢ Peripheral events can be published on channels
e Publish/subscribe pattern enabling multiple connection options that include the following:

e One-to-one

e One-to-many

¢ Many-to-one

e Many-to-many

The DPPI consists of several PPIBus modules, which are connected to a fixed number of DPPI channels and
a DPPI controller (DPPIC).
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Figure 56: DPPI overview

7.9.1 Subscribing to and publishing on channels

The PPIBus can route peripheral events onto the channels (publishing), or route events from the channels
into peripheral tasks (subscribing).

All peripherals include the following:

¢ One subscribe register per task
¢ One publish register per event

Publish and subscribe registers use a channel index field to determine the channel to which the event is
published or tasks subscribed. In addition, there is an enable bit for the subscribe and publish registers
that needs to be enabled before the subscription or publishing takes effect.

Writing non-existing channel index (CHIDX) numbers into a peripheral's publish or subscribe registers will
yield unexpected results.

One event can trigger multiple tasks by subscribing different tasks to the same channel. Similarly, one

task can be triggered by multiple events by publishing different events to the same channel. For advanced
use cases, multiple events and multiple tasks can connect to the same channel forming a many-to-many
connection. If multiple events are published on the same channel at the same time, the events are merged
and only one event is routed through the DPPI.

How peripheral events are routed onto different channels based on publish registers is illustrated in the
following figure.
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PeripheralCore

event[0]
event[N-1]
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Figure 57: DPPI events flow

The following figure illustrates how peripheral tasks are triggered from different channels based on
subscribe registers.
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Figure 58: DPPI tasks flow

7.9.2 DPPI controller (DPPIC)

Enabling and disabling of channels globally is handled through DPPIC. Connection (connect/disconnect)
between a channel and a peripheral is handled locally by the PPIBus.

There are two ways of enabling and disabling global channels using DPPIC:

¢ Enable or disable channels individually using registers CHEN, CHENSET, and CHENCLR.

¢ Enable or disable channels in channel groups using the groups' tasks ENABLE and DISABLE. It needs to
be defined which channels belong to which channel groups before these tasks are triggered.

Note: ENABLE tasks are prioritized over DISABLE tasks. When a channel belongs to two or more
groups, for example group m and n, and the tasks CHG[m].EN and CHG[n].DIS occur simultaneously
(m and n can be equal or different), the CHG[m].EN task on that channel is prioritized.

DPPIC tasks (for example CHG[0].EN) can be triggered through DPPI like any other task, which means they
can be linked to a DPPI channel through the subscribe registers.

In order to write to CHG[x], the corresponding CHG[x].EN and CHG[x].DIS subscribe registers must be
disabled. Writes to CHG[x] are ignored if any of the two subscribe registers are enabled.

7.9.3 Connection examples

DPPI offers several connection options. Examples are given for how to create one-to-one and many-to-
many connections.
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One-to-one connection

This example shows how to create a one-to-one connection between TIMER compare register and SAADC
start task.

The channel configuration is set up first. TIMERO will publish its COMPAREO event on channel 0, and
SAADC will subscribe its START task to events on the same channel. After that, the channel is enabled
through the DPPIC.

NRF _TIMERO->PUBLISH COMPAREO = (DPPI_PUB CHIDX Ch0) |
(DPPI PUB EN Msk);
NRF_SAADC->SUBSCRIBE_START = (DPPI_SUB_CHIDX_Ch0) |

(DPPI_SUB EN Msk);

NREF DPPIC->CHENSET = (DPPI CHENSET CHO Set << DPPI CHENSET CHO Pos);

Many-to-many connection

The example shows how to create a many-to-many connection, showcasing the DPPIC's channel group
functionality.

A channel group that includes only channel 0 is set up first. Then the GPIOTE and TIMERO configure their
INO and COMPAREOQ events respectively to be published on channel 0, while the SAADC configures its
START task to subscribe to events on channel 0. Through DPPIC, the CHGO DISABLE task is configured

to subscribe to events on channel 0. After an event is received on channel 0 it will be disabled. Finally,
channel 0 is enabled using the DPPIC task to enable a channel group.

NRF_DPPIC->CHG[0] = (DPPI CHG CHO Included << PPI CHG CHO Pos);

NRF GPIOTE->PUBLISH INO = (DPPI_PUB CHIDX ChO) |
(DPPI_PUB EN Msk) ;

NRF TIMERO->PUBLISH COMPAREQ (DPPI_PUB CHIDX ChO) |

(DPPI_PUB_EN_Msk) ;

NRF_SAADC->SUBSCRIBE START = (DPPI_SUB CHIDX ChO) |
(DPPI_SUB EN Msk);

NRF DPPIC->SUBSCRIBE CHG[0].DIS = (DPPI SUB CHIDX Ch0) |

(DPPI_SUB EN Msk);

NRF_DPPIC->TASK CHG[0].EN = 1;

7.9.4 Special considerations for a system implementing TrustZone for
Cortex-M processors

DPPI is implemented with split security, meaning it handles both secure and non-secure accesses. In a
system implementing the TrustZone for Cortex-M technology, DPPI channels can be defined as secure or
non-secure using the SPU.

A peripheral configured as non-secure will only be able to subscribe to or publish on non-secure DPPI
channels. A peripheral configured as secure will be able to access all DPPI channels. DPPI handles both
secure and non-secure accesses, but behaves differently depending on the access type:

¢ A non-secure peripheral access can only configure and control the DPPI channels defined as non-secure
in the SPU.DPPI.PERM[] register(s)
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e Asecure peripheral access can control all the DPPI channels, independently of the SPU.DPPI.PERM[]
register(s)

A group of channels can be created, making it possible to simultaneously enable or disable all channels
within the group. The security attribute of a group of channels (secure or non-secure) is defined as
follows:

¢ |If all channels (enabled or not) within a group are non-secure, then the group is considered non-secure

¢ If at least one of the channels (enabled or not) within the group is secure, then the group is considered
secure

A non-secure access to a DPPI register, or a bit field, controlling a channel marked as secure in
SPU.DPPI[].PERM register(s) will be ignored. Write accesses will have no effect, and read accesses will
always return a zero value.

No exceptions are triggered when non-secure accesses target a register or a bit field controlling a secure
channel. For example, if the bit i is set in the SPU.DPPI[0].PERM register (declaring DPPI channel i as
secure), then:

¢ Non-secure write accesses to registers CHEN, CHENSET, and CHENCLR cannot write bit i of these
registers

¢ Non-secure write accesses to TASK_CHGJj].EN and TASK_CHG(j].DIS registers are ignored if the channel
group j contains at least one channel defined as secure (it can be the channel i itself or any channel
declared as secure)

¢ Non-secure read accesses to registers CHEN, CHENSET, and CHENCLR always read O for the bit at
position 1

For the channel configuration registers (CHG[]), access from non-secure code is only possible if the
included channels are all non-secure, whether the channels are enabled or not. If a CHG[g] register
included one or more secure channel(s), then the group g is considered as secure, and only secure
transfers can read to or write from CHG[g]. A non-secure write access is ignored, and a non-secure read
access returns 0.

The DPPI can subscribe to secure and non-secure channels through the SUBSCRIBE_CHG] registers, in
order to trigger the task for enabling or disabling groups of channels. An event from a secure channel will
be ignored if the group subscribing to this channel is non-secure. A secure group can subscribe to a non-
secure channel or a secure channel.

7.9.5 Registers

Base address Domain Peripheral Instance Secure mapping DMA security Description Configuration
0x50017000 DPPIC:S

APPLICATION DPPIC SPLIT NA DPPI controller 32 DPPI channels
0x40017000 DPPIC : NS
0x4100FO00 NETWORK  DPPIC DPPIC NS NA DPPI controller 32 DPPI channels

Table 68: Instances
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TASKS_CHG[n].EN 0x000 Enable channel group n

TASKS_CHG[n].DIS 0x004 Disable channel group n
SUBSCRIBE_CHGI[n].EN 0x080 Subscribe configuration for task CHG[n].EN
SUBSCRIBE_CHG[n].DIS 0x084 Subscribe configuration for task CHG[n].DIS
CHEN 0x500 Channel enable register

CHENSET 0x504 Channel enable set register

CHENCLR 0x508 Channel enable clear register

CHG[n] 0x800 Channel group n

Note: Writes to this register are ignored if either SUBSCRIBE_CHG[n].EN or
SUBSCRIBE_CHGIn].DIS is enabled

Table 69: Register overview

7.9.5.1 TASKS_CHG[n].EN (n=0..5)
Address offset: 0x000 + (n x 0x8)

Enable channel group n

R/W  Field Value ID Description
A w EN Enable channel group n
Trigger 1 Trigger task

7.9.5.2 TASKS_CHG[n].DIS (n=0..5)
Address offset: 0x004 + (n x 0x8)

Disable channel group n

R/W  Field Value ID Description
A % DIS Disable channel group n
Trigger 1 Trigger task

7.9.5.3 SUBSCRIBE_CHG[n].EN (n=0..5)
Address offset: 0x080 + (n x 0x8)

Subscribe configuration for task CHG[n].EN

Value ID Description
A RW  CHIDX [255..0] DPPI channel that task CHG[n].EN will subscribe to
RW EN
Disabled 0 Disable subscription
Enabled 1 Enable subscription
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7.9.5.4 SUBSCRIBE_CHG[n].DIS (n=0..5)
Address offset: 0x084 + (n x 0x8)

Subscribe configuration for task CHG[n].DIS

ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that task CHG[n].DIS will subscribe to
B RW  EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.9.5.5 CHEN
Address offset: 0x500

Channel enable register

ID R/W  Field Value ID Description
Af RW  CHIi] (i=0..31) Enable or disable channel i
Disabled 0 Disable channel
Enabled 1 Enable channel
7.9.5.6 CHENSET

Address offset: 0x504

Channel enable set register

Note: Read: Reads value of CHJi] field in CHEN register

ID R/W  Field Value ID Description

Af RW  CHIi] (i=0..31) Channel i enable set register. Writing 0 has no effect.
Disabled 0 Read: Channel disabled
Enabled 1 Read: Channel enabled
Set 1 Write: Enable channel

7.9.5.7 CHENCLR

Address offset: 0x508

Channel enable clear register

Note: Read: Reads value of CHJi] field in CHEN register
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ID R/W  Field Value ID Description

Af RW  CHIi] (i=0..31) Channel i enable clear register. Writing 0 has no effect.
Disabled 0 Read: Channel disabled
Enabled 1 Read: Channel enabled
Clear 1 Write: Disable channel

7.9.5.8 CHG[n] (n=0..5)
Address offset: 0x800 + (n x 0x4)
Channel group n

Note: Writes to this register are ignored if either SUBSCRIBE_CHG[n].EN or SUBSCRIBE_CHGIn].DIS is

ID R/W  Field Value ID Description

A-f RW  CHIi] (i=0..31) Include or exclude channel i
Excluded 0 Exclude
Included 1 Include

7.10 ECB — AES electronic codebook mode encryption

The AES electronic codebook mode encryption (ECB) can be used for a range of cryptographic functions
like hash generation, digital signatures, and keystream generation for data encryption/decryption. The ECB
encryption block supports 128 bit AES encryption (encryption only, not decryption).

AES ECB operates with EasyDMA access to system Data RAM for in-place operations on cleartext
and ciphertext during encryption. ECB uses the same AES core as the CCM and AAR blocks and is an
asynchronous operation which may not complete if the AES core is busy.

AES ECB features:

128 bit AES encryption

Supports standard AES ECB block encryption
Memory pointer support

DMA data transfer

AES ECB performs a 128 bit AES block encrypt. At the STARTECB task, data and key is loaded into the
algorithm by EasyDMA. When output data has been written back to memory, the ENDECB event is
triggered.

AES ECB can be stopped by triggering the STOPECB task.

7.10.1 Shared resources

The ECB, CCM, and AAR share the same AES module. The ECB will always have lowest priority and if there
is a sharing conflict during encryption, the ECB operation will be aborted and an ERRORECB event will be
generated.
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7.10.2 EasyDMA

The ECB implements an EasyDMA mechanism for reading and writing to the Data RAM. This DMA cannot
access the program memory or any other parts of the memory area except RAM.

If the ECBDATAPTR is not pointing to the Data RAM region, an EasyDMA transfer may result in a HardFault
or RAM corruption. See Memory on page 19 for more information about the different memory regions.

The EasyDMA will have finished accessing the Data RAM when the ENDECB or ERRORECB is generated.

7.10.3 ECB data structure

Input to the block encrypt and output from the block encrypt are stored in the same data structure.
ECBDATAPTR should point to this data structure before STARTECB is initiated.

Property Address offset Description

KEY 0 16 byte AES key

CLEARTEXT 16 16 byte AES cleartext input block
CIPHERTEXT 32 16 byte AES ciphertext output block

Table 70: ECB data structure overview

/.10.4 Registers

Base address Domain Peripheral Instance Secure mapping DMA security Description Configuration
0x4100D000 NETWORK  ECB ECB NS NA AES electronic code
book (ECB) mode block

encryption

Table 71: Instances

Register Offset Security Description

TASKS_STARTECB 0x000 Start ECB block encrypt

TASKS_STOPECB 0x004 Abort a possible executing ECB operation
SUBSCRIBE_STARTECB 0x080 Subscribe configuration for task STARTECB
SUBSCRIBE_STOPECB 0x084 Subscribe configuration for task STOPECB
EVENTS_ENDECB 0x100 ECB block encrypt complete
EVENTS_ERRORECB 0x104 ECB block encrypt aborted because of a STOPECB task or due to an error
PUBLISH_ENDECB 0x180 Publish configuration for event ENDECB
PUBLISH_ERRORECB 0x184 Publish configuration for event ERRORECB
INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

ECBDATAPTR 0x504 ECB block encrypt memory pointers

Table 72: Register overview

7.10.4.1 TASKS_STARTECB
Address offset: 0x000
Start ECB block encrypt

If a crypto operation is already running in the AES core, the STARTECB task will not start a new encryption
and an ERRORECB event will be triggered
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ID R/W  Field Value ID Description

A W TASKS_STARTECB Start ECB block encrypt

If a crypto operation is already running in the AES core,
the STARTECB task will not start a new encryption and an
ERRORECB event will be triggered

Trigger 1 Trigger task

7.10.4.2 TASKS_STOPECB
Address offset: 0x004
Abort a possible executing ECB operation

If a running ECB operation is aborted by STOPECB, the ERRORECB event is triggered.

ID R/W  Field Value ID Description

A " TASKS_STOPECB Abort a possible executing ECB operation

If a running ECB operation is aborted by STOPECB, the
ERRORECB event is triggered.

Trigger 1 Trigger task

7.10.4.3 SUBSCRIBE_STARTECB
Address offset: 0x080
Subscribe configuration for task STARTECB

If a crypto operation is already running in the AES core, the STARTECB task will not start a new encryption
and an ERRORECB event will be triggered

ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that task STARTECB will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.10.4.4 SUBSCRIBE_STOPECB

Address offset: 0x084

Subscribe configuration for task STOPECB

If a running ECB operation is aborted by STOPECB, the ERRORECB event is triggered.
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ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that task STOPECB will subscribe to
B RW  EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.10.4.5 EVENTS_ENDECB
Address offset: 0x100

ECB block encrypt complete

R/W  Field Value ID Description
A RW  EVENTS_ENDECB ECB block encrypt complete
NotGenerated 0 Event not generated
Generated 1 Event generated

7.10.4.6 EVENTS_ERRORECB
Address offset: 0x104
ECB block encrypt aborted because of a STOPECB task or due to an error

Value ID Description

A RW  EVENTS_ERRORECB ECB block encrypt aborted because of a STOPECB task or
due to an error
NotGenerated 0 Event not generated

Generated 1 Event generated

7.10.4.7 PUBLISH_ENDECB
Address offset: 0x180

Publish configuration for event ENDECB

ID R/W  Field Value ID Value Description
A RW  CHIDX [255..0] DPPI channel that event ENDECB will publish to.
B RW  EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing
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7.10.4.8 PUBLISH_ERRORECB
Address offset: 0x184

Publish configuration for event ERRORECB

Value ID Description
A RW  CHIDX [255..0] DPPI channel that event ERRORECB will publish to.
B RW  EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

7.10.4.9 INTENSET
Address offset: 0x304

Enable interrupt

R/W  Field Value ID Description

A RW  ENDECB Write '1' to enable interrupt for event ENDECB
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW  ERRORECB Write '1' to enable interrupt for event ERRORECB
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.10.4.10 INTENCLR
Address offset: 0x308

Disable interrupt

ID R/W  Field Value ID Description

A RW  ENDECB Write '1' to disable interrupt for event ENDECB
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW  ERRORECB Write '1' to disable interrupt for event ERRORECB
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
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7.10.4.11 ECBDATAPTR
Address offset: 0x504

ECB block encrypt memory pointers

ID R/W  Field Value ID Description

A RW  ECBDATAPTR Pointer to the ECB data structure (see Table 1 ECB data

structure overview)

7.10.5 Electrical specification

7.10.5.1 ECB Electrical Specification

tec Run time per 16 byte block in all modes 6.2 us

/.11 EGU — Event generator unit

Event generator unit (EGU) provides support for interlayer signaling. This means providing support for
atomic triggering of both CPU execution and hardware tasks, from both firmware (by CPU) and hardware
(by PPI). This feature can, for instance, be used for triggering CPU execution at a lower priority execution
from a higher priority execution, or to handle a peripheral's interrupt service routine (ISR) execution at a
lower priority for some of its events. However, triggering any priority from any priority is possible.

Listed here are the main EGU features:

e Software-enabled interrupt triggering
e Separate interrupt vectors for every EGU instance
¢ Up to 16 separate event flags per interrupt for multiplexing

Each instance of EGU implements a set of tasks which can individually be triggered to generate
the corresponding event, for example, the corresponding event for TASKS_TRIGGER[n] is
EVENTS_TRIGGERED[n]. See Instances on page 217 for a list of EGU instances.
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7.11.1 Registers

0x5001B000 EGUO: S

APPLICATION EGU us NA Event generator unit 0
0x4001B000 EGUO : NS
0x5001C000 EGU1:S

APPLICATION EGU us NA Event generator unit 1
0x4001C000 EGU1: NS
0x5001D000 EGU2:S

APPLICATION EGU us NA Event generator unit 2
0x4001D000 EGU2 : NS
0x5001E000 EGU3:S

APPLICATION EGU us NA Event generator unit 3
0x4001E000 EGU3: NS
0x5001F000 EGU4:S

APPLICATION EGU us NA Event generator unit 4
0x4001F000 EGU4 : NS
0x50020000 EGUS:S

APPLICATION EGU us NA Event generator unit 5
0x40020000 EGU5 : NS
0x41014000 NETWORK  EGU EGUO NS NA Event generator unit 0

Table 73: Instances

TASKS_TRIGGER[n] 0x000 Trigger n for triggering the corresponding TRIGGERED([n] event
SUBSCRIBE_TRIGGER[n] 0x080 Subscribe configuration for task TRIGGER[n]

EVENTS_TRIGGERED[n] 0x100 Event number n generated by triggering the corresponding TRIGGER[n] task
PUBLISH_TRIGGERED[n] 0x180 Publish configuration for event TRIGGERED[n]

INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

Table 74: Register overview

7.11.1.1 TASKS_TRIGGER[n] (n=0..15)
Address offset: 0x000 + (n x Ox4)

Trigger n for triggering the corresponding TRIGGERED[n] event

] R/W  Field Value ID Description
A " TASKS_TRIGGER Trigger n for triggering the corresponding TRIGGERED[n]
event
Trigger 1 Trigger task

7.11.1.2 SUBSCRIBE_TRIGGER[n] (n=0..15)
Address offset: 0x080 + (n x 0x4)
Subscribe configuration for task TRIGGER[n]
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ID R/W  Field Value ID Description

A RW  CHIDX [255..0] DPPI channel that task TRIGGER[n] will subscribe to
B RW  EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.11.1.3 EVENTS_TRIGGEREDI[n] (n=0..15)
Address offset: 0x100 + (n x Ox4)
Event number n generated by triggering the corresponding TRIGGER[n] task

ID R/W  Field Value ID Value Description

A RW  EVENTS_TRIGGERED Event number n generated by triggering the corresponding
TRIGGER[n] task
NotGenerated 0 Event not generated

Generated 1 Event generated

7.11.1.4 PUBLISH_TRIGGERED([n] (n=0..15)
Address offset: 0x180 + (n x 0x4)

Publish configuration for event TRIGGERED([n]

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that event TRIGGERED([n] will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

7.11.1.5INTEN
Address offset: 0x300

Enable or disable interrupt

ID R/W  Field Description

A-P RW  TRIGGEREDIi] (i=0..15) Enable or disable interrupt for event TRIGGEREDIi]
Disabled 0 Disable
Enabled 1 Enable
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7.11.1.6 INTENSET
Address offset: 0x304

Enable interrupt

ID R/W  Field Value ID Description

A-P RW  TRIGGEREDIi] (i=0..15) Write '1' to enable interrupt for event TRIGGEREDi]
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.11.1.7 INTENCLR
Address offset: 0x308

Disable interrupt

ID R/W  Field Value ID Description

A-P RW  TRIGGEREDIi] (i=0..15) Write '1' to disable interrupt for event TRIGGERED(i]
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.11.2 Electrical specification

7.11.2.1 EGU Electrical Specification

tegu,EvT Latency between setting an EGU event flag and the system 1 cycles

setting an interrupt

7.12 FPU — Floating point unit (FPU) exceptions

The Arm Cortex-M33 has FPU signals that indicate mathematical errors that cause floating-point
exceptions.

The FPU signals are routed to the following event registers:

FPUIOC: INVALIDOPERATION
FPUIDC: DENORMALINPUT
FPUOFC: OVERFLOW
FPUUFC: UNDERFLOW
FPUDZC: DIVIDEBYZERO
FPUIXC: INEXACT
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To clear the FPU exception source, write a 0 to the Arm Cortex-M33 FPSCR (floating-point status control
register), as described in the Arm Cortex-M33 Devices Generic User Guide.

/7.12.1 Registers

0x50000000 FPU:S Floating Point unit
APPLICATION FPU us NA
0x40000000 FPU : NS interrupt control

Table 75: Instances

EVENTS_INVALIDOPERATION 0x100 An FPUIOC exception triggered by an invalid operation has occurred in the FPU
EVENTS_DIVIDEBYZERO 0x104 An FPUDZC exception triggered by a floating-point divide-by-zero operation has

occurred in the FPU

EVENTS_OVERFLOW 0x108 An FPUOFC exception triggered by a floating-point overflow has occurred in the FPU

EVENTS_UNDERFLOW 0x10C An FPUUFC exception triggered by a floating-point underflow has occurred in the FPU

EVENTS_INEXACT 0x110 An FPUIXC exception triggered by an inexact floating-point operation has occurred in
the FPU

EVENTS_DENORMALINPUT 0x114 An FPUIDC exception triggered by a denormal floating-point input has occurred in the
FPU

INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

Table 76: Register overview

7.12.1.1 EVENTS_INVALIDOPERATION
Address offset: 0x100

An FPUIOC exception triggered by an invalid operation has occurred in the FPU

Value ID Description

A RW  EVENTS_INVALIDOPERATION An FPUIOC exception triggered by an invalid operation has
occurred in the FPU
NotGenerated 0 Event not generated

Generated 1 Event generated

7.12.1.2 EVENTS_DIVIDEBYZERO
Address offset: 0x104

An FPUDZC exception triggered by a floating-point divide-by-zero operation has occurred in the FPU
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Value ID Description

A RW  EVENTS_DIVIDEBYZERO An FPUDZC exception triggered by a floating-point divide-
by-zero operation has occurred in the FPU
NotGenerated 0 Event not generated

Generated 1 Event generated

7.12.1.3 EVENTS_OVERFLOW

Address offset: 0x108
An FPUOFC exception triggered by a floating-point overflow has occurred in the FPU

ID R/W  Field Value ID Value Description

A RW  EVENTS_OVERFLOW An FPUOFC exception triggered by a floating-point
overflow has occurred in the FPU
NotGenerated 0 Event not generated

Generated 1 Event generated

7.12.1.4 EVENTS_UNDERFLOW

Address offset: 0x10C
An FPUUFC exception triggered by a floating-point underflow has occurred in the FPU

Value ID Description

A RW  EVENTS_UNDERFLOW An FPUUFC exception triggered by a floating-point
underflow has occurred in the FPU
NotGenerated 0 Event not generated

Generated 1 Event generated

7.12.1.5 EVENTS_INEXACT
Address offset: 0x110

An FPUIXC exception triggered by an inexact floating-point operation has occurred in the FPU

Value ID Description

A RW  EVENTS_INEXACT An FPUIXC exception triggered by an inexact floating-point
operation has occurred in the FPU
NotGenerated 0 Event not generated

Generated 1 Event generated
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7.12.1.6 EVENTS_DENORMALINPUT
Address offset: 0x114

An FPUIDC exception triggered by a denormal floating-point input has occurred in the FPU

Value ID Description

A RW  EVENTS_DENORMALINPUT An FPUIDC exception triggered by a denormal floating-
point input has occurred in the FPU
NotGenerated 0 Event not generated

Generated 1 Event generated

7.12.1.7 INTEN
Address offset: 0x300

Enable or disable interrupt

R/W  Field Value ID Description

A RW  INVALIDOPERATION Enable or disable interrupt for event INVALIDOPERATION
Disabled 0 Disable
Enabled 1 Enable

B RW  DIVIDEBYZERO Enable or disable interrupt for event DIVIDEBYZERO
Disabled 0 Disable
Enabled 1 Enable

C RW  OVERFLOW Enable or disable interrupt for event OVERFLOW
Disabled 0 Disable
Enabled 1 Enable

D RW  UNDERFLOW Enable or disable interrupt for event UNDERFLOW
Disabled 0 Disable
Enabled 1 Enable

E RW  INEXACT Enable or disable interrupt for event INEXACT
Disabled 0 Disable
Enabled 1 Enable

F RW  DENORMALINPUT Enable or disable interrupt for event DENORMALINPUT
Disabled 0 Disable
Enabled 1 Enable

7.12.1.8 INTENSET
Address offset: 0x304

Enable interrupt

ID R/W  Field Value ID Description

A RW  INVALIDOPERATION Write '1' to enable interrupt for event INVALIDOPERATION
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B RW  DIVIDEBYZERO

C RW  OVERFLOW

D RW  UNDERFLOW

=
=

INEXACT

B
2

DENORMALINPUT

7.12.1.9 INTENCLR
Address offset: 0x308

Disable interrupt

R/W  Field

A RW  INVALIDOPERATION

B RW  DIVIDEBYZERO

C RW  OVERFLOW

D RW  UNDERFLOW

4406_640v1.3

Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Value ID

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled

223

Description

Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event DIVIDEBYZERO
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event OVERFLOW
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event UNDERFLOW
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event INEXACT
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event DENORMALINPUT
Enable

Read: Disabled

Read: Enabled

Description

Write '1' to disable interrupt for event INVALIDOPERATION
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event DIVIDEBYZERO
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event OVERFLOW
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event UNDERFLOW
Disable

Read: Disabled

Read: Enabled
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ID R/W  Field Value ID Description
E RW  INEXACT Write '1' to disable interrupt for event INEXACT
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
F RW  DENORMALINPUT Write '1' to disable interrupt for event DENORMALINPUT
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.13 GPIO — General purpose input/output

The general purpose input/output pins (GPIOs) are grouped as one or more ports with each port having up
to 32 GPIOs.

The number of ports and GPIOs per port may vary with product variant and package. Refer to Registers on
page 230 and Pin assignments on page 790 for more information about the number of GPIOs that are
supported.

GPIO has the following user-configurable features:

Up to 32 GPIO pins per GPIO port
Configurable output drive strength

Internal pull-up and pull-down resistors
Wake-up from high or low level triggers on all pins

Trigger interrupt on state changes on any pin

All pins can be used by the PPI task/event system

One or more GPIO outputs can be controlled through PPl and GPIOTE channels
All pins can be individually mapped to interface blocks for layout flexibility
GPIO state changes captured on SENSE signal can be stored by LATCH register

Pin sharing in multi-MCU system
Support for secure and non-secure attributes for pins in conjunction with the system protection unit
(SPU — System protection unit on page 590)

GPIO port and the GPIO pin details on page 225 illustrates the GPIO port containing 32 individual pins,
where PINO is illustrated in more detail as a reference. All signals on the left side in the illustration are
used by other peripherals in the system and therefore not directly available to the CPU.
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Figure 59: GPIO port and the GPIO pin details

7.13.1 Assigning pins between cores, peripherals, or subsystems

GPIO pins of the system can be allocated among the cores, peripherals with dedicated pins, or subsystems
such as trace and debug.

The pins of the system are listed in Pin assignments on page 790.
A pin can be assigned to any of the following:

¢ Application core

¢ Network core

e Peripheral with dedicated pins

¢ Trace and debug (TaD) subsystem

By default, all pins are assigned to the application core. The application core's MCUSEL bitfield in register
PIN_CNF[n] (n=0..31) (Retained) on page 233 controls the allocation of the pins into cores, peripherals
and the TaD subsystem.

The pin's state, being either an output, input, or analog, can only be controlled and observed by the core
for which the pin was allocated. Reading a pin that is not allocated to the current core will return zero, and
writes will be ignored. If a pin is allocated to a subsystem that cannot access it, the pin stays under control
of the application core's GPIO peripheral.

The GPIO peripheral of any core has its own set of registers that can be read and written independently,
but they only affect a pin when it has been allocated to this core. Reading the GPIO peripheral registers of
one core does not reveal the register contents of a different core.

The following figure illustrates how to assign a pin to a core, to a peripheral that has dedicated pins, or a
subsystem such as trace and debug.
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Pin control
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Pin control
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GPIO Peripheral

PIN_CNF(y] | wmcuse |

Application core

Figure 60: Pin allocation in multiple-core system

Peripheral or TaD

with access to only

PINX

Note: To avoid glitches, changing the MCUSEL bitfield for a pin should only occur when the pin is

disabled.

Also note that when a pin p is not assigned to the application core, the application core's GPIO LATCH
register, PIN_CNF[p].MCUSEL bitfield, and PIN_CNF[p].SENSE bitfield is prevented. For these, any write
operations are ignored, and any read operation will return 0.

7.13.2 Pin configuration

The GPIO port peripheral implements up to 32 pins, PINO through PIN31. Each of these pins can be
individually configured in the PIN_CNF[n] registers (n=0..31).

Note: For more information on pin assignment and the corresponding effect of read and write
operations of GPIO registers, see Assigning pins between cores, peripherals, or subsystems on page

225.

The following parameters can be configured through these registers:

e Direction

¢ Drive strength

¢ Enabling of pull-up and pull-down resistors
e Pinsensing

¢ Input buffer disconnect

¢ Analog input (for selected pins)

Note: All write-capable registers are retained registers, see POWER — Power control on page 46

for more information.
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The input buffer of a GPIO pin can be disconnected from the pin to enable power savings when the pin is
not used as an input, see GPIO port and the GPIO pin details on page 225. Inputs must be connected to
get a valid input value in the IN register, and for the sense mechanism to get access to the pin.

Other peripherals in the system can connect to GPIO pins and override their output value and
configuration, or read their analog or digital input value. See GPIO port and the GPIO pin details on page
225.

Selected pins also support analog input signals, see ANAIN in GPIO port and the GPIO pin details on page
225. The assignment of the analog pins can be found in Pin assignments on page 790.

The drive strength is configured using the DRIVE field of register PIN_CNF[n] (n=0..31) (Retained) on page
233. Some pins may not support every drive configuration, see Pin assignments on page 790 for more
information.

The following delays should be taken into considerations:

e There is a delay of 2 CPU clock cycles from the GPIO pad to the IN register.

¢ The GPIO pad must be low (or high depending on the SENSE polarity) for 3 CPU clock cycles after
DETECT has gone high to generate a new DETECT signal.

Note: When a pin is configured as digital input, care has been taken to minimize increased current
consumption when the input voltage is between V| _and V4. However, it is a good practice to
ensure that the external circuitry does not drive that pin to levels between V, and V4 for a long
period of time.

7.13.3 Pin sense mechanism

Pins sensitivity can be individually configured, through the SENSE field in the PIN_CNF[n] register, to detect
either a high level or a low level on their input.

Note: Refer to Assigning pins between cores, peripherals, or subsystems on page 225 for pin
assignment and corresponding effect of read and write operations of GPIO registers

When the correct level is detected on any such configured pin, the sense mechanism will set the DETECT
signal high. Each pin has a separate DETECT signal. Default behavior, defined by the DETECTMODE register,
is that the DETECT signals from all pins in the GPIO port are combined into one common DETECT signal
that is routed throughout the system, which then can be utilized by other peripherals. This mechanism is
functional in both System ON and System OFF modes.

DETECTMODE and DETECTMODE_SEC are provided to handle secure and non-secure pins.
DETECTMODE_SEC register is available to control the behavior associated to pin marked as secure, while
the DETECTMODE register is restricted to pin marked as non-secure. Please refer to GPIO security on page
228 for more details.

Make sure that a pin is in a level that cannot trigger the sense mechanism before enabling it. The DETECT
signal will go high immediately if the SENSE condition configured in the PIN_CNF registers is met when the
sense mechanism is enabled. This will trigger a PORT event if the DETECT signal was low before enabling
the sense mechanism.

The DETECT signal is also used by power and clock management system to exit from System OFF mode,
and by GPIOTE to generate the PORT event. In addition GPIOTE_SEC is used for PORT event related to
secure pins). See POWER — Power control on page 46 and GPIOTE — GPIO tasks and events on page
235 for more information about how the DETECT signal is used.

When a pin's PINx.DETECT signal goes high, a flag will be set in the LATCH register. For example, when
the PINO.DETECT signal goes high, bit 0 in the LATCH register will be set to '1". If the CPU performs a clear
operation on a bit in the LATCH register when the associated PINx.DETECT signal is high, the bit in the
LATCH register will not be cleared. The LATCH register will only be cleared if the CPU explicitly clears it by
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writing a '1' to the bit that shall be cleared, i.e. the LATCH register will not be affected by a PINx.DETECT
signal being set low.

The LDETECT signal will be set high when one or more bits in the LATCH register are '1'. The LDETECT signal
will be set low when all bits in the LATCH register are successfully cleared to '0".

If one or more bits in the LATCH register are '1' after the CPU has performed a clear operation on the
LATCH registers, a rising edge will be generated on the LDETECT signal. This is illustrated in DETECT signal
behavior on page 228.

Note: The CPU can read the LATCH register at any time to check if a SENSE condition has been met
on one or more of the the GPIO pins, even if that condition is no longer met at the time the CPU
queries the LATCH register. This mechanism will work even if the LDETECT signal is not used as the
DETECT signal.

The LDETECT signal is by default not connected to the GPIO port's DETECT signal, but via the DETECTMODE
register it is possible to change from default behavior to DETECT signal being derived directly from the
LDETECT signal instead. See GPIO port and the GPIO pin details on page 225. DETECT signal behavior on
page 228 illustrates the DETECT signal behavior for these two alternatives.

PIN31.DETECT

PIN1.DETECT

PINO.DETECT 4,—‘

i)
DETECT

(Default mode)

LATCH.31 [
LATCH.1 ]
LATCH.0 ﬁ ]
J V4 N\ v
DETECT I E— L i .

(LDETECT mode)

)
o
(@]

~ ~ —~ =
o - - ™
M v M v
< < < v
Z Z z -
] [ n v
I I I

2 2 2 5
< < < =
] - ] 3

Figure 61: DETECT signal behavior

7.13.4 GPIO security

The general purpose input/output (GPIO) peripheral is implemented as a split-security peripheral. If
marked as non-secure, it can be accessed by both secure and non-secure accesses but will behave
differently depending on the access type.

Note: For more information on pin assignment and the corresponding effect of read and write
operations of GPIO registers, see Assigning pins between cores, peripherals, or subsystems on page
225.

A non-secure peripheral access will only be able to configure and control pins defined as non-secure in the
system protection unit (SPU) GPIOPORT.PERM(] register(s).
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A non-secure access to a register or a bitfield controlling a pin marked as secure in GPIO.PERM[] register(s)
will be ignored. Write access will have no effect and read access will return a zero value.

No exception is triggered when a non-secure access targets a register or bitfield controlling a secure pin.
For example, if the bit i is set in the SPU.GPIO.PERMI0] register (declaring Pin PO.1i as secure), then

* non-secure write accesses to OUT, OUTSET, OUTCLR, DIR, DIRSET, DIRCLR and LATCH registers will not
be able to write to bit i of those registers

* non-secure write accesses to registers PIN[1].0UT and PIN_CNF[1i] will be ignored

* non-secure read accesses to registers OUT, OUTSET, OUTCLR, IN, DIR, DIRSET, DIRCLR and LATCH will
always read a '0' for the bit at position i

* non-secure read accesses to registers PIN[1].0UT, PIN[1].0UT and PIN_CNF[1i] will always return O

The GPIO.DETECTMODE and GPIO.DETECTMODE_SEC registers are handled differently than the other
registers mentioned before. When accessed by a secure access, the DETECTMODE_SEC register control the
source for the DETECT_SEC signal for the pins marked as secure. When accessed by a non-secure access,
the DETECTMODE_SEC is read as zero and write accesses are ignored. The GPIO.DETECTMODE register
controls the source for the DETECT_NSEC signal for the pins defined as non-secure.

The DETECT_NSEC signal is routed to the GPIOTE peripheral, allowing generation of events and interrupts
from pins marked as non-secure. The DETECT_SEC signal is routed to the GPIOTESEC peripheral, allowing
generation of events and interrupts from pins marked as secure. Principle of direct pin access on

page 229 illustrates how the DETECT_NSEC and DETECT_SEC signals are generated from the GPIO
PIN[].DETECT signals.

SPU.GPIOPORT[].PERM register

e [n] [o]

il

31 n 0| LATCH
4 S

A Y

< PIN[0].DETECT
<1 PIN[n].DETECT
N PIN[31].DETECT

GPIO.DETECTMODE
0

1
HJ DETECT_NSEC é DETECT_SEC

to GPIOTE U to GPIOTESEC
DETECT

GPIO.DETECTMODE_SEC

Figure 62: Principle of direct pin access
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/.13.5 Registers

0x50842500
APPLICATION GPIO
0x40842500

0x50842800
APPLICATION GPIO
0x40842800

0x418C0500 NETWORK  GPIO

0x418C0800 NETWORK  GPIO

PO:S
PO : NS

P1:NS
PO

P1

SPLIT

SPLIT

NS

NS

General purpose input and P0.00 to P0.31

NA
output, port 0 implemented
General purpose input and P1.00 to P1.15
NA output, port 1 implemented
NA General purpose input and P0.00 to P0.31
output implemented
NA General purpose input and P1.00 to P1.15
output implemented

Table 77: Instances

ouT
OUTSET
OUTCLR

DIR

DIRSET

DIRCLR

LATCH

DETECTMODE

DETECTMODE_SEC

PIN_CNF[n]

0x004
0x008
0x00C
0x010
0x014
0x018
0x01C
0x020

0x024

0x028

0x200

7.13.5.1 OUT (Retained)

Address offset: 0x004

This register is a retained register

Write GPIO port

R/W  Field

A RW  PIN[i] (i=0..31)

7.13.5.2 OUTSET
Address offset: 0x008

Set individual bits in GPIO port

Read: reads value of OUT register.

4406_640v1.3

Write GPIO port

Set individual bits in GPIO port

Clear individual bits in GPIO port

Read GPIO port

Direction of GPIO pins

DIR set register

DIR clear register

Latch register indicating what GPIO pins that have met the criteria set in the
PIN_CNF[n].SENSE registers

Select between default DETECT signal behavior and LDETECT mode (For non-secure
pin only)

Select between default DETECT signal behavior and LDETECT mode (For secure pin
only)

Configuration of GPIO pins

Table 78: Register overview

Description
Pini
Pin driver is low

Pin driver is high

Retained

Retained

Retained

Retained

Retained

Retained
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ID R/W  Field Value ID Description
Af RW  PIN[i] (i=0..31) Pini
Low 0 Read: pin driver is low
High 1 Read: pin driver is high
Set 1 Write: writing a '1' sets the pin high; writing a '0' has no
effect

7.13.5.3 OUTCLR
Address offset: 0x00C
Clear individual bits in GPIO port

Read: reads value of OUT register.

ID R/W  Field Value ID Description
Af RW  PIN[i] (i=0..31) Pini
Low 0 Read: pin driver is low
High 1 Read: pin driver is high
Clear 1 Write: writing a '1' sets the pin low; writing a '0' has no
effect

7.13.5.4 IN
Address offset: 0x010

Read GPIO port

ID R/W  Field Value ID Description

Af R PIN[i] (i=0..31) Pini
Low 0 Pin input is low
High 1 Pin input is high

7.13.5.5 DIR (Retained)
Address offset: 0x014
This register is a retained register

Direction of GPIO pins
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ID R/W  Field Value ID Description

Af RW  PIN[i] (i=0..31) Pini
Input 0 Pin set as input
Output 1 Pin set as output

7.13.5.6 DIRSET
Address offset: 0x018

DIR set register

Read: reads value of DIR register.

ID R/W  Field Value ID Description
Af RW  PIN[i] (i=0..31) Set as output pin i
Input 0 Read: pin set as input
Output 1 Read: pin set as output
Set 1 Write: writing a '1' sets pin to output; writing a '0' has no
effect

7.13.5.7 DIRCLR
Address offset: 0x01C

DIR clear register

Read: reads value of DIR register.

ID R/W  Field Value ID Description
A-f RW  PINJ[i] (i=0..31) Set as input pin i
Input 0 Read: pin set as input
Output 1 Read: pin set as output
Clear 1 Write: writing a '1' sets pin to input; writing a '0' has no
effect

7.13.5.8 LATCH (Retained)
Address offset: 0x020
This register is a retained register

Latch register indicating what GPIO pins that have met the criteria set in the PIN_CNF[n].SENSE registers
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ID R/W  Field Value ID Description

Af RW  PIN[i] (i=0..31) Status on whether PIN[i] has met criteria set in
PIN_CNF[i].SENSE register. Write '1' to clear.
NotLatched 0 Criteria has not been met

Latched 1 Criteria has been met

7.13.5.9 DETECTMODE (Retained)
Address offset: 0x024
This register is a retained register

Select between default DETECT signal behavior and LDETECT mode (For non-secure pin only)

ID R/W  Field Description
A RW  DETECTMODE Select between default DETECT signal behavior and
LDETECT mode
Default 0 DETECT directly connected to PIN DETECT signals
LDETECT 1 Use the latched LDETECT behavior

7.13.5.10 DETECTMODE_SEC (Retained)
Address offset: 0x028

This register is a retained register

ID R/W  Field Value ID Description
A RW  DETECTMODE Select between default DETECT signal behavior and
LDETECT mode
Default 0 DETECT directly connected to PIN DETECT signals
LDETECT 1 Use the latched LDETECT behavior

7.13.5.11 PIN_CNF[n] (n=0..31) (Retained)
Address offset: 0x200 + (n x Ox4)
This register is a retained register

Configuration of GPIO pins

ID R/W  Field Value ID Description

A RW  DIR Pin direction. Same physical register as DIR register
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Value ID Description
Input 0 Configure pin as an input pin
Output 1 Configure pin as an output pin
B RW  INPUT Connect or disconnect input buffer
Connect 0 Connect input buffer
Disconnect 1 Disconnect input buffer
C RW  PULL Pull configuration
Disabled 0 No pull
Pulldown 1 Pull down on pin
Pullup 3 Pull up on pin
D RW  DRIVE Drive configuration

Some pins may not support every drive configuration.

S0Ss1 0 Standard '0', standard '1'

HOS1 1 High drive '0', standard '1'

SOH1 2 Standard '0', high drive '1'

HOH1 3 High drive '0', high 'drive '1"

DOS1 4 Disconnect '0', standard '1' (normally used for wired-or
connections)

DOH1 5 Disconnect '0', high drive '1' (normally used for wired-or
connections)

SoD1 6 Standard '0', disconnect '1' (normally used for wired-and
connections)

HOD1 7 High drive '0', disconnect '1' (normally used for wired-and
connections)

EOE1 11 Extra high drive '0', extra high drive '1'

E RW  SENSE Pin sensing mechanism

Disabled 0 Disabled

High 2 Sense for high level

Low 3 Sense for low level

G RW  MCUSEL Select which MCU/Subsystem controls this pin

Note: this field is only accessible from secure code.

AppMCU 0x0 Application MCU

NetworkMCU Ox1 Network MCU

Peripheral 0x3 Peripheral with dedicated pins

TND 0x7 Trace and Debug Subsystem

7.13.6 Electrical specification

7.13.6.1 GPIO Electrical Specification

Vi Input high voltage 0.7 x VDD Y

VDD
ViL Input low voltage VSS 0.3x \"

VDD

VoH,sp Output high voltage, standard drive, 0.5 mA, VDD 2 1.7 V VDD - VDD \"

0.4
VoH,HDH Output high voltage, high drive, 5 mA, VDD 2 2.7 V VDD - VDD Y

0.4
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Symbol Description

Vom,HoL Output high voltage, high drive, 3 mA, VDD 21.7 V

VoL,sp Output low voltage, standard drive, 0.5 mA, VDD > 1.7 V

VoL,HbH Output low voltage, high drive, 5 mA, VDD 2 2.7 V

Vor,HoL Output low voltage, high drive, 3 mA, VDD 2 1.7 V

loi,sp Current at VSS + 0.4 V, output set low, standard drive, VDD
217V

loL,HoH Current at VSS + 0.4 V, output set low, high drive, VDD > 2.7
Vv

loL,HoL Current at VSS + 0.4 V, output set low, high drive, VDD > 1.7
\%

lo,HoL,aspI Current at VSS + 0.4 V, output set low, high drive, VDD > 1.7
Y%

loL,HoLTWIM Current at VSS + 0.4 V, output set low, high drive, VDD > 1.7
\%

loH,sp Current at VDD - 0.4 V, output set high, standard drive, VDD
21.7

loH,HDH Current at VDD - 0.4 V, output set high, high drive, VDD 2
2.7V

lom,HDL Current at VDD - 0.4 V, output set high, high drive, VDD >
1.7V

loH,HDL,QsPI Current at VDD - 0.4 V, output set high, high drive, VDD 2
1.7V

lgpio,TOTAL Recommended maximum current drawn by all GPIOs

tRF15pF Rise/fall time, standard drive mode, 10 to 90%, 15 pF load*

tRF,25pF Rise/fall time, standard drive mode, 10 to 90%, 25 pF load*

tRF,50pF Rise/fall time, standard drive mode, 10 to 90%, 50 pF load*

tHRF 10pF,QSPI9E Rise/Fall time, high drive mode, 20 to 80%, 10 pF load, VDD

1.6 Vto 3.6 V, QSPI running at 96 MHz!

tHRF15pF Rise/Fall time, high drive mode, 10 to 90%, 15 pF load*
tHRF25pF Rise/Fall time, high drive mode, 10 to 90%, 25 pF load*
tHRE50pF Rise/Fall time, high drive mode, 10 to 90%, 50 pF load*
Rpu Pull-up resistance

Rep Pull-down resistance

Cpap Pad capacitance

CpaD_NFC Pad capacitance on NFC pads

INFC_LEAK Leakage current between NFC pads when driven to

different states

7.14 GPIOTE — GPIO tasks and events

Min.
VDD -
0.4
A
VSS
VSS

Typ.

10

50

10

14

26

8.5

13
13
fI85)

Max. Units

VDD \Y

VSS+0.4 V
VSS+0.4 V
VSS +0.4 V
4 mA

mA

mA

mA

mA

mA

mA

mA

15° mA
ns
ns
ns

ns

ns
ns
ns
kQ
kQ
pF
pF
10 uA

The GPIO tasks and events (GPIOTE) module provides functionality for accessing GPIO pins using tasks and

events. Each GPIOTE channel can be assigned to one pin.

A GPIOTE block enables GPIOs to generate events on pin state change which can be used to carry out tasks
through the PPI system. A GPIO can also be driven to change state on system events using the PPI system.
Tasks and events are briefly introduced in Peripheral interface on page 150, and GPIO is described in

more detail in GPIO — General purpose input/output on page 224.

2
be followed if operating in high voltage mode.
Rise and fall times based on simulations
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Low power detection of pin state changes is possible when in System ON or System OFF.

Up to three tasks can be used in each GPIOTE channel for performing write operations to a pin. Two tasks
are fixed (SET and CLR), and one (OUT) is configurable to perform following operations:

e Set
e C(Clear
e Toggle

An event can be generated in each GPIOTE channel from one of the following input conditions:
e Rising edge

¢ Falling edge
¢ Any change

7.14.1 Pin events and tasks

The GPIOTE module has a number of tasks and events that can be configured to operate on individual
GPIO pins.

The secure instance of the GPIOTE peripheral is able to operate on all GPIO pins configured in
GPIOTE.CONFIG[n].PSEL.

The non-secure instance of the GPIOTE peripheral is able to operate only on non-secure GPIO pins. The
field GPIOTE.CONFIG[n].PSEL can only select a non-secure pin.

The tasks SET[n], CLR[n], and OUT[n] can write to individual pins, and events IN[n] can be generated from
input changes of individual pins.

The SET task will set the pin selected in GPIOTE.CONFIG[n].PSEL to high. The CLR task will set the pin low.

The effect of the OUT task on the pin is configurable in CONFIG[n].POLARITY. It can set the pin high, set it
low, or toggle it.

Tasks and events are configured using the CONFIG[n] registers. One CONFIG[n] register is associated with a
set of SET[n], CLR[n], and OUT[n] tasks and IN[n] events.

As long as a SET[n], CLR[n], and OUT[n] task or an IN[n] event is configured to control pin n, the pin's
output value will only be updated by the GPIOTE module. The pin's output value, as specified in the GPIO,
will be ignored as long as the pin is controlled by GPIOTE. Attempting to write to the pin as a normal GPIO
pin will have no effect. When the GPIOTE is disconnected from a pin, the associated pin gets the output
and configuration values specified in the GPIO module, see MODE field in CONFIG[n] register.

When conflicting tasks are triggered simultaneously (i.e. during the same clock cycle) in one channel, the
priority of the tasks is as described in the following table.

Priority Task
1 ouT
2 CLR

3 SET>

Table 79: Task priorities

When setting the CONFIG[n] registers, MODE=Disabled does not have the same effect as MODE=Task and
POLARITY=None. In the latter case, a CLR or SET task occurring at the exact same time as OUT will end up
with no change on the pin, based on the priorities described in the table above.

When a GPIOTE channel is configured to operate on a pin as a task, the initial value of that pin is
configured in the OUTINIT field of CONFIG[n].
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7.14.2 Port event
PORT is an event that can be generated from multiple input pins using the GPIO DETECT signal.

The event will be generated on the rising edge of the DETECT signal. See GPIO — General purpose input/
output on page 224 for more information about the DETECT signal.

There are two DETECT signals that come from the GPIO peripheral. The secure DETECT_SEC, for the secure
instance of the GPIOTE peripheral, and the non-secure DETECT_NONSEC, for the non-secure instance of
the GPIOTE peripheral.

The GPIO DETECT signal will not wake the system up again if the system is put into System ON IDLE while
the DETECT signal is high. Clear all DETECT sources before entering sleep. If the LATCH register is used as
a source, a new rising edge will be generated on DETECT if any bit in LATCH is still high after clearing all
or part of the register. This could occur if one of the PINx.DETECT signals is still high, for example. See Pin
sense mechanism on page 227 for more information.

Setting the system to System OFF while DETECT is high will cause a wakeup from System OFF reset.

This feature can be used to wake up the CPU from a WFI or WFE type sleep in System ON when all
peripherals and the CPU are idle, meaning the lowest power consumption in System ON mode.

To prevent spurious interrupts from the PORT event while configuring the sources, the following steps
must be performed:

1. Disable interrupts on the PORT event (through INTENCLR.PORT).

2. Configure the sources (PIN_CNF[n].SENSE).

3. Clear any potential event that could have occurred during configuration (write 0 to EVENTS_PORT).
4. Enable interrupts (through INTENSET.PORT).

7.14.3 Tasks and events pin configuration
Each GPIOTE channel is associated with one physical GPIO pin through the CONFIG.PSEL field.

When Event mode is selected in CONFIG.MODE, the pin specified by CONFIG.PSEL will be configured

as an input, overriding the DIR setting in GPIO. Similarly, when Task mode is selected in CONFIG.MODE,
the pin specified by CONFIG.PSEL will be configured as an output overriding the DIR setting and OUT
value in GPIO. When Disabled is selected in CONFIG.MODE, the pin specified by CONFIG.PSEL will use its
configuration from the PIN[n].CNF registers in GPIO.

Note: A pin can only be assigned to one GPIOTE channel at a time. Failing to do so may result in
unpredictable behavior.

/7.14.4 Low power

In Event mode (CONFIG.MODE=Event), the register LATENCY on page 242 makes it possible to reduce
power consumption.

To enable the power saving behavior, set register LATENCY to LowPower.

LowPower can be used with both PORT event (EVENTS_PORT) and IN event (EVENTS_IN). The GPIO pins
must have their PIN_CNF[n].SENSE configured.

When using LowPower with IN event, the GPIO PIN_CNF[] register's SENSE field needs to be configured
according to CONFIG.POLARITY for the selected pin.

e When CONFIG.POLARITY=LoToHi, SENSE must be set to High.
e When CONFIG.POLARITY=HiToLo, SENSE must be set to Low.

When using LowPower with PORT event, the GPIO PIN_CNF(] register's SENSE field can have any value.

CONFIG.POLARITY=Toggle is not supported for LATENCY=LowPower.
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/7.14.5 Registers

0x5000D000 APPLICATION GPIOTE GPIOTEO S NA GPIO tasks and events
0x4002F000 APPLICATION GPIOTE GPIOTE1 NS NA GPIO tasks and events
0x4100A000 NETWORK  GPIOTE GPIOTE NS NA GPIO tasks and events

Table 80: Instances

TASKS_OUT[n] 0x000 Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is configured in
CONFIG[n].POLARITY.

TASKS_SET[n] 0x030 Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it high.

TASKS_CLR[n] 0x060 Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it low.

SUBSCRIBE_OUT[n] 0x080 Subscribe configuration for task OUT[n]

SUBSCRIBE_SET[n] 0x0BO Subscribe configuration for task SET[n]

SUBSCRIBE_CLR[n] 0xO0EO Subscribe configuration for task CLR[n]

EVENTS_IN[n] 0x100 Event generated from pin specified in CONFIG[n].PSEL

EVENTS_PORT 0x17C Event generated from multiple input GPIO pins with SENSE mechanism enabled

PUBLISH_IN[n] 0x180 Publish configuration for event IN[n]

PUBLISH_PORT O0x1FC Publish configuration for event PORT

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

LATENCY 0x504 Latency selection for Event mode (MODE=Event) with rising or falling edge detection
on the pin.

CONFIG[n] 0x510 Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

Table 81: Register overview

7.14.5.1 TASKS_OUT[n] (n=0..7)
Address offset: 0x000 + (n x 0x4)
Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is configured in CONFIG[n].POLARITY.

R/W  Field Value ID Description

A w TASKS_OUT Task for writing to pin specified in CONFIG[n].PSEL. Action
on pin is configured in CONFIG[n].POLARITY.

Trigger 1 Trigger task

7.14.5.2 TASKS_SET[n] (n=0..7)
Address offset: 0x030 + (n x Ox4)
Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it high.
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ID R/W  Field Value ID Description

A W TASKS_SET Task for writing to pin specified in CONFIG[n].PSEL. Action
on pin is to set it high.

Trigger 1 Trigger task

7.14.5.3 TASKS_CLR[n] (n=0..7)
Address offset: 0x060 + (n x 0x4)

Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it low.

ID R/W  Field Value ID Description

A w TASKS_CLR Task for writing to pin specified in CONFIG[n].PSEL. Action
on pin is to set it low.

Trigger 1 Trigger task

7.14.5.4 SUBSCRIBE_OUT[n] (n=0..7)
Address offset: 0x080 + (n x Ox4)

Subscribe configuration for task OUT[n]

ID R/W  Field Description
A RW  CHIDX [255..0] DPPI channel that task OUT[n] will subscribe to
B RW  EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.14.5.5 SUBSCRIBE_SET[n] (n=0..7)
Address offset: 0x0BO + (n x 0x4)

Subscribe configuration for task SET[n]

ID R/W  Field Description
A RW  CHIDX [255..0] DPPI channel that task SET[n] will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.14.5.6 SUBSCRIBE_CLR[n] (n=0..7)
Address offset: OxOEO + (n x 0x4)
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Subscribe configuration for task CLR[n]

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that task CLR[n] will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

7.14.5.7 EVENTS_IN[n] (n=0..7)
Address offset: 0x100 + (n x Ox4)

Event generated from pin specified in CONFIG[n].PSEL

ID R/W  Field Description

A RW  EVENTS_IN Event generated from pin specified in CONFIG[n].PSEL
NotGenerated 0 Event not generated
Generated 1 Event generated

7.14.5.8 EVENTS_PORT
Address offset: 0x17C

Event generated from multiple input GPIO pins with SENSE mechanism enabled

ID R/W  Field Description

A RW  EVENTS_PORT Event generated from multiple input GPIO pins with SENSE
mechanism enabled
NotGenerated 0 Event not generated

Generated 1 Event generated

7.14.5.9 PUBLISH_IN[n] (n=0..7)
Address offset: 0x180 + (n x 0x4)

Publish configuration for event IN[n]

ID R/W  Field Value ID Description
A RW  CHIDX [255..0] DPPI channel that event IN[n] will publish to.
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing
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7.14.5.10 PUBLISH_PORT
Address offset: Ox1FC

Publish configuration for event PORT

Value ID Description
A RW  CHIDX [255..0] DPPI channel that event PORT will publish to.
B RW  EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

7.14.5.11 INTENSET
Address offset: 0x304

Enable interrupt

R/W  Field Value ID Description

A-H RW IN[i] (i=0..7) Write '1' to enable interrupt for event IN[i]
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

| RW  PORT Write '1' to enable interrupt for event PORT
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.14.5.12 INTENCLR
Address offset: 0x308

Disable interrupt

ID R/W  Field Value ID Description

A-H RW IN[i] (i=0..7) Write '1' to disable interrupt for event IN[i]
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

| RW  PORT Write '1' to disable interrupt for event PORT
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
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7.14.5.13 LATENCY
Address offset: 0x504

Latency selection for Event mode (MODE=Event) with rising or falling edge detection on the pin.

POLARITY=Toggle can only be used with LATENCY=LowLatency.

Value ID

Description

LATENCY

LowPower

LowLatency

7.14.5.14 CONFIG[n] (n=0..7)
Address offset: 0x510 + (n x 0x4)

Latency setting

Low power setting, for signals with minimum hold time
tGPIOTE,HOLD,LP; refer to Electrical specification section
Low latency setting, for signals with minimum hold time

tGPIOTE,HOLD,LL; refer to Electrical specification section

Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

Value ID

Description

A RW  MODE

Disabled
Event
Task
B RW  PSEL
RW  PORT
D RW  POLARITY
None
LoToHi
HiToLo

4406_640v1.3

[0..31]

[0..1]
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Mode
Disabled. Pin specified by PSEL will not be acquired by the
GPIOTE module.

Event mode

The pin specified by PSEL will be configured as an input
and the IN[n] event will be generated if operation specified
in POLARITY occurs on the pin.

Task mode

The GPIO specified by PSEL will be configured as an output
and triggering the SET[n], CLR[n] or OUT[n] task will
perform the operation specified by POLARITY on the pin.
When enabled as a task the GPIOTE module will acquire
the pin and the pin can no longer be written as a regular
output pin from the GPIO module.

GPIO number associated with SET[n], CLR[n], and OUT[n]
tasks and IN[n] event

Port number

When In task mode: Operation to be performed on output
when OUT[n] task is triggered. When In event mode:
Operation on input that shall trigger IN[n] event.

Task mode: No effect on pin from OUT[n] task. Event
mode: no IN[n] event generated on pin activity.

Task mode: Set pin from OUT[n] task. Event mode:
Generate IN[n] event when rising edge on pin.

Task mode: Clear pin from OUT[n] task. Event mode:

Generate IN[n] event when falling edge on pin.
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ID R/W  Field Value ID Description

Toggle 3 Task mode: Toggle pin from OUT[n]. Event mode: Generate

IN[n] when any change on pin.

POLARITY=Toggle requires the use of
LATENCY=LowLatency.
E RW OUTINIT When in task mode: Initial value of the output when the

GPIOTE channel is configured. When in event mode: No

effect.
Low 0 Task mode: Initial value of pin before task triggering is low
High 1 Task mode: Initial value of pin before task triggering is high

7.14.6 Electrical specification

7.15 1°S — Inter-IC sound interface

The I°S (Inter-1C Sound) module, supports the original two-channel 1%s format, and left- or right-aligned
formats. It implements EasyDMA for sample transfer directly to and from RAM without CPU intervention.

The IS peripheral has the following main features:

Master and Slave mode

Simultaneous bidirectional (TX and RX) audio streaming
Original 1S and left- or right-aligned format

32, 24, 16 and 8-bit sample widths

Separate sample and word widths

Low-jitter master clock generator

Various sample rates

4406_640v1.3 243 .

NORDIC

SEMICONDUCTOR



Peripherals
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Figure 63: I’S master

7.15.1 Mode

The IS protocol specification defines two modes of operation, Master and Slave.

The 1S mode decides which of the two sides (master or slave) shall provide the clock signals LRCK and
SCK, and these signals are always supplied by the master to the slave.

7.15.2 Transmitting and receiving

The 1°S module supports both transmission (TX) and reception (RX) of serial data. In both cases the serial
data is shifted synchronously to the clock signals SCK and LRCK.

TX data is written to the SDOUT pin on the falling edge of SCK, and RX data is read from the SDIN pin on
the rising edge of SCK. The most significant bit (MSB) is always transmitted first.

Note: When starting a transmission in master mode, the first frame is filled with zeros.

TX and RX are available in both Master and Slave modes and can be enabled/disabled independently in
the CONFIG.TXEN on page 262 and CONFIG.RXEN on page 262.

Transmission and/or reception is started by triggering the START task. With transmission enabled in
CONFIG.TXEN), the TXPTRUPD event will be generated for every number of transmitted data words given
by RXTXD.MAXCNT on page 267. Each data word contains one or more samples. The TXPTRUPD event

is generated just before MAXCNT number of data words have been transmitted. Similarly, with reception
enabled in CONFIG.RXEN, the RXPTRUPD event will be generated for every received data word given by
RXTXD.MAXCNT on page 267. The RXPTRUPD event is generated just after MAXCNT number of data
words have been received.
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The FRAMESTART event is generated synchronously to the active LRCK edge at the beginning of a frame
after transmitting RXTXD.MAXCNT data words. The initial FRAMESTART event is generated at the first
active edge of LRCK after the START task has been triggered. The FRAMESTART event is only defined for
transmitting full left and right sample pairs. If MAXCNT is configured so that the frame ends between
the left and right sample pairs, the FRAMESTART event is not generated. This occurs for the following
combinations of SWIDTH and MAXCNT:

SWIDTH MAXCNT restriction

24Bit Only even numbers (2,4,6, etc)
32 Only even numbers (2, 4, 6, etc)
24BitIn32 Only even numbers (2, 4, 6, etc)

Table 82: Restrictions on combinations of SWIDTH and MAXCNT for correct FRAMESTART

| &—————————RXTXD. MAXCNT

|
|
| é&—Left0—> } <—Right 0—> } —Left 1—> } <—Right 1—>

\A>;<A>KA>;<

RXTXD.MAXCNT-

%Left 22— }%nght 2—> \ <—Left 3—> %nght 3— | <—Lleft4—>
|

A X >i<c>;<
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SDIN SDOUT
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FRAMESTART — ]
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I3 T RXPTRUPD
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£ jTXPTRUPD
G TTXPTRUPD

CPU
Ay
CHT TXPTRUPD

START —

TXD.PTR
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TXD.PTR
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TXD.PTR
RXD.PTR

TXD.PTR
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Figure 64: Transmitting and receiving. CONFIG.FORMAT = Aligned,
CONFIG.SWIDTH = 8Bit, CONFIG.CHANNELS = Stereo, RXTXD.MAXCNT = 1

7.15.3 Left right clock (LRCK)

The left right clock (LRCK), often referred to as word clock, sample clock, or word select in 1%s context, is
the clock defining the frames in serial bitstreams sent and received on SDOUT and SDIN, respectively.

In 12S format, each frame contains one left and/or right sample pair. The left sample is transferred during

the low half period of LRCK, followed by the right sample being transferred during the high half period of
LRCK.

In Aligned format, each frame contains one left and/or right sample pair. The left sample is transferred

during the high half period of LRCK, followed by the right sample being transferred during the low half
period of LRCK.

For mono, the frame will contain only zeros for the unused half period of LRCK.
Consequently, the LRCK frequency is equivalent to the audio sample rate.

When operating in Master mode, the LRCK is generated from the MCK, and the frequency of LRCK is then
given as:

LRCK = MCK / CONFIG.RATIO
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LRCK always toggles around the falling edge of the serial clock SCK.

7.15.4 Serial clock (SCK)

The serial clock (SCK), often referred to as the serial bit clock, pulses once for each data bit being
transferred on the serial data lines SDIN and SDOUT.

When operating in Master mode, the SCK is generated from the MCK, and the frequency of SCK is then
given as:

SCK = 2 * LRCK * CONFIG.SWIDTH

The falling edge of the SCK falls on the toggling edge of LRCK.

When operating in Slave mode, SCK is provided by the external 1S master.

7.15.5 Master clock (MCK)

The master clock (MCK) is the clock from which LRCK and SCK are derived when operating in Master mode.

The master clock generator always needs to be enabled when in Master mode, but the generator can also
be enabled when in Slave mode. Enabling the generator when in Slave mode can be useful in the case
where the external master is not able to generate its own master clock.

MCK is generated from the clock source selected in the CONFIG.CLKCONFIG and CONFIG.MCKFREQ
registers.

The following equation can be used to calculate the value of CONFIG.MCKFREQ for given MCK and clock
source frequency:

MCKFREQ = 4096 - {WJ

fuck
source t ~5

Figure 65: MCK clock frequency equation

The parameter fyck is the requested MCK clock frequency in Hz, and fgoycce is the frequency of the
selected clock source in Hz. Because of rounding errors, an accurate MCK clock may not be achievable. The
equation does not take into account the maximum register value of CONFIG.MCKFREQ on page 263.

The actual MCK frequency can be calculated using the equation below.

f source

Factual = L1048576-4096 J
MCKFREQ

Figure 66: Actual MCK clock frequency

The clock error can be calculated using the equation below. The error e is the percentage difference from
the requested fyc frequency.

fsource f
. — IMCK
e=100- factual - fMCK =100 - |_1%g?(7/—§R‘EOQ%J

f MCK 1y MCK

Figure 67: MICK frequency error equation

The master clock generator does not add any jitter to the clock source chosen.

The master clock generator is enabled/disabled using CONFIG.MCKEN on page 262, and the generator is
started or stopped by the START or STOP tasks respectively.

The MCK frequency can be adjusted on-the-fly:
e For PCLK32M, by using MCKFREQ
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e For ACLK, by adjusting the audio clock source, see CLOCK — Clock control on page 73.

In Master mode, the LRCK and the SCK frequencies are closely related as both are derived from MCK and
set indirectly through CONFIG.RATIO on page 264 and CONFIG.SWIDTH on page 264.

When configuring these registers, the user is responsible for fulfilling the following requirements:

1. The SCK frequency can never exceed the MCK frequency.
2. The MCK/LRCK ratio shall be a multiple of 2 * CONFIG.SWIDTH.

The MCK signal can be routed to an output pin (specified in PSEL.MCK) to supply external 1S devices that
require the MCK to be supplied from the outside.

When operating in Slave mode, the 1°S module does not use the MCK and the MCK generator does not
need to be enabled.

{ MCK UL LUy

IRCK 1 g r  Jy g0

SWIDTH
SCK LM MMM rmrryrr

Figure 68: Relation between RATIO, MCK and LRCK

7.15.5.1 Clock source selection

The clock source for the master clock generator can be selected in the register CONFIG.CLKCONFIG on
page 266. Choose one of the following clocks as the clock source:

e 32 MHz peripheral clock (PCLK32M), synchronous to HFCLK.
¢ Audio PLL clock (ACLK) with configurable frequency.

To improve the master clock accuracy and jitter performance, it is recommended (but not mandatory) that
the PCLK32M source is running off the HFXO instead of the HFINT oscillator. The ACLK source requires the
use of HFXO. See CLOCK — Clock control on page 73 for more information about starting HFXO for the
relevant clock source.

The master clock generator can be bypassed so the MCK clock is derived directly from the input source.
This can be configured in the BYPASS field of register CONFIG.CLKCONFIG on page 266.
7.15.5.2 Configuration examples

Configuration examples for CLKCONFIG = PCLK32M on page 248 and Configuration examples for
CLKCONFIG = ACLK on page 248 show some configuration examples for popular sample rates, using
both the 32 MHz master clock and the Audio PLL clock source.
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Source Requested RATIO Requested MCKFREQ MCK [Hz] LRCK [Hz] LRCK
frequency LRCK [Hz] MCK [Hz] error
[Hz] [%]
32000000 16000 32 512000 68173824 507936 15873 -0.8
32000000 16000 64 1024000 135274496 1032258 16129 0.8
32000000 16000 256 4096000 516685824 4000000 15625 -2.3
32000000 32000 32 1024000 135274496 1032258 32258 0.8
32000000 32000 64 2048000 266350592 2000000 31250 -2.3
32000000 32000 256 8192000 974741504 8000000 31250 -2.3
32000000 44100 32 1411200 185319424 1391304 43478 -1.4
32000000 44100 64 2822400 362815488 2909090 45455 3.1
32000000 48000 32 1536000 201326592 1523809 47619 -0.8
32000000 48000 64 3072000 393428992 3200000 50000 4.2
32000000 96000 32 3072000 393428992 3200000 100000 4.2
32000000 96000 64 6144000 752402432 6400000 100000 4.2

Table 83: Configuration examples for CLKCONFIG = PCLK32M

Source Requested RATIO Requested MCKFREQ MCK [Hz] LRCK [Hz] LRCK
frequency LRCK [Hz] MCK [Hz] error
[Hz] [%]
11289600 44100 32 1411200 505286656 1411200 44100 0
11289600 44100 64 2822400 954433536 2822400 44100 0
12288000 16000 32 510000 175304704 512000 16000 0
12288000 16000 64 1024000 343597056 1024000 16000 0
12288000 32000 32 1024000 343597056 1024000 32000 0
12288000 32000 64 2048000 660762624 2048000 32000 0
12288000 48000 32 1536000 505286656 1536000 48000 0
12288000 48000 64 3072000 954433536 3072000 48000 0
12288000 96000 32 3072000 954433536 3072000 96000 0

Table 84: Configuration examples for CLKCONFIG = ACLK

7.15.6 Width, alignment and format

The register CONFIG.SWIDTH on page 264 defines the sample width of the data read and written

to memory, as well as the number of SCK clock cycles per half-frame. Figure Aligned format, with
CONFIG.SWIDTH configured to 16 bit samples in a 16 bit half-frame on page 249 illustrates a

configuration with identical sample and half-frame widths. The number of SCK pulses matches the number
of sample bits. Aligned format, with CONFIG.SWIDTH configured to 16-bit samples in a 24-bit half-frame
on page 249 illustrates a configuration with greater half-frame width than sample width. The number

of SCK pulses are greater than the number of sample bits, with the sample being left-aligned in the half-
frame.
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Figure 69: Aligned format, with CONFIG.SWIDTH configured to 16 bit samples in a 16 bit half-frame

half-frame
LRCK _ left [
SCK AU U i oAy
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€ 24 clock cycles >

|€——— 16-bit sample ————p|
Figure 70: Aligned format, with CONFIG.SWIDTH configured to 16-bit samples in a 24-bit half-frame

The register CONFIG.FORMAT on page 265 is used to choose whether a word shall be aligned on the
LRCK edge, or be delayed one bit period after this edge:

¢ When using Aligned format, the first bit in a half-frame gets sampled on the first rising edge of SCK
following a LRCK edge, as illustrated in Aligned format. Identical sample width and half-frame width.
Left sample on high level of LRCK on page 249. The left sample is transferred during the high half
period of LRCK.

¢ When using IS format, the first bit in a half-frame (containing one left or right sample) gets sampled
on the second rising edge of the SCK after a LRCK edge, as illustrated in 1°S format. Identical sample
width and half-frame width. Left sample on low level of LRCK on page 249. The left sample is
transferred during the low half period of LRCK.

frame
LRCK _| left J 1 right ff | et J
S eneyipipigiply/igigENigigigigly/gigExtpigipipglyig
SDATA T I T T T T T T T T T T T T 1 Jf T

Figure 71: Aligned format. Identical sample width and half-frame width. Left sample on high level of LRCK

frame
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SDIN or SDOUT Il T T T Jf T Tl T [ T Jf T Tl T T 1T Jf T

Figure 72: IZSformat. Identical sample width and half-frame width. Left sample on low level of LRCK

If the half-frame width differs from the sample width, the sample value can be either right or left-aligned
inside a half-frame, as specified in CONFIG.ALIGN on page 265

¢ When using left-alignment, each half-frame starts with the MSB of the sample value, as illustrated by
CONFIG.ALIGN set to left justified on page 249.

¢ When using right-alignment, each half-frame ends with the LSB of the sample value. This is illustrated
in CONFIG.ALIGN set to right justified on page 250.

LRCK I Tett I/} | [ right I8
scK _MALM/ LA AL U g
SDATA = T T T 1 T=1 Jf Fel T T T 1T 1= J[

Figure 73: CONFIG.ALIGN set to left justified
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Figure 74: CONFIG.ALIGN set to right justified

Slave mode considerations

In Slave mode, the sample width does not need to equal the half-frame width, or even frame size. This
means that there can be extra or fewer SCK pulses per half-frame than what the sample and half-frame
widths specified in CONFIG.SWIDTH on page 264 require.

In cases where left-alignment is used, and the number of SCK pulses per half-frame is higher than the
configured width, the following will apply:

* For data received on SDIN, all bits after the least significant bit (LSB) of the word value will be
discarded.
e For data sent on SDOUT, all bits after the LSB of the word value will be 0.

In cases where left-alignment is used, and the number of SCK pulses per frame is lower than the word
width, the following will apply:

¢ Data sent and received on SDOUT and SDIN will be truncated with the LSBs being removed first.

In cases where right-alignment is used, and the number of SCK pulses per frame is higher than the
configured width, the following will apply:

e For data received on SDIN, all bits before the MSB of the word value will be discarded.
e For data sent on SDOUT, all bits after the LSB of the word value will be 0 (same behavior as for left-
alignment).

In cases where right-alignment is used, and the number of SCK pulses per frame is lower than the
configured width, the following will apply:

¢ Data received on SDIN will be sign-extended to the same number of bits as the sample width before
being written to memory.

¢ Data sent on SDOUT will be truncated with the LSBs being removed first (same behavior as for left-
alignment).

7.15.7 EasyDMA

The 1S module implements EasyDMA for accessing internal Data RAM without CPU intervention.

The source and destination pointers for the TX and RX data are c